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FOREWORD 

 
More has been said about the writing of lawyers and judges than of any other group, except, of 

course, poets and novelists. The difference is that while the latter has usually been admired for 

their writing, the public has almost always damned lawyers and judges for theirs. If this state of 

affairs has changed in recent times, it is only in that many lawyers and judges have now joined the 

rest of the world is complaining about the quality of legal prose. 

Our best wishes to all these student contributors, for their future endeavors. Our best wishes and 

assurance to the readers that this will add a lot to the knowledge after reading this perfect case 

compilation. It’s not just for the legal fraternity but for anyone who has an interest in the field of 

law. 

 
Vrinda Khanna& Nandini Mangla 

 
(Associate) All India Legal Forum 
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PREFACE 

 
All India Legal Forum is replenished with information to give students a ready reference to the 

various areas of legal issues and news. All India Legal Forum is a team of more than 400 law 

students across the country to tackle basic problems which a legal researcher faces in day to day 

life, putting forward the basic things needed for researching and drafting.  

 

The All India Legal forum strives at providing a valuable contribution to contemporary legal 

issues and development. The organization seeks to bring out a platform to provide resourceful 

insights on law-related topics for the ever-growing legal fraternity. All India Legal Forum doesn't 

just publish blogs but also guides the authors. Determination and dedication are considered as 

ultimate requisition to be a good researcher by the All India Legal Forum, it also thrives to instill 

the values. 

 

The reason behind the smoothed running of All India Legal Forum is the official structure of the 

organization in which different rules are allotted by considering the strengths of the students and 

giving them roles accordingly through various Boards and Committees incorporated in the 

Organisation. 

 

The Legal Fort Night subdues about the current legal issues and news happening around.  It 

consists of the summaries of the Supreme Court and High Court Judgements of the 14 days. The 

Legal Fort Night Team keeps compiling the judgments of the Supreme Court and high court 

regularly. The Legal Fort Night not only compiles the judgments of the Supreme Court and High 

Court, but it also deals with the static law. We’re glad to be a part of the All India Forum. Here’s 

an introduction to my team:  

Patron- in-Chief: Aayush Akar  

Editor-in-Chief: Shubhank Suman 

Senior Manager: Vrinda Khanna, Nandini Mangla  

External Manager: Deepti  

Internal Manager: Sakshi 
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SUPREME COURT JUDGMENTS 

18-01-2021 

 

THE THREE-JUDGE BENCH HEADED BY JUSTICE U.U. LALIT WILL 

CONSIDER THE PETITIONS ON JANUARY 18 

 

After 21 months, the Supreme Court will be considering the review petition filed by the EPFO 

(Employees Provident Fund Organisation) against the apex court verdict on a pension and the 

appeal filed by the Ministry of Labour and Employment. The three-judge Bench headed by 

Justice U.U. Lalit will consider the petitions on January 18. 

The pensioners hope that their long wait for pension according to the salary would end with this 

verdict. Earlier, both the Kerala High Court and the Supreme Court had pronounced the judgment 

in their favor. The full pension was denied, stating that the Ministry of Labour and Employment 

appeal and the review plea of the EPFO were pending. 

The Supreme Court had upheld the Kerala High Court verdict on a monthly pension from the 

Employees’ Pension Scheme on April 1, 2019. Following this, the Ministry of Labour filed an 

appeal against the High Court verdict despite the review petition filed by the EPFO. 

The Bench headed by the then Chief Justice Ranjan Gogoi ordered on July 12, 2019, to hear both 

petitions in the open court. However, no further action was taken in this regard. Meanwhile, the 

parliamentary standing committee sought an explanation regarding the matter last October. 
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FARMERS' PROTEST: SC TO HEAR CENTRE'S PLEA AGAINST 

PROPOSED TRACTOR RALLY ON JAN 18 

 

On Monday, the Supreme Court is scheduled to hear that the Central government's application 

seeking an injunction against the proposed tractor rally or any other kind of protest which sought 

to disrupt the gathering and celebrations of the Republic Day on January 26. 

A three-judge bench headed by Chief Justice of India Sharad Arvind Bobde will hear the 

application on January 18, along with pleas raising farmers protesting at Delhi borders. 

In an application filed through Delhi Police, the Center has said that any proposed rally or protest 

that seeks to disrupt and disturb the Republic Day celebrations will cause an "embarrassment to 

the nation." 

On January 12, the top court agreed to hear Center's application and posted it for hearing on 

January 18. The Bench had issued a notice on the application and said that it be served upon the 

farmers' unions, which are protesting against the new farm laws. 

The Centre has said the right to protest could never include "maligning the nation globally." It 

urged the apex court to restrain anyone from conducting any protest march either in the form of 

tractor march, trolley march, vehicle march, or any other mode by entering into the National 

Capital Region Territory of Delhi. 

Reports have claimed that farmer leaders have clarified that the tractor rally on January 26 will 

only occur at the Haryana-Delhi borders. The farmers are not planning to reach the Red Fort to disrupt 

some claim the Republic Day parade.The top court on January 12 had stayed the implementation of 

the contentious new farm laws till further orders. It constituted a four-member committee to make 

recommendations to resolve the impasse over them between the Centre and farmers' unions 

protesting at Delhi borders. 

Days after the top court's order, Bhupinder Singh Mann, National President, Bhartiya Kisan Union 

and All India Kisan Coordination Committee, part of the apex-court formed Committee, recused 

from the expert panel.  
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EMPLOYEES’ PENSION SCHEME: CENTRE PLEA AGAINST KERALA 

HC’S 2018 ORDER IN SC TODAY 

 

A bench headed by Justice U Lalit will also consider on Monday a review petition by Employees’ 

Provident Fund Organisation against the Supreme Court order rejecting its appeal against the 2018 

high court verdict. 

The Supreme Court will take up Monday the Centre’s plea challenging the 2018 judgment of 

Kerala High Court that set aside amendments made to Employees’ Pension Scheme (EPS), 1995, 

fixing the maximum pensionable salary Rs 15,000 per month. 

 

A bench headed by Justice U U Lalit will also consider on Monday a review petition by 

Employees’ Provident Fund Organisation against the Supreme Court order rejecting its appeal 

against the 2018 high court verdict. 

 

The Centre’s appeal said, “with the striking down of the amendments, the very survival of EPS is 

in jeopardy” and that a study of the impact of the impugned judgment “shows that as against the 

total corpus of EPS of approximately Rs 3.77 lakh crores, the total liability in terms of the 

impugned judgment stands at more than Rs 10 lakh crores…” 

The “reason for this precarious position is that the judgment fails to consider the rationale behind 

the amendments” carried out in Section 11 of the EPS. 

Before the amendment, the maximum pensionable salary was Rs 6,500. However, it permitted the 

pensionable wage to be based on a higher salary amount at the employer and employee's mutual 

option. The 2014 amendment increased the maximum pensionable salary to Rs 15,000 per month. 

It also introduced conditions in the option to contribute a higher amount. 

The government said, “employees in the lower economic strata…earning up to Rs 15,000 per 

month benefited from 2014 amendments because their entire salary up to the limit of Rs 15000… 



 

9 
 

constituted pensionable salary without any requirement of the consent of the employer”. 

Members with a salary above Rs 15,000 challenged it as violative of Article 14. The Centre said 

adding the “challenge was incorrect because” the provisions “expressly grants the power to 

Central government to regulate EPS membership.” 
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19-01-2021 

 

LACK OF SCIENTIFIC CERTAINTY IS NO GROUND TO IMPERIL THE 

ENVIRONMENT 

 

Judges DY Chandrachud, Indu Malhotra, and Indira Banerjee have coordinated that a Hotel cum 

café on woodland land in Himachal Pradesh ought to be wrecked grounds that the construction 

has been made illicitly. The request maintains the choice of the National Green Tribunal. 

(Himachal Pradesh Bus Stand Management and Development Authority (HPBSM&DA) Versus 

The Central Empowered Committee) 

The National Green Tribunal found that the Bus Stand complex at McLeod Ganj, where the 

Hotel Cum Restaurant is arranged, not just abuses the arrangements of the Forest (Conservation) 

Act, 1980, it additionally upsets the nature of the district. Remuneration worth Rs. 15 lakh for 

areas 15 and 17 of the NGT Act, 2010 must be paid by the power. It likewise coordinated the 

State of Himachal Pradesh and its Tourism Department to pay Rs. 5 lakh each as remuneration. 

The beginning of the current case started in 1997 when the MoEF had permitted Himachal 

Pradesh to redirect 0.093 hectares of woods land to develop a parking spot at McLeod Ganj. As 

just a single bidder came up for the task, the state body chose to change the Bus Stand Complex 

idea to make it monetarily suitable for private elements by giving another Request for Proposal 

on 13 July 2004 for the development of the altered Bus Stand Complex. 

Aside from the development of the transport stand itself on the lower level, the appealing party 

conceived further growth in the complex of 

(I) a staggering business complex with shops at the street level; 

(ii) a dorm and a spending lodging at the main, second, and third levels; 

(iii) a feasting office/café/food court at the high level; and (iv) a leaving arrangement for fifty 

vehicles at the street level,â€ the judgment said. 
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Be that as it may, the adjustment in the arrangement was discovered to be unlawful by the NGT 

and the zenith court, which observed the report of the Central Empowered Committee on the 

task. The CEC had said the development of the Hotel-cum-Restaurant structure inside the Bus 

Stand Complex was not allowed by the MOEF's' sets of 1997 and 2001, and consequently, the 

development is disregarding the Forest Act. The post-facto consent looked for by the State of 

Himachal Pradesh from MOEF for changing the utilization of the redirected backwoods land was 

dismissed on 12 June 2007, it had said. The Bus Stand Complex's development constantly 

respondent has been managed without the earlier endorsement of the TCP (the Town and 

Country Planning) Department. The notification gave by the Department to stop development 

was disregarded, it had said. 

In its judgment arranging the allure documented by the Authority, the seat examined the idea of 

law and courts' environmental standards in guaranteeing ecological insurance. The court said that 

the environmental standard of law, at a specific level, is an aspect of the idea of the standard of 

law. In Para 47 of the Judgment, the seat noticed consequently: "The ecological guideline of law, 

at a specific level, is an aspect of the idea of the standard of law. However, it incorporates 

explicit highlights special to ecological, administration, and sui generis. The natural law 

principle tries to make fundamental instruments – theoretical, procedural, and institutional to 

welcome construction to the talk on ecological insurance. It does as such to improve our 

comprehension of ecological difficulties – of how they have been formed by mankind's interface 

with nature before, how they keep on being influenced by its commitment with nature in the 

present, and the possibilities for the future if we were not to drastically adjust the course of 

pulverization which humankind's activities have outlined.  

The ecological guideline of law tries to encourage a multidisciplinary examination of carbon 

impressions' nature and outcomes. Doing so brings a common perspective between science, 

administrative choices, and strategy viewpoints in the field of ecological insurance. It perceives 

that the 'law' component in the environmental guideline of law doesn't make the idea curiously 

safeguard legal counselors and judges. Despite what might be expected, it looks to draw inside 

the crease all partners in detailing procedures to manage current difficulties presented by natural 

corruption, environmental change, and living spaces' pulverization. The natural principle of law 

looks for a bound together comprehension of these ideas. There are huge linkages between ideas, 

for example, economical turn of events, the polluter pays standard and the trust precept. The 

universe of nature is indissoluble and incorporated. 
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 The climate condition in one piece of the earth influences and is generally influenced by what 

happens in another part. Each component of the climate imparts an advantageous relationship to 

the others. This indivisible bond and associate which the ecological standard of law tries to 

investigate and comprehend to discover answers for the squeezing issues that undermine the 

presence of humankind. The ecological principle of law is established on the need to 

comprehend the outcomes of our activities going past neighborhood, state and public limits. The 

ascent in the seas undermines not simply oceanic networks. The ascent in temperatures, 

weakening of icy masses and developing desertification have results which go past the networks 

and animals whose natural surroundings are undermined. They influence the future endurance of 

the whole eco-framework. The ecological standard of law endeavors to weave a comprehension 

of the associations in the regular habitat which makes the issue of endurance a brought together 

test that defies human social orders all over the place. It tries to expand on experiential learnings 

of the past to define rules that should turn into the structure mainstays of natural guideline in the 

present and future.  

The natural guideline of law perceives the cover between and tries to amalgamate logical 

learning, legitimate standard, and strategy intercession. Altogether, it focuses on the guidelines, 

cycles, and standards followed by establishments that give administrative administration on the 

climate. In doing as such, it encourages a system of open, responsible, and straightforward 

dynamic on worries of the climate. It encourages the significance of participatory administration 

– of the benefit of giving a voice to the individuals who are generally influenced by natural 

approaches and public tasks. The foundational layout of the natural guideline of law makes out 

of meaningful, procedural, and institutional components. The devices of examination go past 

lawful ideas. The aftereffect of the structure is something beyond the whole of its parts. 

Together, the components which it epitomizes seek to shield the bounties of nature against 

existential dangers. It is established on the general acknowledgment that the fate of human life 

relies upon how we save, secure and recover the climate today." 

The point, thusly, is just this – the ecological principle of law approaches us, as judges, to marshal 

the information rising up out of the record, restricted however it might in some cases be, to react 

in a harsh and conclusive style to infringement of natural law. We can't be stunned into inaction 

by not approaching total insights concerning the way where an ecological law infringement has 

happened or its full ramifications. All things being equal, the structure, recognizing the defective 

world that we possess, furnishes a guide to manage ecological law infringement, a nonappearance 

of away from of results regardless. Concerning part of the Court, the seat alluded to perceptions 
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made in late judgment viz. Bengaluru Development Authority versus Sudhakar Hegde. The job of 

courts and councils couldn't be more important in guaranteeing that the 'shield' of the "rule of law" 

can be utilized as a facilitative instrument in guaranteeing consistence with natural guidelines, it 

said. The seat likewise dismissed the request to permit Hotel-cum-Restaurant construction to 

represent their utilization. Doing so would legitimize what is generally altogether illicit 

development, the seat added. 

Source : https://www.latestlaws.com/latest-news/supreme-court-expounds-lack-of-scientific- certainty-is-

no-ground-to-imperil-the-environment-read-judgment/ 
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20-01-2021 

SUPREME COURT ALLOWS CENTRE TO WITHDRAW PLEA TO 

RESTRAIN FARMERS' TRACTOR RALLY ON REPUBLIC DAY: "WE 

WILL NOT PASS ORDERS, YOU WITHDRAW IT" 

While hearing pleas on the issue of farmers protest at Delhi borders and the Centre's plea against 

the proposed tractor rally or any other kind of protest, the Supreme Court said that the court 

"doesn't want to be subject of maligning" and that it "can't base verdicts on public opinion". 

On Wednesday, the Supreme Court allowed the Delhi police to withdraw its application seeking an 

injunction against the tractor rally proposed to be carried out by farmers in Delhi on Republic Day to 

show their protest against the contentious farm laws. 

The development comes after a bench comprising Chief Justice of India SA Bobde, Justices AS 

Bopanna and V Ramasubramanian refused to keep the application pending, while observing that the 

Delhi Police have the powers under the law to check the law and order situation and that it is not a 

matter for the court to decide. 

The Application filed by Delhi Police stated that it has come to the knowledge of security 

agencies that "a small group of protesting individuals/organizations have planned to carry out a 

tractor/trolley/vehicle march on Republic Day" and that the march is "slated to disturb and 

disrupt" the parade as well as create a law and order situation, thereby causing embarrassment to 

the nation. 

Highlighting that right to protest is subject to the countervailing public order and public interest, 

the Delhi Police submitted that the right cannot include "maligning the nation globally". Noting 

that the Supreme Court is seized of the issues pertaining to the constitutionality of the Farm Acts 

and the Farmers' protests, the Application sought for the Top Court to pass an injunction 

restraining such protest march scheduled on Republic Day. 
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The Supreme Court had issued a notice on the petition on January 12. The CJI later remarked that 

he need not tell the Union of India that it has powers under the law to tackle the situation. On 

January 12, the top court had stayed the farm laws' implementation until further orders after 

observing that the Centre has failed in its negotiations. The SC also constituted a committee for 

talks. The Committee was asked to submit a report within 2 months. The Court also observed that 

all farmers' unions "shall" appear before the Committee, thereby making it clear that the unions 

needed to participate in the talks. 

 

The SC observed in its order that staying the implementation will "assuage hurt feelings of 

farmers" and will "encourage them to return". A notable feature of the composition of the 

committee was that all four members- BS Mann, Ashok Gulati, Dr. Pramod Kumar Joshi, and 

Anil Ghanwat- have expressed open views in support of the implementation of farm laws. The 

protesting unions said that they will not appear before a Committee that has only members 

representing a one-sided view. 

After the observation of the apex court, the Centre withdrew the plea filed through Delhi Police 

seeking an injunction against the proposed tractor or trolley march or any other kind of protest 

which seeks to disrupt the gathering and celebrations of Republic Day. 

 

NOTICE TO FARMERS, CENTER 

 

The Supreme Court has issued a notice to farmer unions and the Centre on a plea seeking to 

reconstitute the 4-member expert committee after one member recused from it. 

CJI Bobde said he is "unhappy" with the criticism and "maligning" of the court-appointed 

committee. 

The court said the matter will again be heard on January 25, a day before the protest, to see how 

the situation develops. 

Source:https://www.indiatoday.in/india/story/farmers-protest-sc-upset-maligning-farm-laws- 

cjicommittee-top-developments-1760930-2021-01-20  
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CHIEF JUSTICE OF INDIA SAYS CAN’T DISQUALIFY A PANEL 

MEMBER OVER PREVIOUS VIEWS 

 

“There is some confusion regarding the law. Somebody may have an opinion before being part of 

the committee but his opinion can change. There is no way that such a person cannot be part of the 

committee,” Chief Justice of India S A Bobde observed. 

In comments that may be relevant to the Supreme Court-appointed committee to look into issues 

related to the farm laws, Chief Justice of India S A Bobde Tuesday observed that a person will not 

be disqualified from being a member of any committee merely because he or she previously held 

an opinion on the subject being considered by it. 

“There is some confusion regarding the law. Somebody may have an opinion before being part of 

the committee but his opinion can change. There is no way that such a person cannot be part of the 

committee,” the CJI observed during the hearing of a case that raised the question of inadequacies 

and inefficiencies in criminal trial. 

The comments come at a time protesting farmers groups have said that they will not cooperate 

with the four-member committee constituted by the top court on January 12 in an attempt to find a 

solution to the farm laws issue, saying its members had taken a stand in favour of the farm laws in 

the past. 

 

Source: https://indianexpress.com/article/india/farm-laws-cji-says-cant-disqualify-a- panel-

member-over-previous-views-7153554/ 
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22-01-2021 

STAY ON FARM LAWS: SUPREME COURT ORDER ENTERS  

OTHERS’ TERRITORY 

When a law is made by Parliament, it alone can repeal or suspend it. The Court has no power to 

stay it, and if it does so, then Parliament too can do the same to a court’s orders. This tussle has 

been there since the first Republic Day in 1950. 

The Supreme Court’s order of January 13, 2021, staying the implementation of the three farm 

laws, has raised several eyebrows and ruffled many feathers. The three laws are the Farmers’ 

Produce Trade and Commerce (Promotion and Facilitation) Act, 2020; the Farmers 

(Empowerment and Protection) Agreement on Price Assurance and Farm Services Act, 2020 and 

the Essential Commodities (Amendment) Act, 2020. 

Taken together, these form part of the Atmanirbhar Bharat package and, according to the 

government, envision a brighter future for the farming community. They attempt to introduce 

much needed reforms to help farmers get a better price by cutting out middlemen and improving 

marketing efficiencies. 

 

It has been contended that under the Constitution, the legislature, the executive and the judiciary 

have their own broad spheres of operation. Ordinarily, it is not proper for any of them to encroach 

upon the domain of another, otherwise the delicate balance in the Constitution will be upset and 

there will be a reaction. It has been argued that when a law is made by Parliament, it only can 

repeal or suspend its operation by making another law. The Court can, no doubt, declare a law 

ultra vires if it finds it unconstitutional, but it has no power to temporarily stay its enforcement 

even without recording a finding that it is prima facie unconstitutional. The Supreme Court has 

not recorded any such finding in this case. If the Court claims it can stay the operation of a law 

made by Parliament, then the latter too can claim that it can stay the Court’s orders. Would that be 

constitutional? It would result in a breakdown of the constitutional machinery. A note of caution, 

therefore, has been sounded that judges must exercise judicial restraint and must not encroach into 
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the executive or legislative domain. Judges must not try to run the government. 

First, there is need for clarity on the concept of “separation of powers” among the so called three 

pillars of democracy in the context of the Westminster style of parliamentary system that the 

Constitution of India has prescribed. Walter Bagehot, the undisputed authority on the English 

Constitution, has this to say on the subject: “The efficient secret of the English Constitution may 

be described as the close union, the nearly complete fusion of the executive and legislative 

powers. According to the traditional theory, as it exists in all the books, the goodness of our 

Constitution consists in the entire separation of the legislative and executive authorities, but in 

truth, its merit consists in their single approximation. The connecting link is the Cabinet. By that 

new word we mean a committee of the legislative body selected to be the executive body.” 

What Granville Austin, an American historian on the Indian Constitution, said about the Congress 

party and the government around the time of India’s independence, is equally true of the 

executive and the legislature in the case of a government with a comfortable majority they are like 

Siamese twins joined at the head, hip and toe. Thus, most of the time, it is an unequal tug of war 

between the executive and the legislature on one side and the judiciary on the other. 

As far as the judiciary’s excursion into the territory earmarked for the legislature or the executive 

is concerned, the present order of the Supreme Court is nothing compared to its judgment in 

Visakha and Others vs State of Rajasthan (1997). Here, the Court took over the role of the 

legislature and executive to prescribe an extensive and stringent set of guidelines for prevention of 

sexual harassment at the workplace in the absence of any law or executive instructions. 

Parliament followed suit, albeit after 15 years, and passed the Sexual Harassment at Workplace 

(Prevention, Prohibition and Redressal) Act, 2013. The Supreme Court has repeated this 

performance several times since then, especially in Vineet Narain and others vs Union of India 

(1997) which preceded the Central Vigilance Commission Act, 2003; Prakash Singh and Others 

vs Union of India and Others (2006) and TSR Subramanian and Others vs Union of India Others 

(2013). It is a different matter that the guidelines issued by the Supreme Court in the latter two 

cases have been treated with indifference by the executive/legislature. 

Moreover, there is nothing alarming in the Court staying implementation of a law. In the first 

place, it is a temporary measure. Further, it is not as bad as a constitutional amendment being 

struck down by a majority of 7:6 (Kesavananda Bharati case). Also, the stay was not granted ex 

parte. 
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The Supreme Court gave an indication of its intention as early as December 17, 2020, when it 

suggested formation of an impartial and independent committee of experts in agriculture to hear 

both sides and make recommendations. It also asked whether the government was willing to put 

the implementation of the farm laws on hold in order to facilitate negotiations. 

The executive appears to have willingly acquiesced to the proceedings without demur. As a 

matter of fact, some of the leaders of the farmers’ agitation against the laws have alleged that the 

government is complicit in the decision of the Court in so far as it wants to pass on its headache to 

the judiciary. 

Even as we approach the 71st Republic Day, it is worth noting that the tug of war with the 

executive and the legislature on one side and the judiciary on the other attempting to pull the rope 

towards the dividing line (Lakshman Rekha, in a manner of speaking) has been going on since the 

commencement of the first R-Day on January 26, 1950. 
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SUPREME COURT ISSUES NOTICE TO 25 HCS FOR NOT PROVIDING 

ONLINE RTI FACILITY 

 

On Thursday, the Supreme Court has issued Notice to all the 25 High Courts in the country for 

not implementing online RTI facility even after 15 years of introduction of the Right to 

Information Act. 

The Notice was issued by S.C. while taking cognizance of a PIL filed by Agra-based lawyer and 

RTI Activist KC Jain in November. 

Besides the High Courts, the S.C. bench comprising of Justice Nageshwara Rao, Justice Indu 

Malhotra and Justice Vineet Saran after hearing a writ petition on January 13 also issued a notice 

to the central government seeking its response in the matter. 

The next hearing is scheduled to take place on March 1.In his plea, Agra-based lawyer KC Jain 

maintained that anyone seeking any information under the RTI Act from any H.C. or any other 

court has to make a physical application at present and obtain a postal order or bank draft to pay 

the requisite fee. 

Significantly, Section 6(1) of the RTI Act enables a person to make a request for information in 

writing or “through electronic means”, Jain added. 

“The establishment of RTI portals by the high courts and their subordinate courts will bring a 

sea change in the RTI regime, as the use of technology would be convenient, economic, speedy 

and transparent, which would take the transparency law to next level,” the petitioner said. 

Most high courts in the country, let alone other courts, are yet to have their RTI portals. 

 

Source-https://www.latestlaws.com/latest-news/supreme-court-issues-notice-to-25-hcs-for-not- 

providing-online-rti-facility/



 

23-01-2021 

FOR THE THIRD TIME THE 4G INTERNET RESTRICTION IN J&K HAS BEEN 

CHALLENGED IN SUPREME COURT AFTER ABROGATION OF 

An association of 3,800 private schools 

challenging the December 11, 2020,

Jammu & Kashmir to 2G as violative 

Last year the Central government had restored 4G mobile internet access in two districts, 

Ganderbal in Kashmir Division and Udhampur in J

speeds continue to be limited to 2G in all other 18 districts of Jammu & Kashmir.

This would be the third petition filed in

restrictions in Kashmir which were intr

In March 2020, NGO, Foundation for Media Professionals moved the Supreme Court 

challenging the restrictions on mobile internet speed to 2G arguing that patients, doctors, and 

general public of J&K were unable to 

advisories about COVID- 19 because of the slow internet speed.

The Supreme Court passed a detailed judgment on May 11 

directions to restore 4G mobile internet

high level government officers to take a call on the

The very same day, the J&K administration passed an order continuing restrictions on mobile 

speed to 2G. Another order was passed on May 27 extending s
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THE 4G INTERNET RESTRICTION IN J&K HAS BEEN 

CHALLENGED IN SUPREME COURT AFTER ABROGATION OF 

ARTICLE 370 

An association of 3,800 private schools of Jammu and Kashmir has moved Supreme Court 

2020, order of the Central government restricting internet speed 

Jammu & Kashmir to 2G as violative of Article 14, 19 and 21 of the Indian Constitution.

Last year the Central government had restored 4G mobile internet access in two districts, 

Ganderbal in Kashmir Division and Udhampur in Jammu Division. However, mobile internet 

speeds continue to be limited to 2G in all other 18 districts of Jammu & Kashmir. 

filed in Supreme Court since August 2019 challenging

Kashmir which were introduced after the abrogation of Article 370. 

In March 2020, NGO, Foundation for Media Professionals moved the Supreme Court 

challenging the restrictions on mobile internet speed to 2G arguing that patients, doctors, and 

general public of J&K were unable to access latest information, guidelines, protocols and 

19 because of the slow internet speed. 

The Supreme Court passed a detailed judgment on May 11 in which it refrained from passing 

internet services instead asking a special committee

high level government officers to take a call on the same. 

The very same day, the J&K administration passed an order continuing restrictions on mobile 

speed to 2G. Another order was passed on May 27 extending such restrictions till June 17.

THE 4G INTERNET RESTRICTION IN J&K HAS BEEN 

CHALLENGED IN SUPREME COURT AFTER ABROGATION OF 

Jammu and Kashmir has moved Supreme Court 

restricting internet speed in 

Constitution. 

Last year the Central government had restored 4G mobile internet access in two districts, 

ammu Division. However, mobile internet 

challenging internet 

In March 2020, NGO, Foundation for Media Professionals moved the Supreme Court 

challenging the restrictions on mobile internet speed to 2G arguing that patients, doctors, and 

access latest information, guidelines, protocols and 

refrained from passing 

committee comprising 

The very same day, the J&K administration passed an order continuing restrictions on mobile 

uch restrictions till June 17. 
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The same NGO again filed a petition on 8th May before the top court seeking initiation of 

contempt of court proceedings against the central government and J&K on the ground that no 

action was taken to comply with the top court’s judgment of 11th May to review restrictions on 

internet speed. 

The top court closed the contempt case after the Centre informed the Supreme Court that it will 

relax restrictions on high speed 4G mobile internet services in one district each of Jammu and 

Kashmir divisions of the Union Territory. 

 

The present petition has primarily raised concerns about how the restrictions in internet speed in 

the valley are detrimental to the interests of students, business and medical professionals. 

The petitioner association states that while students from Class 9 to 12 have been permitted to 

visit schools on a voluntary basis in Jammu & Kashmir and the younger students to attend 

physical classes is inadvisable since they may not have the maturity required to adhere to health 

and safety protocols. 

The petition highlights that, with the slow internet speed, attending online classes is not possible 

for students, as online classes will remain necessary for students who are unable to attend 

physical classes for various reasons including having a co-morbidity or living with family 

members who have a co-morbidity. 

Also the association of Doctor by stating their difficulties said: 

"Doctors in Jammu & Kashmir have reported that they are unable to download the latest 

studies, protocols, manuals and advisories due to slow internet speed. Further, patients in 

Jammu & Kashmir are being forced to flock at hospitals which are hotbeds of infection and 

subject themselves to the risk of contracting COVID-19 because telemedicine is virtually 

impossible at 2G speed," the plea adds. 

 

The central government has consistently cited militancy and cross border terrorism as the reason for 

restricting internet speed in J&K. Attorney General KK Venugopal during one of the hearings said: "It is 

a very serious issue. Militancy is still there. When a militant was killed about 500 people came 

for the funeral. They are being made into martyrs,"
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I.S. ‘ADVOCATE ON RECORD’ PERMITTED TO REGISTER A “SOLE 

PROPRIETARY FIRM”? 

SUPREME COURT LEAVES THE QUESTION TO                           

SUPREME COURT RULE MAKING AUTHORITY. 

 

In pursuant to the 2013, Supreme Court Rules, the Supreme Court on Wednesday left the 

decision on the Rule making Authorities to examine whether they would like to expand the 

registration of Advocates on Record to permit persons to carry on the profession in the style and 

name of a sole proprietorship Firm. 

The Bench comprises of Justices S. K. Kaul, Dinesh Maheshwari and Hrishikesh Roy was 

considering a suo motu writ petition on whether "Advocate on Record includes a proprietary 

firm". The question was framed as under: 

"Whether an AOR can have his entry in the AOR register in the form of his style of carrying on 

his profession: Instead of just "Name" as "Name", Sole Proprietor, Law Chambers of 

"Name"?" 

 

The Bench while mentioning the above question also said that: 

‘The Supreme Court Rules being sacrosanct, we would not like to interfere with the same in 

the present proceeding’. 

 

However, on the individual facts of the particular case of petitioner-AOR Siddharth Murarka, the 

Bench was of the view that writing "Law Chambers of Siddharth Murarka, Sole Proprietor 

Siddharth Rajkumar Murarka, Advocate on Record, Supreme Court of India AOR NO.2151, M: 

9324175774/1" is a permissible style of putting on the letter head and in the Vakalatnamas. 

"Thus, if said Vakalatnamas are filed they will betreated as a Vakalatnama of Mr. Siddharth 

Rajkumar Murarka, who is an Advocate on Record", it recorded. 
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The Bench also noted that: all that the petitioner sought to state in his letter head and while filing 

the Vakalatnama is that "Law Chambers of Siddharth Murarka sole proprietor Siddharth 

Rajkumar Murarka" with his registration number given. The plea of the petitioner was based on 

doing similar filing in different High Courts but not being permitted to do so in Supreme Court 

which, he claimed, put him at a disadvantage against partnership firms since there is no 

impediment in the constitution of a partnership firm of Advocates where two or more Advocates 

on Record may constitute a firm. 

Although allowing the plea of Mr. Murarka on the individual facts of the his case, the Bench 

voiced that it is in agreement with the submission of the Amicus Curiae that if different styles of 

writing names are to be permitted for Advocates on Record, that can only by an exercise to 

amend the Rules. 

"He further submits that he says so as the legal profession is not a business but a profession and 

this submission takes its roots from that aspect. Thus, insofar as the larger issue is concerned, we 

leave it to the Rule making authorities to examine whether they would like to expand the 

registration of Advocates on Record permitting persons to carry on the profession in any sole 

proprietorship firms, styles or name. The Rules being sacrosanct, we would not like to interfere 

with the same in the present proceeding", ordered the Bench. 

Courtroom Exchange 

Justice Maheswari further asked: 

"Rules permit partnership firms to have a firm name. So it is not prohibited. The names of the 

firms would be registered with the Registrar. So it is only mandatory to register. If a firm name 

can be registered, why not my name! It is not a business name but a sole proprietorship name?" 

Justice Kaul asked: 

"A person can carry on his profession in any style he wants. If I am 'Kaul Associates', what 

difference does it make? The AOR is still Siddharth Murarka and no-one else. Why can he not 

display his name as AOR so and so? Is there a problem in registering a proprietorship if his 

clientage has developed in a particular manner?" 

Supreme Court by Warning To Couples Said That: Don’t Destroy Your Kid’s 

Childhood In Your Ego Clashes. 
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The Apex Court has cautioned warring couples against destroying the childhood of their kids & the 

bond between siblings while they exasperate each other through endless litigation. 

A Bench, headed by Justice Sanjay K Kaul said that: 

 

“In this endeavour to destroy each other, such couples destroy the childhood of their kids. Torn 

between their parents, children are left confused, & they lose the bond they should have with their 

siblings. We always say that these are not the cases for a court to adjudicate. When a couple has 

fallout & they come to a court, everything is hit below the belt". 

The Bench, which also included justices Dinesh Maheshwari & Hrishikesh Roy, regretted that 

the top court has to deal with several such cases where “children have to suffer because of the ego 

of their parents.” 
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25-01-2021 

 

ANDHRA PRADESH’S PLEA FOR PANCHAYAT POLLS DURING VACCINE 

DRIVE: DIMISSED IN SC 

 

 

The Supreme Court of India on the 25th of January dismissed a plea against an order to conduct 

‘panchayat polls’ by the Election Commissioner of Andhra Pradesh, Mr. Ramesh Kumar. The said plea was 

filed the State of Andhra Pradesh stating that the polls shouldn’t be conducted keeping in mind the ongoing 

Covid-19 vaccination drive. The Court further said that elections are of vital importance. In the past, they 

have been conducted in much difficult times and there is no such justification to interfere in the Election 

commissioner’s order. The Court said that the infection rate has increased in some states but it could not be 

directly linked or blamed on the elections in those states. 

 

The Court particularly pointed out that the reason behind this plea is a conflict in the political and 

administrative bodies of the state and the Court categorically refused to get into those matters and refused 

to further entertain the issue. It further advised the State to refrain from filing such pleas before the 

Supreme Court; the matter was already heard by the High Court and held that, on the facts and circumstances 

of the case, there is no need to interfere with the order of the commissioner. Prior to this, staff resolutions were 

also passed against the order. The Court also went on to say “your (State of A.P.’s) behavior is atrocious and 

undesirable.” 

 

HEARING ADJOURNED ON PLEA AGAINST RETIRED CHIEF JUSTICE OF 

MEGHALAYA: SUPREME COURT 
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The hearing was adjourned by the Supreme Court in a Plea against Justice Uma Nath Singh, the 

former Chief Justice of Meghalaya. The plea has been filed by the State of Nagaland against the 

retired Chief Justice stating that Justice Singh had made “unjust and arbitrary personal demands” while in 

both before retiring the Chief Justice and after retirement (when he was appointed as the first 

“Lokayukta” of Nagaland). The government urged to remove the retired Justice as the State’s 

Lokayukta and suggested that all powers shall be taken away from him. 

A short time before retiring in January 2016, Justice Singh had made “a demand to the center to 

continue providing Z-Security to its Chief Justices and Y-Security to other Judges even after their 

retirement, stating threats to life. The order was jointly issued with a Justice who was soon to retire after 

Justice Singh. The Court had also asked the retired Judge to let go of the position and insist on 

continuing, when there is “no dignity in continuing”. The Court also stated that it is better to “give up 

the post rather than demean himself and the offices he has held in his career”  

JUSTICE D.Y CHANDRACHUD HINTS OF A NEW PLATFORMFOR 

VIRTUAL HEARINGS 

 
 

After many technological and connectivity issues rose up before the Supreme Court, the Court has initiated 

the process of bringing a new platform for virtual hearings. The issue was addressed by Justice 

D.Y Chandrachud when a matter in which Senior Advocate Ranjit Kumar and Senior Advocate Kapil Sibal, 

for opposing parties were appearing before the Court and Mr. Kumar was abruptly disconnected. 

Justice Chandrachud said “Let me inform you that tenders had been floated to bring on board a private party, a 

competent platform to take over this entire effort from us. We are outsourcing it, but being a public body, we have to 

follow tender requirements.” and further stated that “Once the Supreme Court tender is finalised, I, as the 

Chairperson of the E- Committee of the Supreme Court, will undertake one global tender for the entire 

judiciary in India. That process is also almost complete”. 

 

NOTICE ISSUED FOR INDEPENDENT REGULATORY MEDIA  

 TRIBUNAL BY SUPREME COURT  
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On a plea by film producer, Mr. Nilesh Navlakha, the Supreme court issued notices to the relevant 

authorities and bodies for appearing before it and to establish Independent Regulatory Media 

Authority in order to “expeditiously hear complaints” filed by people against the entertainment/ 

media industry. The petitioner argued that the “importance of the Tribunal is necessary in order to 

maintain balance between the right to freedom of speech and expression of the media and the 

adjoining right to information of the citizens and the right to dignity under article 21 of the 

Constitution”."Over the last few years, Media Trials, hate speech, propaganda news, paid news, have 

become the order of the day, thereby impeding the right to a fair trial of victims and right to fair and 

proportionate reporting. It is submitted that reckless reportage by the Electronic Media without 

accountability can, by no stretch of imagination, be read into the right to freedom of speech and 

expression enjoyed by the Electronic media”. 
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27-01-2021 

THE SUPREME COURT SEEKS THE JHARKHAND GOVERNMENT'S 

RESPONSE TO A PETITION TO FILL VACANCIES IN THE 

JHARKHAND STATE INFORMATION COMMISSION 

 

The Supreme Court sought the Jharkhand government's reaction to a petition seeking successful 

enforcement of the Right to Information Act, 2005, as well as praying for appointments to the 

offices of Chief State Information Commissioner and State Information Commissioner in the 

State (Shailesh Poddar v. State of Jharkhand1). 

A notice was given by the Bench of Justices S Abdul Nazeer and Surya Kant on a plea lodged by 

Shailesh Poddar, who stressed that since May 2020 the office of Chief Information 

Commissioner has been vacant, which "directly affects the spirit of the RTI Act." 

 

 

1 Supreme Court seeks response from Jharkhand government on plea to fill vacancies in Jharkhand 

State Information Commission, , https://www.barandbench.com/news/litigation/supreme-court-

response- jharkhand-government-plea-fill-vacancies-jharkhand-state-information-commission (last 

visited Jan 29, 2021). 
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DO NOT GIVE ADVERSE DIRECTIONS 'IF ADVOCATES ARE UNABLE 

TO ATTEND MOCK TRIALS: SCAORA & SCBA2 WRITE TO SUPREME 

COURT ALLEGING INTERNET BLOCKADE IN PARTS OF DELHI 

 

In view of the internet blockade in many areas of Delhi in the middle of the tractor rally of 

farmers, the Supreme Court Advocate on Record Association (SCAORA) wrote to the Supreme 

Court of India advising the judges not to take any punitive action for non- appearance against 

parties/lawyers. 

 

 

 

 

 

 

2 Li Network, Internet blockage in Delhi: SCAORA, SCBA ask Supreme Court to not pass adverse 

decisions, LAW INSIDER (2021), http://www.lawinsider.in/internet-blockage-in-delhi-scaora-scba-

ask-supreme-court-to-not- 

pass-adverse-decisions/ (last visited Jan 29, 2021). 
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28-01-2021 

ENSURED THAT ACCESS TO JUSTICE REMAINED UNHINDERED': 

SUPREME COURT SAYS ON ITS 71'ST ANNIVERSARY 

 

The Supreme Court of India, in a press release issued on its 71st Anniversary today, stated that, 

all these years, it ensured that the access to justice remains unhindered. It was on on 28th 

January, 1950, the Court held its first sitting the Chamber of Princes in the Parliament building. 

Chief Justice Harilal J.Kania and Justices Saiyid Fazl Ali, M. Patanjali Sastri, Mehr Chand 

Mahajan, Bijan Kumar Mukherjea and S.R.Das were the members of the Bench which held the 

first sitting. 

 

In all these years the Apex Court under the mandate given to it by the Constitution of India has 

relentlessly marched towards ensuring the protection of rights and liberties of the citizens, 

upholding rule of law and the Constitutional Values. The Supreme Court was faced with various 

challenges in its journey, but it remained committed to its duties and ensured that the access to 

justice remains unhindered. One such major and unprecedented challenge recently faced in the year 

2020 was the widespread of highly contagious Corona Virus. Despite the nationwide lockdown 

announced from 23rd March, 2020, the Apex Court ensured access to Justice remains unabated. 

 

SUPREME COURT TO EXAMINE SCOPE OF SECTION 357 & 357A 

CRPC BEFORE TRIAL 

 

In this case, the Gujarat High Court, while granting bail to a murder accused observed that the 

heirs/representatives of the deceased of victim(s) is required to be compensated in terms of the 
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amended provisions of law. 

 

Considering the nature of allegations made against the applicants in the FIR, without discussing 

the evidence in detail, prima facie, this Court is of the opinion that this is a fit case to exercise the 

discretion and enlarge the applicants on regular bail on condition that the applicants shall deposit 

Rs. 2 lakhs each towards compensation to the victim(s) before the learned trial Court within a 

period of three months.", it was observed. 

Before the Apex Court bench comprising Justice Sanjay Kishan Kaul, Dinesh Maheshwari, and 

Hrishikesh Roy, it was submitted that Sections 357 and 357-A of the Criminal Procedure Code 

would apply only at the stage of conviction and not at the stage of grant of bail so far as payment 

of compensation to the victims are concerned. 

Section 357 of the Code deals with Order to pay compensation. It provides that, when a Court 

imposes a sentence of fine or a sentence (including a sentence of death) of which fine forms a 

part, the Court may, when passing judgment, order the whole or any part of the fine recovered to 

be applied—(a) in defraying the expenses of properly incurred in the prosecution; (b) in the 

payment to any person of compensation for any loss or injury caused by the offence, when 

compensation is, in the opinion of the Court, recoverable by such person in a Civil Court; (c) 

when any person is convicted of any offence for having caused the death of another person or of 

having abetted the commission of such an offence, in paying compensation to the persons who 

are, under the Fatal Accidents Act, 1855 (13 of 1855), entitled to recover damages from the 

person sentenced for the loss resulting to them from such death; (d) when any person is convicted 

of any offence which includes theft, criminal misappropriation, criminal breach of trust, or 

cheating, or of having dishonestly received or retained, or of having voluntarily assisted in 

disposing of, stolen property knowing or having reason to believe the same to be stolen, in 

compensating any bona fide purchaser of such property for the loss of the same if such property is 

restored to the possession of the person entitled thereto. 

LAND ACQUISITION ACT 1894: TITLE OF LAND OWNER CEASES 

ONCE STATE TAKES POSSESSION OF LAND: SUPREME COURT 
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The Supreme Court reiterated that once possession is taken by the State, the land vests absolutely 

with the State and the title of the landowner ceases.The Bench comprising Justices allowed the 

appeal filed by Assam Industrial Development Corporation Limited against a Gauhati High 

Court judgment nullifying the award passed under Land Acquisition Act, 1894. The award 

pertained to land acquisition notification issued with respect to a land belonging to Gillapukri 

Tea Company Ltd. 

The Supreme Court reiterated that once possession is taken by the State, the land vests absolutely 

with the State and the title of the landowner ceases. 

The Bench comprising Justices allowed the appeal filed by Assam Industrial Development 

Corporation Limited against a Gauhati High Court judgment nullifying the award passed under 

Land Acquisition Act, 1894. The award pertained to land acquisition notification issued with 

respect to a land belonging to Gillapukri Tea Company Ltd. 
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29-01-2021 

 

HOME/TOP STORIES/BASIC PHILOSOPHY... TOP STORIES BASIC 

PHILOSOPHY BEHIND GRANTING 

POWERTOREVIEWJUDGMENTSIS'UNIVERSALACCEPTANCEOF 

HUMANFALL 

 

 

The basic philosophy inherent in granting the power to the Supreme Court to review its 

judgment under Article 137 is the universal acceptance of human fallibility, the Supreme Court 

observed in an order allowing a Review Petition. The Bench comprising Justices Ashok 

Bhushan and Indu Malhotra observe that the rejection of Miscellaneous Application seeking 

recall of a judgment does not preclude filing of a review petitionsubsequently. 

In this case, the Supreme Court had earlier allowed a Transfer Petition transferring Trial of a 

Criminal Case from Metropolitan Magistrate Court at New Delhi to Metropolitan Magistrate at 

Allahabad, Uttar Pradesh. Later, the person who had filed the FIR, approached the Court by 

filing a Miscellaneous Application praying for recall of the Order which was dismissed. 

Thereafter, he filed the ReviewPetition. 
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30-01-2021 

 SUPREME COURT COLLEGIUM WITHDRAWS ITS 

RECOMMENDATION TO MAKE PERMANENT BOMBAY HIGH 

COURT JUDGE WHO PASSED TWO CONTROVERSIAL ORDERS 

ON SEXUAL ASSAULT IN PAST FEW DAYS. 

 IN MANJULA VS. SHYAMSUNDAR, CIVIL APPEAL NO. 6733 OF 

2013 

 

The Supreme Court observed that an appellate court’s jurisdiction under section 96 of the Code of 

Civil procedure, involves a rehearing of appeal on questions of law as well as fact. 

BACKGROUND: 

While setting aside an order passed by Karnataka High Court which had dismissed the appeal 

filed against a trial court judgment. The trial court order dealt with a petition under section 278 of 

the Indian Succession Act praying for issuance of a letter of administration in respect of a will 

executed by one Srinivas Gambhir. The court noted that though the appeal before the H.C. 

involved question of law and facts, it dismissed the appeal without examination any of these 

aspects by a cryptic order. 

 

OBSERVATION: 

In its judgment, the Bench referred to section 96 of CPC, which provides for filing of an appeal 

from the decree passed by a court of original jurisdiction and Order 41 Rule 31 of CPC which 

provides the guidelines to the appellate court for deciding the appeal. 

The Bench said that the judgment of the appellate court shall state 

 

✔ Points of determination 

✔ The decision thereon 

✔ The reasons for the decision 

✔ Where the decree appealed from is reversed or varied, the relief to which the appellant 
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is entitled. 

The Bench observed that, since in the instant case, the High Court has not complied with any of 

the aforesaid requirements, it has to re – consider the matter. 

9. Actor Sonu Sood moves Supreme Court against Bombay High Court’s order denying relief 

against BMC’s notice on “illegal construction”. It was a special leave petition. The plea made by 

the actor has alleged that grave miscarriage of justice has been caused, on account of the 

observation made in the impugned order. The plea further alleges that the court denied the grant of 

temporary injunction without considering the fact that the petitioners have already acquired 

approval of the Municipal Commissioner Maharashtra Coastal Zone Management Authority with 

regard to the suit building. 
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IN AMRUTA BEN HIMANSHU KUMAR SHAH VS. HIMANSHU KUMAR 

PRAVINCHANDRA SHAH, L.L. 2021 SC 49. 

 

BACKGROUND OF THE CASE 

In this case, a woman approached the Apex Court, for the second time, seeking the transfer of a 

“Family suit” filed by her husband [under section 9 of the Hindu Marriage Act, for restitution of 

conjugal rights] from the family court in Gujarat, to a court in Mumbai, Maharashtra. Earlier in 

2016, the same prayer was dismissed by the court. After 3 years of the dismissal of said transfer 

petition, the petitioner has come up with the present transfer petition on the ground that there are 

change of circumstances 1) death of her mother 2) family court’s dismissal of application to direct 

her husband to provide the expenditure for her travel. Opposing the plea, the ‘husband’ contended 

that once a request for transfer got rejected on an earlier occasion, a second petition cannot be 

maintained. 

 

OBSERVATION 

The Supreme Court held that a dismissal of a petition for transfer, may not operate as Res 

Judicata, when a fresh petition is filed on change of circumstances. 

19. in Pooran Chand vs. Chancellor, Civil Appeal No. 268-269 of 2021. 

 

BACKGROUND 

In this case, the Executive Council of King George Medical University, on 08.08.2005 approved 

recommendations of selection committee appointing appellant as Assitant Professor and Dr. 

Jitendra Kumar Rao as Lecturer. On 13.02.2009, Rao submitted a representation before the 

Chancellor challenging Pooran Chand’s appointment and also claiming seniority over him. This 

representation was rejected by the Chancellor and therefore he approached the H.C. The H.C. 

allowed the writ petition by quashing appointment of Pooran Chand as Assitant Professor. 
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OBSERVATION 

The Supreme Court set aside an Allahabad High Court order which quashed appointment of an 

Assistant Professor, observing that the appointment was not challenged in reasonable time as per 

the provisions of the applicable Act 
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HIGH COURT JUDGMENTS 

18-01-2021 

SPECIAL MARRIAGE ACT 

 

 

 

 

 

The Allahabad High Court recently ruled that couples planning to marry under Special Marriage 

Act shall choose not to publish thirty-day notice before registering their marriage. According to 

the judgement, the provisions of the act invade the fundamental rights of liberty and privacy. That 

is, putting a prior notice that provides the details of the bride and groom invades their privacy. 

SPECIAL MARRIAGE ACT, 1954 

It is an act that was enacted to provide special form of marriage in certain cases. This includes 

validating and registering interreligious and inter caste marriages. The three main objectives of 

Special Marriage act are as follows: 

 To provide registration for certain special marriages 

 To provide special form of marriage in certain cases 

 To provide divorce 

APPLICABILITY OF SPECIAL MARRIAGE ACT, 1954 

The Special Marriage Act is applicable to: 

 Any person irrespective of his or her religion 
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 All the Indians living abroad 

REQUIREMENTS UNDER SPECIAL MARRIAGE ACT, 1954 

The Special Marriage Act does not demand rites or ceremonies. Rather it is a civil contract. Both 

the parties signing the contract have to file a notice of intended marriage to the Marriage Registrar 

of the district. In this, one of the parties should have resided in the district for not less than thirty 

days. After thirty days of such notice and if the marriage is not objected by any person the 

marriage may be solemnized. Now, this formality of thirty-day notice has been cancelled by the 

Allahabad High Court under the Special Marriage Act, 1954. 

 

CONDITIONS IN SPECIAL MARRIAGE ACT, 1954 

The conditions under the Special Marriage Act, 1954 are as follows: 

 The marriage should be monogamous for both the partners. 

 The bride should have attained the age of 18 years and the groom should be at least 21 

years old. 

 Both the parties should be competent in regard to their mental capacity to give consent for 

the marriage. 
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19-01-2021 

 

HC WITHDRAWS RELAXATION ON DRESS CODE 

GRANTED DUE TO COVID 

 

On Monday, the Karnataka High Court gave new SOP which revealed that the Court has pulled 

out the unwinding conceded on Dress Code for Advocates due the relating Covid pandemic. In 

the adjusted Standard Operating Procedure which will be applied on trial premise, the Advocates 

have been approached to follow the Normal Dress Code with impact from February first. The 

Court through its request gave on 11-07-2021 had loosened up the clothing standard for advocates 

showing up before it by means of physical or virtual mode. It permitted them the choice to wear 

plain white-shirt/white-salwar-kameez of any calm tone/saree of any calm tone with a plain white 

accessory, rather than wearing the full proper clothing regulation in any case endorsed. 

Aside from the abovementioned, the new SOP contains a few changes to be material from January 

27th, 2021.An extra counter presently been given at the Principal Bench, Bengaluru for recording 

and getting P.F./Court charge, close to the current counter. Container limitations has been 

loosened up dependent upon the condition that seating limit in the flasks will be confined to half 

of the current limit and other Covid-19 insurance norma will be followed. 

Staff individuals working in the bottle will be exposed to warm filtering. Flask Contractor will 

present an endeavor worried to Covid-19 insurances and estimations of the staff. 

Confined utilization of lifts/lifts and compulsory wearing of veils in the Court lobbies just as the 

Court premises will proceed, the SOP emphasizes. Disallowance on the section of defendants will 

keep on working at the chief seat at Bengaluru and Benches at Dharwad and Kalaburagi 

according to the current SOP. The Court expressed that on the off chance that it is discovered that 

Advocates and defendants are not observing standards of the adjusted SOPs, it will pull out it. 

Source : https://www.latestlaws.com/latest-news/this-hc-withdraws-relaxation-on-dress-code- 

granted-due-to-covid/ 
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HC SEEKS CONTEMPT PROCEEDING AGAINST KANGANA RANAUT 

IN VIOLATION OF COURT UNDERTAKING 

 

A break application has been documented in the Bombay High Court (H.C.), looking for 

commencement of hatred procedures against entertainer Kangana Ranaut for bringing down the 

poise of the court by tweeting and posting a video of her visit to Bandra police headquarters on 

January 8. The appeal, documented Bandra occupant Munnawarali Sayyed, claims that the 

entertainer has disregarded the endeavor given by her on November 24, during the becoming 

aware of a request recorded by her looking for suppress of a first data report (FIR). The FIR was 

documented against Ranaut and her sister, Rangoli. 

The entertainer had guaranteed the court that she would not utilize the web-based media stage to 

talk about the request, and would go to the police headquarters on January 8, 2021. Nonetheless, 

on the said day, she not just tweeted about her visit to the police headquarters yet in addition 

censured the authority of the court by saying that as a lady she was not being permitted to talk. 

Subsequently, the application looks for scorn procedures against her. The request, recorded 

through Sayyed's promoters Kamran Shaikh and Mohsin Shaikh, highlighted a tweet and video 

message posted by Ranaut on January 8. In the tweet, the entertainer claimed of being 

intellectually, genuinely and actually tormented and looked for the help of her Twitter adherents. 

In the video message, she scrutinized the legal executive for requesting that she stay silent. 

Considering the abovementioned, the break application has affirmed, "Respondent in explicit 

dismissal to the assertion made under the watchful eye of this good court, and without having any 

regard to the power and magnificence of law, submitted a wilful penetrate of the request for this 

fair court and meddled with the organization of equity and the legal cycle by distributing a 

derisive tweet cum video on her Twitter account." 

 

The entertainer had recorded a request looking for subduing of a rebellion body of evidence 
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documented against her and her sister by Bandra Police on a request by the judge. During the 

becoming aware of her appeal on November 24, the entertainer had submitted to the court that she 

would go to the police headquarters on January 8, 2021, and would not post any tweets about the 

case, forthcoming the meeting. The break application is required to come ready for hearing at the 

appointed time alongside the appeal documented by Ranaut. 

Source: https://www.livelaw.in/news-updates/kangana-ranaut-contempt-of-court-bombay- high-

court-tweet-video-168566 

ED MOVES HIGH COURT FOR ROBERT VADRA'S 

CUSTODIAL INTERROGATION 

 

The Enforcement Directorate (E.D.) has moved a supplication in the High Court of Rajasthan for 

the custodial cross examination of Robert Vadra, the child in-law of Congress boss Sonia Gandhi, 

regarding a land case in Bikaner that will be heard on Monday. 

Prior to this, the H.C. had controlled the E.D. from capturing the accomplices of Sky Light 

Hospitality Company. Robert Vadra and his mom Maureen Vadra are accomplices in the 

organization. On Jan 21, 2019, the Court coordinated both to show up before E.D. for addressing 

in the Bikaner land case. An advice who showed up for Sky Light in the high court affirmed the 

E.D.'s application on state of secrecy. He said the E.D. has said that the examination, which was 

as per Section 2(N.A.) of the Prevention of Money Laundering Act, 2002, for assortment of proof 

was being slowed down because of non-participation by the accomplices of the Sky Light 

Hospitality Company. The E.D. has enrolled an authorization case data report for the situation and 

called Vadra for addressing yet in 2018 the firm moved toward Rajasthan H.C. against it. Vadra's 

Counsel KTS Tulsi said: "We are prepared for contentions. We will contend when the issue is 

taken up by the court. We dditionally ave a new Supreme Court judgment to help our disputes 

against the E.D.'s request." 

Source:https://www.latestlaws.com/latest-news/ed-moves-high-court-for-robert-vadra-s- 

custodial-interrogation/
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20-01-2021 

ALLAHABAD HIGH COURT WAS INFORMED BY THE ADDITIONAL 

ADVOCATE THAT:NO ACTION TO BE TAKEN AGAINST ACCUSED 

UNDER ANTI-CONVERSION ORDINANCE 

 

A Bench of Chief Justice Govind Mathur and Justice Saurabh Shyam Shamshery granted 

temporary protection to accused. A day before the hearing. 

The Allahabad High Court was assured by the Additional Advocate General for the Uttar Pradesh 

government that no action will be taken against a petitioner who was earlier granted temporary 

protection from arrest after being engaged under the Uttar Pradesh Prohibition of Unlawful 

Conversion of Religion Ordinance, 2020 (Nadeem v. State of Uttar Pradesh). 

A writ petition was preferred by one Nadeem, who was charged under the Sections 3 and 5 of the 

Ordinance. On a preceding date  of  hearing,  a  Bench  of  Chief  Justice Govind  Mathur and 

Justice Saurabh Shyam Shamshery granted temporary protection to accused. 

On January 18, when the case was brought up in the Court for hearing, the Court was informed by 

the Additional Advocate General that no action has been initiated against the accused under the 

new Ordinance. The order states, 

“At the threshold, it is stated by learned Additional Advocate General that the 

investigatingagency is not proceeding against the petitioner under Section 3/5 of Uttar Pradesh 

Prohibition of Unlawful Conversion of Religion Ordinance, 2020.” 

 

Apart from Section 3 and 5 of the Ordinance, the  petitioner  was charged  under Sections 504 

(intentional insult with intent to provoke breach of the peace), 506 (punishment for criminal 

intimidation) and 120B (criminal conspiracy) of the Indian Penal Code. 

Noting that the validity of the Ordinance was also challenged by the petitioner, the Court 

observed, "Suffice to state that a challenge is also given to the constitutionality of the Ordinance 

of 2020 in this petition for writ that does not survives in light of the statement given by learned 
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Additional Advocate General." 

Source:https://www.barandbench.com/news/litigation/no-action-to-be-taken-under- 

conversion-ordinance-aag-allahabad-high-court 

"NON-APPLICATION OF MIND:" KARNATAKA HIGH COURT 

CRITICIZES STATE GOVERNMENT FOR ORDERING 50 PERCENT 

DIFFERENTLY-ABLED EMPLOYEES TO REPORT FOR WORK 

 

The Bench pointed out that more than 400 COVID positive cases are reported every day in 

Bengaluru and that the decision to force differently-abled employees to report for work could 

compromise their safety.The State government was recently chastised by the Karnataka High Court for 

issuing a circular directing that 50 percent of differently-abled government employees should report for 

work on alternate days. 

A Division Bench of Chief Justice Abhay Shreeniwas Oka and Justice Sachin Shankar 

Magadum said that the order was issued by the Karnataka government without application of 

mind. 

In its order, the court opined that the State government had not even considered the office 

memorandum dated October 2020, issued by the Government of India, which provides that 

persons with disabilities and pregnant women shall continue to work from home until further 

orders. 

The Court was hearing a petition moved by the Karnataka Federation of the Blind challenging a 

circular dated May 18, 2020, issued by the state government directing all Government Employees 

belonging to Group A, B, C, and D to come for duty at 100% capacity. When the matter was 

taken up for hearing last week, the State government apprised the Bench that it had issued an order 

on January 5 directing 50 percent of the disabled government employees to report for work on 

alternate days. The Bench was of the view that while voyaging, one can take all the fundamental 

precautionary measures yet can't guarantee that all the others do likewise. With these perceptions, 

the Court guided the State to reexamine its January 5 request inside about fourteen days. The 
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issue will next be heard on February 1. 

Source: https://www.barandbench.com/news/litigation/karnataka-high-court-

castigates-state- government-order-50-percent-disabled-employees-report-work  

GRATITUDE WAS RECORDED BY PATNA HIGH COURT FOR BIHAR 

GOVERNMENT’S PROPOSAL TO RESERVE 1 IN 500 CONSTABLE/SUB-

INSPECTOR POSTS FOR TRANSGENDER PERSONS 

 

"Appreciably, the government has taken a decision for providing reservation in appointment to 

the post of Constables/Sub Inspectors, for persons belonging to the Transgender community," the 

Court stated. 

The Bihar government was appreciated by the Patna High Court for their recent move towards 

reserving seats for transgender persons in police appointments in the State (Veera Yadav v. State 

of Bihar). 

On Monday, a Division Bench of Chief Justice Sanjay Karol and Justice Prabhat Kumar Singh 

noted with approval the State government’s proposal to reserve positions for transgender persons in 

the appointment to the posts of Constables/Sub-Inspectors in Bihar. 

The Court was hearing a petition moved by Veera Yadav, a transwoman, challenging the absence 

of a column for transgender applicants in an advertisement for the post of ‘Constable’ issued by 

the Central Selection Board. 

At a previous hearing of the case, the Patna High Court urged the state government to adopt a 

sensitive approach and take remedial measures to allow transgender persons to apply for the post. 

After perusing the application form, a Division Bench of Chief Justice Sanjay Karol and Justice S 

Kumar had queried, 

“Does it imply that the persons hailing from the Transgender Community are precluded from 

applying at all, or should not the authorities clarify that it shall also be open for such persons to 
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apply?” 

The Court had additionally drawn attention to the fact that there was no reference to transgender 

persons in the application form.Responding to this, the Government Advocate had then avowed that 

there was no separate reservation for members of the transgender community. However, they could be 

considered as the persons belonging to OBC community, he added. 

The Bench had, however, wondered how transgender persons could take the benefit of 

reservation when they were precluded from applying in the first place.On Monday, the Bench was 

told that the government proposed reserving one post per 500 constable/sub-inspector posts for transgender 

applicants. The Court directed the State to place the same on affidavit and listed the case for further 

hearing on January 28.A similar case is presently pending before the Karnataka High Court, where the 

absence of a transgender column in constable application forms has been challenged.The Kerala High 

Court is also considering a petition filed by a transwoman assailing the exclusion of transpersons from 

enrolment as cadets in the National Cadet Corps. 

Source: https://www.barandbench.com/news/litigation/patna-high-court-appreciates-bihar- 

governments-proposal-reserve-constable-si-posts-transgender-persons 
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22-01-2021 

 

JUDICIARY, AGENCIES LIKE CBI, ED SHOULD ACT 

INDEPENDENTLY: HIGH COURT 

 

On Thursday, the High Court of Bombay said the judiciary & agencies like the RBI, CBI & E.D. 

should act independently, & asked "what heavens are going to fall" if interim protection from 

coercive action is granted for a few days to NCP leader Eknath Khadse in an alleged land grab 

case of 2016. 

A division bench of Justice S S Shinde & Justice Manish Pitale was hearing a plea filed by 

Khadse, seeking to quash the Enforcement Case Information Report (ECIR) registered by the 

Enforcement Directorate (E.D.) in Oct 2020. 

Khadse's counsel Aabad Ponda sought the court to grant the former state revenue minister interim 

protection from any coercive action, pending hearing of the plea. 

The E.D.'s lawyer, Anil Singh, told the court that the agency would not take any action till 

Monday (January 25). 

The Bench while posting the petition for hearing on Monday, however, sought to know why the 

E.D. was insisting on protection to be granted only till Monday. 

Justice Shinde said that "What heavens are going to fall if the petitioner is given protection for 

few more days? We are always of the belief that the judiciary & agencies like the RBI, CBI, E.D. 

& so on should act independently & impartially". 

"There is a threat to the very democracy if these agencies do not act independently," the Court 

added. 
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Khadse (68), who quit the BJP & joined the NCP In October 2020, appeared before the E.D. in 

Mumbai on January 15 this year to record his statement in the alleged land grab case, pursuant to 

summons issued against him. 

The Bench further noted that the petitioner was cooperating with the probe & has also appeared 

before the agency for questioning. 

"If somebody is ready to cooperate & honour summons then we ask ourselves what is the need for 

arrest," the Court said. 

"At the end of the day, he (Khadse) has cooperated & honoured the summons issued...he has 

appeared for questioning. We can understand if someone is not cooperating," Justice Shinde said. 

Khadse in his plea claimed the land in question was purchased by his wife & son-in-law from the 

owner legally & there was no illegality in the procedure. 

In reply to Khadse's petition, the E.D. in its affidavit on Thursday said an initial investigation has 

clearly revealed various evidences showing money laundering in the case. 

The E.D. claimed the ECIR was registered in October 2020 against Eknath Khadse, his wife 

Mandakini Khadse & son-in-law Girish Choudhari in the alleged land grab case in Pune, causing 

a loss of ₹62 crore to the public exchequer. 

According to the agency, the land was purchased at a low rate of ₹3.75 crore with a criminal intent 

to later seek compensation from the Maharashtra Industrial Development Corporation (MIDC), 

which was to acquire the land in future. 

It alleged that Khadse misused his official position as state revenue minister in 2016. 

The affidavit said that "The petitioner (Khadse), using his official position & government 

machinery, manipulated the actual market price which was more than ₹31 crore at that time". 

It said the petition seeking to quash the ECIR was premature & hence, should be dismissed. 

Khadse in his petition alleged that an FIR was lodged in the same case in 2017, but the police later 

filed a closure report before a court in Pune. 

The E.D. in its affidavit said the court has till date not accepted the closure report & hence, the 

FIR is not closed. The agency also said it was probing the money laundering angle in the case. 

https://www.latestlaws.com/latest-news/judiciary-agencies-like-cbi-ed-should-act- independently-

high-court/
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HC TO EXAMINE WHETHER AN ACCUSED CAN BE CALLED BY 

POLICE IN ANOTHER JURISDICTION, STATE 

 

 

 

The High Court of Delhi, after hearing a plea challenging notice under section 41A(1) of Criminal 

Procedure Code (CrPC) issued by Mumbai Police to appear before a Police Station in the city, 

chose to examine whether an accused can be called by Police in another jurisdiction or state. 

THE COURT HAS ADJOURNED THE MATTER TO APRIL 12. 

The petitioner, Gaganmeet Singh, Director of Beoworld Pvt Ltd, was represented through Lawyer 

Vijay Aggarwal who argued before Justice Yogesh Khanna that an accused cannot be made to 

join the investigation at a place beyond the jurisdiction of the police/investigating agency, 

whereas in the present case the police/investigating agency is in Mumbai & the petitioner is a 

resident of Delhi. 

Aggarwal argued that the accused cannot be called by the investigating officer beyond the 

jurisdiction of his police station or an adjoining police station. The lawyer for the complainant 

raised objection qua jurisdiction and sought some time to file certain judgments to support his 

contentions. 

https://www.latestlaws.com/latest-news/hc-to-examine-whether-an-accused-can-be-called- by-

police-in-another-jurisdiction-state/ 
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‘CAN’T DENY CHILD’S CUSTODY TO MOTHER LIVING WITH 

ANOTHER PERSON SANS DIVORCE’: HIGH COURT 

 

 

 

The High Court of Allahabad has held that the fact that a woman entered into a new relationship 

without securing divorce would not deprive her of off custody of her minor child. 

Disposing of a plea filed by one Ram Kumar Gupta in the name of his son Anmol Shivhare, 

Justice JJ Munir observed, “The fact that the mother has walked away from her husband’s home 

without securing a divorce and entered into a new relationship with another person, which she 

ostensibly believes to be a second marriage, may be something that the law and the society frown 

upon, but, in itself, is something not so depraved or immoral as to deprive the mother of her 

special place in the minor’s life.” 

The Court further observed that “depriving the minor of his mother’s company might have an 

adverse impact on his overall development.” 

Petitioner Gupta said that Sanyogita’s marriage to another person is nullity because it is a second 

marriage in the lifetime of her husband and due to this she has lost her right to Anmol’s custody. 

Further, the minor’s custody with Sanyogita, in the home of a stranger, has been dubbed as 

unlawful. According to him, the minor’s life in the stranger’s home is at risk. The minor has a 

bleak future, he said. 

It is the minor’s welfare that he may be placed in his father’s custody, who is his natural guardian, 

in preference to the mother, who has walked out on her lawfully wedded husband without a 

divorce, and is staying in a live-in relationship with a stranger, said the petition. 



 

52 
 

During the Court proceedings, mother Sanyogita indicated that Gupta is an unkind father. Further, 

she said she was treated with cruelty by him and that is why she walked out on him. 

On this, the Court said that this is the court’s concern to determine whether the minor would be 

safe and his welfare ensured in his mother’s new home. 

After interacting with Sanyogita and her minor son, the Court said, “The way the minor’s mother 

has detailed her circumstances in new home, this court feels that the minor, for the present, is well 

adapted into his mother’s new family”. 

“So far as dominant and substantial part of the minor’s custody and care are concerned, this court 

is of opinion that these would be better secured in the mother’s hands, in comparison to the 

father,” remarked the Court. 

 

However, the Court ensured the visitation rights of the father, saying that the rights of the minor 

to his father’s company have to be ensured at all costs. The Court directed that wife Sanyogita 

would be obliged to take the minor to his father’s home at Kanpur once in two months, on any 

Sunday of the month. 

 

https://www.latestlaws.com/latest-news/can-t-deny-child-s-custody-to-mother-living-with- 

another-person-sans-divorce-high-court/



 

23-01-2021 

 

BOMBAY HIGH COURT STATED THAT: IT IS A THREAT TO 

DEMOCRACY IF CBI, ED, JUDICIARY FAILS TO ACT 

It’s a remark made by a Bench of Justices 

filed by the nationalist Congress Party (NCP) leader ‘Eknath Khadse’ 

issued by ED. 

The Bench of Justices on Thursday stated that, the Democracy will be imperilled if judicia

Investigating Agencies like the Enforcement Directorate (ED) and Central Bureau of 

Investigation (CBI) fail to act independently.

Senior Advocate ‘Aabad Ponda’ appeared for Mr. Khadse sought interim protection from any 

coercive action during the pendency of the plea.

Additional Solicitor General Anil Singh 

action till Monday, January 25. 

Although the Court posted the petition for hearing to Monday, it asked ED why protection 

granted to Khadse could not be extended beyond Monday.

THE COURT ALSO ASKED

"What heavens are going to fall if the petitioner is given protection for few days. Why should 

there be so much insistence on protection not being granted?"

The Court posed the query as it noted that Mr.

appearing for questioning as and when the investigating agency issued summons.

The Court inquired why ED would arrest someone if the person is co
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BOMBAY HIGH COURT STATED THAT: IT IS A THREAT TO 

DEMOCRACY IF CBI, ED, JUDICIARY FAILS TO ACT 

INDEPENDENTLY 

of Justices SS Shinde and Manish Pitale, while hearing a

filed by the nationalist Congress Party (NCP) leader ‘Eknath Khadse’ to quash the summons 

The Bench of Justices on Thursday stated that, the Democracy will be imperilled if judicia

Investigating Agencies like the Enforcement Directorate (ED) and Central Bureau of 

Investigation (CBI) fail to act independently. 

Senior Advocate ‘Aabad Ponda’ appeared for Mr. Khadse sought interim protection from any 

dency of the plea. 

Anil Singh assured the Court that ED will not take any coercive 

Although the Court posted the petition for hearing to Monday, it asked ED why protection 

not be extended beyond Monday. 

THE COURT ALSO ASKED 

"What heavens are going to fall if the petitioner is given protection for few days. Why should 

there be so much insistence on protection not being granted?" 

The Court posed the query as it noted that Mr. Khadse had been co-operating with the ED by 

appearing for questioning as and when the investigating agency issued summons. 

The Court inquired why ED would arrest someone if the person is co-operating with the 

BOMBAY HIGH COURT STATED THAT: IT IS A THREAT TO 

DEMOCRACY IF CBI, ED, JUDICIARY FAILS TO ACT 

 

, while hearing a plea 

quash the summons 

The Bench of Justices on Thursday stated that, the Democracy will be imperilled if judiciary and 

Investigating Agencies like the Enforcement Directorate (ED) and Central Bureau of 

Senior Advocate ‘Aabad Ponda’ appeared for Mr. Khadse sought interim protection from any 

assured the Court that ED will not take any coercive 

Although the Court posted the petition for hearing to Monday, it asked ED why protection 

"What heavens are going to fall if the petitioner is given protection for few days. Why should 

operating with the ED by 

operating with the 
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investigation and honouring the summons issued by the ED. 

Additional Solicitor General Anil Singh in reply said that, he will explain to the Court during the 

next hearing why the petition is premature and ought to be dismissed. 

The matter will be taken up for hearing on January 25. 

 

JAMMU AND KASHMIR HIGH COURT SEEKS RESPONSE FROM J&K 

GOVERNMENT IN PLEA BY 255 PARAMEDICAL STUDENTS SEEKING 

ONLINE EXAMINATION 

 

In a writ petition (Adfar Altaf and ors. v/s UT of J&K and ors.) filed by 255 paramedical students 

across Kashmir and in response Jammu and Kashmir (J&K) High Court has asked for a reply from 

the Government of Jammu & Kashmir seeking online examination for 1st year paramedical 

students and 2nd year GNM students. 

Justice Puneet Gupta in a single-judge Bench issued notice to the Union Territory (UT) of J&K 

and chairperson of J&K Para Medical Council and others on January 19, 2021. 

In the Order the Court stated that: 

“The respondents are at liberty to consider the case of the petitioners and decide the same 

irrespective of the pendency of the writ petition,” 

 

Advocate Mansoor A Mir on behalf of 255 paramedical students pleaded the case. 

While the Deputy Advocate General Mr. Irfan and Additional Advocate General Shah Amir 

accepted notice on behalf of the respondents. 

In the plea, the petitioners stated that the Respondents have taken the decision to hold offline 



 

examinations for paramedical students in haste without analyzing the ground situation amid 

COVID-19 in the entire country including the UT of J&K.

It also further stated that, the decision of Resp

violation of guidelines and circular 

body and national regulatory council 

The Court after hearing the petitioners issued a not

DELHI HIGH COURT BY LAYING DOWN AN INTERIM 

ARRANGEMENT ALLOWED ONLY VIRTUAL ACCESS TO 

L&L PARTNERS FOR MOHIT SARAF

During the pendency of Rajiv Luthra's appeal against the order of the Single Judge, the Delhi 

High Court said that, Mohit Saraf shall not be entitled to physically access the offices of L&L 

Partners, in the matter of Rajiv Luthra Vs. Mohit Saraf.

 

A Division Bench of Justices Rajiv

physical access to Saraf, as of today, 

Subsequently Rajiv Luthra also been restrained from directly or indirectly preventing or 

otherwise restricting Mr. Saraf's s access to and use of the Delhi firm's IT infrastructure such as 

personal laptop, desktop, e-mail, domain name, servers, database, software subscriptions.

Senior Advocates Dr. Abhishek Manu Singhvi, Neeraj Kishan Kaul, A.S. Chandhiok, Gopal 

Shankarnarayanan with Advocates Haripriya Padmanabhan, Pooja Dhar, Zeeshan Diwan, 
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examinations for paramedical students in haste without analyzing the ground situation amid 

19 in the entire country including the UT of J&K. 

further stated that, the decision of Respondents to conduct offline examination 

 issued by Nursing Council of India (NCI) which

body and national regulatory council of nursing institutions. 

The Court after hearing the petitioners issued a notice to the respondents.

DELHI HIGH COURT BY LAYING DOWN AN INTERIM 

ARRANGEMENT ALLOWED ONLY VIRTUAL ACCESS TO 

L&L PARTNERS FOR MOHIT SARAF 

During the pendency of Rajiv Luthra's appeal against the order of the Single Judge, the Delhi 

ohit Saraf shall not be entitled to physically access the offices of L&L 

Partners, in the matter of Rajiv Luthra Vs. Mohit Saraf. 

Rajiv Sahai Endlaw and Sanjeev Narula opined 

ay, is likely to lead to an ugly situation. 

Subsequently Rajiv Luthra also been restrained from directly or indirectly preventing or 

otherwise restricting Mr. Saraf's s access to and use of the Delhi firm's IT infrastructure such as 

mail, domain name, servers, database, software subscriptions.

Dr. Abhishek Manu Singhvi, Neeraj Kishan Kaul, A.S. Chandhiok, Gopal 

with Advocates Haripriya Padmanabhan, Pooja Dhar, Zeeshan Diwan, 

examinations for paramedical students in haste without analyzing the ground situation amid 

ondents to conduct offline examination is in 

which is statutory 

ice to the respondents. 

DELHI HIGH COURT BY LAYING DOWN AN INTERIM 

ARRANGEMENT ALLOWED ONLY VIRTUAL ACCESS TO 

 

During the pendency of Rajiv Luthra's appeal against the order of the Single Judge, the Delhi 

ohit Saraf shall not be entitled to physically access the offices of L&L 

 that, allowing 

Subsequently Rajiv Luthra also been restrained from directly or indirectly preventing or 

otherwise restricting Mr. Saraf's s access to and use of the Delhi firm's IT infrastructure such as 

mail, domain name, servers, database, software subscriptions. 

Dr. Abhishek Manu Singhvi, Neeraj Kishan Kaul, A.S. Chandhiok, Gopal 

with Advocates Haripriya Padmanabhan, Pooja Dhar, Zeeshan Diwan, 
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Shrutunjay Bhardwaj appeared for Luthra. 

Senior Advocates Parag P. Tripathi, Vikas Singh, Arvind Nigam with Advocates Promod 

Nair, Apoorv Tripathi, Srinivasan Ramaswamy, Raghvendra Singh, Deepeika Kalia, Shailendera 

Singh, Abhishek Gupta appeared for Saraf. 

THE ORDER READS AND SAYS AS 

"Mohit Saraf shall be entitled to the said access, not from the offices of the law firm but remotely 

from his home or from any other place he may desire and his personal laptop and desktop if not 

already with the respondent shall be forthwith delivered to the respondent through his 

advocate." 

The Court also said that Luthra and Saraf shall use all the information on the law firm's such 

system for the bona fide use of and in the benefit of the law firm. However, they are restrained 

from putting the information including the client information to any other use and are also 

restrained from divulging the same to any other person or use the same to the prejudice of the 

law firm. 

 

ADDITIONALLY, BOTH SARAF AND LUTHRA ARE RESTRAINED 

FROM 

- making any communication in any manner whatsoever to any person, prejudicial to the affairs 

of the law firm or prejudicial to each other (save before the Court / Arbitral Tribunal); 

- inducting any new partners/associates or any other personnel and / or from adding to a regular 

financial liability of the law firm; 

- doing any other act towards changing the status as existing immediately prior to the filing of the 

petition and if already changed since then, as existing today; and, 

- from interfering in any manner whatsoever, directly or indirectly in performance by each other 

or by any other advocate or personnel of the law firm, of their respective roles in discharge of 

their duties and in servicing the clients and affairs of the law firm. 

The Court has directed Rajiv Luthra to submit an affidavit furnishing accounts of the law firm, 

with effect from October 13, 2020 till date, in a sealed cover to decide the appeal. 

In the end, the Court has implored the two senior partners to "wear their lawyer's hat and 



 

attempt to either revive the partnership or amicably part ways” and by concluding the Court said.

"We also implore upon the parties to instead of their personal hats, wear their lawyer’s hat and 

instead of airing their disputes in public and in the Court, attempt to either revive th

or amicably part ways in the spirit of give and take and realize that what is going on, in the long 

run will not benefit either. This is the least expected by the clients of the law firm from their 

advocates and advisors.” 

ACTOR SONU SOOD AND HIS WIFE’S INTENTIONS WERE MALAFIDE, SAYS 

BOMBAY HIGH COURT IN 'ILLEGAL CONSTRUCTIONS" CASE

 

 

The Bombay High Court in its order rejecting the petition for temporary relief filed against an 

unauthorised construction notice issued by the BMC in October, 2

Actor Sonu Sood and his wife’s intention were malafide and they didn’t approach the court with 

clean hands. 

The notice was issued in October, 2020 under section 53 of the MRTP Act, with regard to 

alterations made to a six- storey residential

the City Civil Court, in November 2020, Sood challenged the notice and sought temporary relief 

from demolition. The actor was denied 

Bombay High Court. 

Justice Prithviraj Chavan, Bombay High Court while doing observation 

years, the couple continuously carrying

building, which they intended to, convert

portion demolished by the BMC. 

The court was particularly peeved by the manner in which an earlier demolition order issued by 

the civic body was concealed from the court.
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e partnership or amicably part ways” and by concluding the Court said.
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instead of airing their disputes in public and in the Court, attempt to either revive th

or amicably part ways in the spirit of give and take and realize that what is going on, in the long 

run will not benefit either. This is the least expected by the clients of the law firm from their 

HIS WIFE’S INTENTIONS WERE MALAFIDE, SAYS 

BOMBAY HIGH COURT IN 'ILLEGAL CONSTRUCTIONS" CASE 

The Bombay High Court in its order rejecting the petition for temporary relief filed against an 

unauthorised construction notice issued by the BMC in October, 2020 stated that: Bollywood 

Actor Sonu Sood and his wife’s intention were malafide and they didn’t approach the court with 

October, 2020 under section 53 of the MRTP Act, with regard to 

residential building named Shakti Sagar, in Juhu. In

November 2020, Sood challenged the notice and sought temporary relief 

denied interim relief by the Court. Mr.Sood then approached 

Justice Prithviraj Chavan, Bombay High Court while doing observation stated that, in 

carrying out illegal addition and alteration to the

building, which they intended to, convert into a residential hotel, and instead they re

The court was particularly peeved by the manner in which an earlier demolition order issued by 

the civic body was concealed from the court. 

e partnership or amicably part ways” and by concluding the Court said. 

We also implore upon the parties to instead of their personal hats, wear their lawyer’s hat and 

instead of airing their disputes in public and in the Court, attempt to either revive the partnership 

or amicably part ways in the spirit of give and take and realize that what is going on, in the long 

run will not benefit either. This is the least expected by the clients of the law firm from their 

HIS WIFE’S INTENTIONS WERE MALAFIDE, SAYS 

The Bombay High Court in its order rejecting the petition for temporary relief filed against an 

020 stated that: Bollywood 

Actor Sonu Sood and his wife’s intention were malafide and they didn’t approach the court with 

October, 2020 under section 53 of the MRTP Act, with regard to 

In a suit filed in 

November 2020, Sood challenged the notice and sought temporary relief 

interim relief by the Court. Mr.Sood then approached the 

in the past two 

the Six-storey 

a residential hotel, and instead they re-erected the 

The court was particularly peeved by the manner in which an earlier demolition order issued by 
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"It can be seen that nothing has been disclosed by the Appellants (Mr. and Mrs. Sood) in the 

plaint which, in normal course, they ought to have disclosed all the facts in respect of the suit 

building and the earlier notice, their reply as well as conclusion drawn by the Authority and an 

order which came to be passed in accordance with section 354 (A) of the M.M.C Act. Since the 

order dated 4th February, 2020(of demolition) has not been challenged, it has attained finality." 

The Court noted that how Mr. Sood, apprehended action from the BMC in 2018, and therefore, in a 

"deceitful manner," informed them about his application for change of user- from residential to 

commercial- a month in advance. 

"This is sufficient to refuse the relief of temporary injunction, since the appellants have not 

approached the Court with clean hands and it is apparent that their intention was mala fide. The 

respondents had demolished the offending structure on 12th November, 2018 for the first time." 

Justice Chavan by rejecting Mr. Sood's defence taken under section 43 of the MRTP Act said that, 

he did not require permission for repairs especially since it is an admitted fact that the couple 

wanted to convert the building into a residential hotel. 

"It is pertinent to note that the appellants cannot take aid of section 43 by contending that no 

such permission is necessary for the simple reason that the proviso to section 43 contemplates 

that such permission is not necessary for carrying out a work of maintenance/ improvement. 

This is significant in the light of the fact that the appellants themselves have come with a case 

that they want to convert the offending structure into a residential hotel." 

Mr. and Mrs. Sood now approached the Hon’ble Supreme Court against the Bombay High 

Court’s order, Dt. 21st January, 2021. 

JAMMU & KASHMIR HIGH COURT STAYS VIRTUAL OATH TAKING 

OF PDP YOUTH LEADER WAHEED UR REHMAN AS DDC MEMBER 
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Jammu and Kashmir High Court has stayed administration of oath via virtual mode to People’s 

Democratic Party (PDP) youth leader Waheed Ur Rehman Parra who was elected District 

Development Council (DDC) member for Pulwama District. 

Parra, who is accused of supporting Hizbul Mujahideen, a banned terror outfit, and has been 

charged by National Investigation Agency (NIA) for the same was initially allowed to take oath 

through video conference by the Special NIA Court, Jammu.The NIA court by its order of 

December 28, 2020, had ordered Superintendent District Jail Ambphalla, Jammu to make 

arrangements for the oath ceremony of Parra through video conference. 

The High Court, on January 22, stayed that order of NIA court and said that: 

"Issued a notice, till the next date of hearing, operation of the impugned order dated December 28, 

2020 shall remained stayed," 
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GUJARAT HIGH COURT ALLOWS WOMAN WHOSE ENROLMENT 

APPLICATION WAS KEPT PENDING FOR ONE YEAR TO TAKE BAR 

EXAM AS INTERIM MEASURE 

 
 

On Friday, the Gujarat High Court allowed a law graduate whose application for enrolment was 

kept pending for over a year to take the upcoming All India Bar Examination. (Shivi Ravi 

Agrawal v. Bar Council of India) 

However, the Court added, such direction was not to operate to create equity in favour of the 

petitioner. 

"The petitioner is permitted to appear in the said examination without prejudice to the rights and 

contentions of both the parties. However, result of the petitioner shall not be declared, till the final 

disposal of this petition and no equity will be created in favour of the petitioner merely because 

she is permitted to appear in the examination. The above arrangement is subject to the final 

outcome of the present petition," 
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24-01-2021 

GROPING MINOR WITHOUT 'SKIN TO SKIN CONTACT' NOT 

SEXUAL ASSAULT: BOMBAY HC 

Justice Ganediwala modified the sessions court order which had sentenced the man to 3 years of 

imprisonment for sexually assaulting a minor groping a minor's breast without"skin to skin 

contact" cannot be termed as sexual assault as defined under the Protection of Children from 

Sexual Offences (POCSO) Act, the Bombay High Court has said. 

Justice Pushpa Ganediwala of the Nagpur bench of the Bombay High Court, in a judgement 

passed on January 19, the detailed copy of which was made available now, held that there must be 

"skin to skin contact with sexual intent" for an act to be considered sexual assault. 

She said in her verdict that mere groping will not fall under the definition of sexual assault. 

Justice Ganediwala modified the order of a sessions court, which had sentenced a 39-year-old 

man to three years of imprisonment for sexually assaulting a 12-year-old girl. 

As per the prosecution and the minor victim's testimony in court, in December 2016, the accused, 

one Satish, had taken the girl to his house in Nagpur on the pretext of giving her something to eat. 

Once there, he gripped her breast and attempted to remove her clothes, Justice Ganediwala 

recorded in her verdict. 

However, since he groped her without removing her clothes, the offence cannot be termed as 

sexual assault and, instead, constitutes the offence of outraging a woman's modesty under IPC 

section 354, the high court held. 

While section 354 entails a minimum sentence of imprisonment for one year, sexual assault under 

the POCSO Act entails a minimum imprisonment of three years. 
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The sessions court had sentenced him to three years of imprisonment for the offences under the 

POCSO Act and under IPC section 354. The sentences were to run concurrently. The high court, 

however, acquitted him under the POCSO Act while upholding his conviction under IPC section 

354. 

"Considering the stringent nature of punishment provided for the offence (under POCSO), in the 

opinion of this court, stricter proof and serious allegations are required," HC said. 

"The act of pressing of breast of the child aged 12 years, in the absence of any specific detail as to 

whether the top was removed or whether he inserted his hand inside the top and pressed her 

breast, would not fall in the definition of sexual assault," it said. 

Justice Ganediwala further said in her verdict that "the act of pressing breast can be a criminal 

force to a woman/ girl with the intention to outrage her modesty". 

The POCSO Act defines sexual assault as when someone "with sexual intent touches the vagina, 

penis, anus or breast of the child or makes the child touch the vagina, penis, anus or breast of such 

person or any other person, or does any other act with sexual intent which involves physical 

contact without penetration is said to commit sexual assault". 

The court, in its verdict, held that this "physical contact" mentioned in the definition of sexual 

assault must be "skin to skin" or direct physical contact. 

"Admittedly, it is not the case of the prosecution that the appellant removed her top and pressed her 

breast. As such, there is no direct physical contact i.e. skin to skin with sexual intent without 

penetration," the HC said. 
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PLEA IN DELHI HC TO REMOVE AMITABH’S RECORDED MESSAGE 

BEFORE CALLS 

The Delhi High Court will hear on January 18 plea to seek removal of Bollywood actor Amitabh 

Bachchan’s recorded message on precautions to be taken against COVID-19 before a phone call 

is put through 

 

The Delhi High Court will hear on January 18 a plea to seek removal of Bollywood actor 

Amitabh Bachchan's recorded message on precautions to be taken against COVID-19 before a 

phone call is put through. 

The matter was listed before a Division Bench comprising Chief Justice DN Patel and Justice 

Jyoti Singh but the petitioner sought an adjournment since the bench was undertaking a physical 

hearing. 

The court then posted the matter for January 18. 

The plea filed by advocates AK Dubey and Pawan Kumar said that the PIL has been filed on 

behalf of all taxpayers who are disturbed by such caller tune. 

The petitioners pleaded that the respondent had not engaged the right person for creating 

awareness on the precautions to be taken amid the coronavirus pandemic. 

The plea claimed that the government of India had paid a fee to Bachchan for speaking on 

preventive measures against coronavirus, a recorded message of which is played before a phone 

call gets connected. 

The Bollywood star and his family members, including his son and daughter-in-law, were 

infected by coronavirus but have since recovered. 



 

64 

25-01-2021 

 

PETITION SEEKING ONLINE SELLERS TO DISPLAY MRP AND 

OTHER DETAILS ON THEIR WEBSITES FILED IN  

DELHI HIGH COURT 

 
A PIL has been filed in the Supreme Court against non compliance of requirement/rules under the 

Consumer Protection (Ecommerce) Rules, 2020 and Legal Metrology (Packaged Commodities) 

Rules, 2011. The petition was filed by Mr.Ajay Singh through his lawyer, in the Delhi High Court 

seeking that orders or directions be issued to e-commerce websites to display the “seller details, 

the maximum retail price, the name and country of manufacturer” alongside the products. 

According to Mr. Singh, he has found that many platforms sell products through referrals, such 

as Instagram and Facebook, are flouting the mandatory requirements. It has been observed that 

many such products sold through referrals have no mention of anything except the price. 

“Important rights of consumers are also being violated as they are not made aware of the seller at 

the time of purchase,” the plea states. Rule 10 of Legal Metrology (Packaged Commodities) 

Rules, 2011 “mandates e-commerce entities to display the name and address of the manufacturer, 

name of the country of origin, common/generic name of the product, net quantity, best 

before/use by date (if applicable), maximum retail price, dimensions of the commodity, etc”. 

ALLAHABAD HIGH COURT REFUSES RELIEF IN AZAM KHAN’S 

UNIVERSITY CASE 

 

 

A petition filed by Mohammed Azam Khan and another for exempting the Maulana Mohammad 
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Ali Johar University, Rampur from paying tax and penalties. The said university was constructed 

at a cost of 147 Cr. and was subsequently made liable to pay 1.36 Cr. as tax and 2.72 Cr. as 

penalty. The petition was filed against the legality of the said tax and penalties. The Allahabad 

High Court refused to grant relief and only heard the petitioner on admissibility of the petition. 

The said university has been a major cause for conflict in Rampur, where framers have reported to 

be forced to give their land. As many as twenty six farmers filed cases in 2019. The Rampur 

District administration has registered Azam Khan as a land mafia. The university has been ridden 

with conflicts and cases ever since its construction had started, in 2006.  

WHEN WILL THE 2ND PHASE OF VACCINATION START?: 

ALLAHABAD HIGH COURT TO CENTRE 

 
 

In a matter before the Allahabad High Court, a division bench of Justices Ajit Kumar and 

Sidhartha Varma questioned the central government as to the schedule of the vaccination plan. The 

court said that the Centre had previously declared that after the first vaccination drive (which 

would be administered to frontline health workers), senior citizens above the age of 50 yrs. would 

get the vaccine in the second phase of vaccination, however, no fixed dates were provided or 

adhered to and has therefore lead to a lot of concerns and uncertainty. The petition was filed by 

“In-Re Inhuman Condition At Quarantine Centres And For Providing Better Treatment To 

Corona Positive”. The Court has asked the center to give an exact vaccination programme with 

fixed dates and to roll out the 2nd phase of the vaccination drive as soon as possible. 

 

NOTICE AND QUESTIONNAIRE SENT TO WHATSAPP FOR 

CLARIFICATIONS ON PRIVACY POLICY: CENTRE TO DELHI HC 
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In a matter held by video conferencing, the central government cleared the air about the concerns 

related to privacy and data protection regarding WhatsApp. The government said that a notice and 

a questionnaire has been sent to the WhatsApp, pursuant to concerns and pleas being filed in 

courts with regard to its new privacy policy, which mandates users to agree to their new terms 

and conditions. The new terms and conditions are so framed as to enable WhatsApp to merge its 

data sets (individual’s information and data) with its parent company Facebook’s data sets in 

order to produce more detailed and unique data sets that could be then sold or shared with third 

parties for selling and marketing purposes, besides showing differential treatment to it’s users in 

India in comparison to the rest of the world.  

The Additional Solicitor General sought time to place the company’s response in front of the 

court and re- assured the Court that the government has taken major cognizance of WhatsApp’s 

new privacy policy. He also said that “a Parliamentary Standing Committee is already discussing 

the Personal Data Collection Bill”. The plea was filed by lawyer, Mr. Chaitanya Rohilla who 

contends that the new policy violates the Right to Privacy of the citizen and also that “the new 

norms also jeopardize national security by sharing, transmitting and storing the users’ data in 

some other country” Appearing for Whatsapp, Senior Advocate Mukul Rohatgi acknowledged the 

government’s notice and the compay would give their response to the government. However, 

Senior Advocate Kapil Sibal, appearing for WhatsApp’s parent company, Facebook, questioned 

the locus of the petitioner arguing that the matter is between WhatsApp and the Government and 

when there is a regulatory authority in place, the court cannot intervene in it. The court was in 

favor of waiting for the response from the company, 
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27-01-2021 

"RED FORT UNDER SIEGE:" PIL BROUGHT IN THE HIGH COURT OF 

DELHI DEMANDING EVACUATION FROM THE ROADS OF 

DEMONSTRATORS, DEPLOYMENT OF PARAMILITARY FORCES 

 

A public interest lawsuit (PIL) for the eviction of citizens sitting on roads "under the garb of 

Kisaan Agitation" was brought before the Delhi High Court (Dhananjai Jain vs UOI).The 

complainant, Dhananjai Jain, said that on Republic Day he was left "aghast" by the unforeseen 

developments in different parts of Delhi, including the Red Fort. 

The petitioner claimed that the Delhi Police Commissioner had proven himself to be "thoroughly 

incompetent" and thus prayed for the deployment of appropriate para-military forces in the 

national capital to protect the lives of individuals and monuments.The new Police Commissioner 

is also asked to suspend Delhi from his post and discipline all police officers who have refused to 

perform their duties. 

 

CBI OFFICIALS ARE REMANDED BY DELHI CBI JUDGE, ADVOCATE 

FOR DETENTION IN CASE OF BRIBERY RACKET INSIDE THE 

ORGANISATION 
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In connection with a bribery racket inside the department, the Delhi CBI1 Court recently 

remanded CBI deputy police superintendent, RK Rishi and Inspector Kapil Dhankad, and 

advocate Manohar Malik to three-day police custody with the CBI. 

As per the CBI prosecution, the two CBI officials and the prosecutor were part of a criminal 

scheme to commit offenses of offering/accepting undue advantage/bribe for undermining the 

credibility of inquiries pending with the department, along with other identified entities. 

The two civil servants on 20 January, i.e. CBI officials and the prosecutor were sent to police jail 

until 25 January. 

At the end of this time, the CBI requested an extension of its police remand on the basis that, in 

order to find and retrieve the illicit gratification involved in the present case, further interrogation 

was necessary. 
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28-01-2021 

HOLDING HANDS OF MINOR GIRL & OPENING PANTS ZIP NOT 

'SEXUAL ASSAULT' UNDER POCSO ACT BUT 'SEXUAL 

HARASSMENT' UNDER SECTION 354A IPC : BOMBAY HIGH COURT 

 

The Bombay High Court(Nagpur Bench) has held that the act of holding a minor girl's hands and 

opening the zip of pants will not come under thedefinition of "sexual assault" under the 

Protection of Children from Sexual Offences Act 2012. However, the Court held that such acts 

would amount to "sexual harassment" under Section 354-A(1)(i) of the Indian Penal Code. This 

finding was given by a single bench of Justice Pushpa Ganediwala in a criminal appeal filed 

against the conviction and sentence awarded to a 50 year old man for molesting a 5 year old girl 

(Libnus v State of Maharahstra), 

 

MADHYA PRADESH HIGH COURT DISMISSES BAIL APPLICATIONS 

FILED BY MUNAWAR FARUQUI AND NALIN YADAV -READ ORDER 

 

The Madhya Pradesh High Court, Indore Bench on Thursday dismissed bail applications filed by 

comedian Munawar Faruqui and co- accused Nalin Yadav, who were arrested on January 2 for 

allegedly hurting religious sentiments during their comic show. A single bench Justice Rohit Arya 

said that "no case is made out for grant of bail". The Court said that it was not commenting on the 

merits of the case as investigation was under progress. However, the materials collected so far 

suggested prima facie commission of the offence. 
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29-01-2021 

 

BREAKING- PRACTICE OF PUBLISHING NAMES OF ACCUSED ON 

FLYSHEET BOARDS WITHOUT PROCLAMATION VIOLATES HUMAN 

DIGNITY & RIGHT TO  PRIVACY: ALLAHABAD HIGH  COURT 

 
 

Allahabad High Court has held that the practice of putting names of the accused persons on the 

flysheet board without issuance of proclamation under sec. 82 of Cr.P.C. is derogatory to the concept of 

human dignity and privacy enshrined under Art. 21 of the Constitution. The judgment was delivered by a 

Division Bench comprising of Justice Pankaj Naqvi and Justice Vivek Agarwal. Justice Naqvi presided 

over the bench and delivered a concurring opinion. 

Punishing An Adolescent Boy Who Enters Into A Relationship With A Minor Girl Was Never 

The Objective Of POCSO Act: Madras HighCourt 

 

 

"Punishing an adolescent boy who enters into a relationship with a minor girl by treating him as an offender, was 

never the objective of the POCSO Act observed the Madras High Court on Wednesday. The remarks were 

made while highlighting rampant misuse of the POCSO Act by families for prosecuting the partner 

of their teenage daughters. 

A Single Bench of Justice N. Anand Venkatesh therefore insisted that the legislature must keep pace with the 

changing societal needs and bring about necessary changes in law and more particularly in a stringent law 

such as the POCSO Act. 
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30-01-2021 

CREATOR RANA KAPOOR WAS REMANDED BY THE PMLA COURT 

TO COMPLIANCE DIRECTORATE CUSTODY UNTIL  

 

In a money laundering case, a special court dealing with Prevention of Money Laundering Act 

(PMLA) cases today remanded Yes Bank founder Rana Kapoor to Compliance Directorate (ED) 

custody until January 30th, 2021. 

Kapoor was arrested for falsely penalizing Rs. 200 crore loans to Mack Star Marketing Private 

Limited, a firm owned by Rakesh and Sarang Wadhawan, promoters of Housing Construction 

and Infrastructure Ltd. (HDIL)2, while Kapoor was chairman of Yes Bank. 

 

 

1 1. https://www.cbi.gov.in/ (last visited Jan 29, 2021). 

2 HDIL | A Real Estate Company | Builders & Developers in Mumbai, India, , http://www.hdil.in/ (last 

visited Jan 29, 2021). 

28-01-2021 

DELHI COURT SUSPENDS TWO-YR JAIL TERM OF AAP LEADER 

SOMNATH BHARTI IN AIIMS ASSAULT CASE 

 

 

The Rouse Avenue Court (Central Delhi) court on Thursday (28th January) suspended 2 years jail 

term awarded to Aam Admi Party (AAP) MLA Somnath Bharti for assaulting AIIMS security 

staff in a case registered in the year 2016. The Order to suspend his 2 years jail term has been 

passed by Special Judgement 

Vikas Dhull after he preferred an appeal against the order of Additional Chief Metropolitan 
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Magistrate, Ravindra Kumar Pandey. 

 

The Court of ACMM was of the view that the prosecution had duly proved its case beyond all 

reasonable doubt against the accused, Somnath Bharti 

 

 TRP case, approver asked Bombay High Court to take his statement recorded before MM 

as the correct one claims that ED, later recorded his statement under duress. 

 Allahabad High Court directed the strict compliance of pre – conditions under section 

41A CrPC before the arrest in dowry cases. 

 Delhi High Court declined to extend the investigation and custody of alleged Jihadi 

terrorist inspired by AI Qaeda setting aside special judge, NIA order. 

 Allahabad High Court stays the arrest of the makers of Mirzapur web series in connection 

with FIR against the incident portrayal of the town and outraging religious belief. 

 Madras High Court quashed a case while observing the need for amendment and stating 

that POCSO act did not intend to bring romantic relationships into its ambit. 

 

REKHA SENGAR VS. STATE OF MADHYA PRADESH, SPECIAL LEAVE 

PETITION (CRIMINAL) NO. 380 OF 2021. 

BACKGROUND OF THE CASE 

The accused was charged under relevant provisions of IPC, Medical Termination Pregnancy Act 

1971 and under the provisions of the Pre Conception and Pre Natal Diagnostic Techniques 

(Regulation and Prevention of Misuse) Act, 1994 for allegedly conducting the illegal practices of 

sex determination and sex selective abortion. 

OBSERVATION 

The Supreme Court observed that Prenatal Sex determination is a grave offence with serious 

consequences for the society as a whole. A strict approach has to be adopted if we are to eliminate 

the scourge of female feticide and iniquity towards girl children from our society. The said while 

upholding the /Madhya Pradesh HC order dismissing the anticipatory bail application filed by an 

accused. While dismissing, the bench referred to the legislative history of the PC & PNDT Act. 

The court said that the Act was compelled by a cultural history of preference for the male child in 

India, rooted in a patriarchal web of religious, economic and social factors. 
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In the instant case, the investigative team has seized the sonography machine and made out of a 

strong primafacie case against the accused. The court also said that the material on record 

suggests that she had a more active role in conducting the alleged illegal medical practices of sex 

determination and sex - selective abortion. 

Mafi and another vs. State of Haryana and others, CRWP No. 691 of 

2021 

 

THE MATTER BEFORE THE COURT 

It may be noted the Bench was hearing a criminal writ petition for enforcement of fundamental 

rights of the petitioners seeking protection of their life and liberty as enshrined under Article 21 of 

the Constitution of India at the hands of Private respondents. 

It was further stated that the Petitioner aged about 18 – year old girl and 19 – year old boy are 

known to each other and have started living together in live – in relationship w.e.f 18th January 

2021 (though the boy has not attained marriageable age). 

It was stated that their relationship is not acceptable to respondent No. 4 to 8 (relatives of girl) and 

they are threatening the petitioners with dire consequences. It was also submitted that they moved 

a representation dated 18th January 2021 to the superintendent of police, Jind, however they 

alleged that no action has been taken thereon. 

OBSERVATION 

The Punjab and Haryana HC observed that parents cannot compel a child to live a life on their 

own terms. The bench further reiterated that merely because the boy is not of marriageable age the 

right of petitioners to live – together can’t be denied. 

Lastly, while taking into consideration the fact that the boy is not of marriageable age, the court 

directed the superintendent of police, Jind, to decide their representation and take necessary action 

as per law. 

Amit Manilal Panchal vs. State of Gujarat, Civil Application No. 1 of 

2021, 

 

BACKGROUND OF THE MATTER 

The Gujarat HC had issued various directions issued vide order dated 15th December 2020 and the 
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Ahmedabad Municipal Corporation was directed to take up the issue as regards to all those 

hospitals functioning without a valid NOC. 

Pursuant to court’s order, the corporation issued a notice informing all the hospitals to obtain a 

valid NOC in accordance with the rules and regulations within 15 days, failing which appropriate 

legal steps would be taken by the following- 

corporation against all such hospitals. 

However, it was submitted that even after the expiry of the time period, 151 hospitals were yet to 

comply with the high court of 15th December instructing establishments to prioritize fire safety 

despite subsequent public notice and warning from the AMC. 

OBSERVATION 

The Gujarat HC granted “one last opportunity” to 151 hospitals of Ahmedabad to obtain a valid no 

– objection certificate on fire safety from Ahmedabad Municipal Corporation (AMC). 

13. The internet freedom foundation has moved the Supreme Court seeking an interim stay on 

Whatsapp’s updated privacy policy and guidelines to safeguard the personal data and privacy of 

over 400 million Indian Whatsapp users. 

BACKGROUND 

The main petition in the instant case was initially field challenging the August 2016 privacy 

policy of Whatsapp, when Whatsapp began sharing the data of its users with Facebook for 

marketing and advertising purposes. 

The matter was last heard by a constitution bench of the Supreme Court September 9, 2017 and the 

case was thereafter adjourned based upon central government’s decision to appoint a committee 

of experts, to deliberate on a data protection framework for India and the Possibility of a data 

protection legislation being enacted soon. 

Ritesh Chauhan vs. State of UP, Criminal Bail Application No. 32538 

of 2020 

 

THE MATTER BEFORE THE COURT 

The matter relates to woman, who lost her life within one and half month of her marriage at the 

residence of the applicant – husband. The FIR in connection with this matter was registered on 

18th July 2019 by the mother of the deceased – woman against the husband (applicant before the 

court) and his other family members. 
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Allegations were levelled in the FIR that they were demanding a motorcycle, a golden chain and 

Rs. 1 lakh as additional dowry and on this score, the deceased was tortured and when this demand 

remained unfulfilled they eventually killed her on 17th July 2019. The statements u/s 161 of CrPC 

of mother and father of the deceased – woman were recorded which clearly supported the version 

of FIR. 

OBSERVATION 

While noting that “compromise culture” between the contesting parties is rampantly prevailing 

now a days the Allahabad HC observed that, “the life of the deceased is not so cheap, which 

could be negotiated between two individuals”. The bench noted thus while hearing an application 

filed by the applicant who was seeking his bail in a case registered u/s 498A, 304B, 120B and 

section 3/4 of Dowry Prohibition Act. 

Amar Pal Yadav vs. State of UP, Bail No. 10178 of 2020. 

The Allahabad HC granted bail to truck driver named Amar who allegedly sent a Whatsapp 

message threatening to kill Uttar Pradesh Chief Minister Yogi Adityanath if gangster Mukhtar 

Ansari was not released within 24 hours. 

 

The Kerala Union of Working Journalist (KUWJ) has filed an application before the Supreme 

Court seeking interim bail for journalist Siddique Kappan, citing critical health condition of 

Kappan’s 90 years old bed – ridden mother and her last wish to see her son. 

In Re: report received from state level monitoring committee, Kerala, constituted by the Tribunal 

vide order dated 16.01.2021 in O.A 606/2018. 

The Principal Bench of the National Green Tribunal (NGT) recently wrapped up the Kerala 

Government for its failure in administration and non-compliance at solid waste Management rules 

(SWM) rules, 2016 causing pollution in Bharamapuram solid waste processing plant situated at the 

outskirts of Kochi, Kerala. 

Vimal Kumar & Ors vs. State of UP 

BACKGROUND 

This development comes in a writ petition filed by a family accused of demanding dowry from 

their prospective daughter-in-law. The petitioner-accused had submitted that even though the 

offences alleged against him were punishable with less than 7 years imprisonment, the concerned 
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police officer regularly visited his house under the influence of the complainant. 

It was argued that under the provisions of the sections 204, 41(1) (b), 41 (1) (b) (ii) (e), 41 (a) of 

CrPC, police cannot arrest the petitioners without giving notice and without collecting any 

credible evidence against the petitioners the police cannot arrest the accused. 

OBSERVATION 

In a significant judgment, the Allahabad HC has directed the police authorities to desist from 

making automatic/routine arrests, especially in dowry cases (498A) and strictly comply with the 

pre-conditions laid down under section 41 A of CrPC. 

The HC further directed all Magistrates to report the names of such police officers who they think 

make arrest in a mechanical or a mala fide manner, so that appropriate action may be taken against 

the. 

Sanjana Soviya vs. State of Madhya Pradesh & others, WA No. 

1072/2019 

 

THE MATTER BEFORE THE COURT 

The appellant (claiming to be adoptive mother) preferred the writ petition eking custody of the 

female child, from the respondent No. 4 (natural mother of the child). The appellant submitted 

that she had taken the child after execution of a deed of adoption which was executed by the 

respondent no. 4 in favour of the appellant, thereafter the child was given to the custody of child to 

the appellant by the respondent no.4. It was argued that the child was taken by the respondent no. 

4 from the appellant on the pretext of playing with child but thereafter the child was never 

returned to the appellant. Therefore, a writ of habeas corpus ought to be issued to restore the 

custody back to the petitioner, who is her adoptive mother. 

OBSERVATION 

The bench was hearing an appeal preferred by one Sanjana being aggrieved by the impugned 

order passed by the learned single judge bench whereby her writ petition of habeas corpus was 

dismissed. 

In State Environment Protection Council vs. State of Kerala, WP(C) No. 2366 of 2015 (s) 

NGOs should avoid using ‘Central’ or ‘State’ or ‘National’ in their names as far as possible: 

Kerala High Court. 
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NEWS 

 

18-01-2021 

OPEN SKIES TREATY 

 

 

Russia recently announced that it is withdrawing from the “Open Skies Treaty”. The treaty allows 

the signatories to carry out unarmed surveillance flights over each other’s territories. In 2020, the 

US announced that it is to leave the Open Skies Treaty. 

OPEN SKIES TREATY 

The Open Skies Treaty was signed in 1992 after the Disintegration of the Soviet Union. It was first 

proposed by the former US President Dwight Eisenhower in 1955 to deescalate cold war tensions. 

The treaty was signed between NATO (Non-Atlantic Treaty Organization) members and the 

former Warsaw Pact countries. In 2002, more than 35 countries had signed the treaty. This 

included US and Russia as well. India is not a signatory of the Open Skies Treaty. 

KEY FEATURES 

The Open Skies Treaty aims to build confidence among its signatories. According to the treaty, a 

member state can spy on any part of the host nation only after receiving its consent. Also, a 

member state can take aerial images of the host state after providing a notice before 72 hours. The 

Open Skies Treaty regulations covered territories such as mainland, territorial waters and islands. 

RUSSIA AND US 

The US left the Open Skies Treaty accusing that Russia is non-compliant with the Open Skies 

Treaty. On the other hand, according to Russia, withdrawal of US from the treaty has created 
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imbalance in its implementation. This is the reason for Russia’s withdrawal. 

Also, the Open Skies Treaty was signed during a time where satellite surveillance did not exist. 

This puts the treaty in async with the satellite surveillance technology which is currently the 

preferred mode of intelligence gathering. 

OTHER TREATIES 

The US and Russia left the Intermediate Range Nuclear Force Treaty (INF) in 2019. According to 

INF, the countries agreed to destroy lethal missile systems from their own stocks as a means to 

decelerate the nuclear arms race. 
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CENTRAL ADOPTION RESOURCE AUTHORITY 

 

 

The Central Adoption Resource Authority (CARA) recently celebrated its 6th annual day on 

January 15, 2021. The annual day is celebrated on January 15 because CARA was granted the 

status of statutory body on this day under Section 68 of the Juvenile Justice act, 2015. 

ABOUT CARA 

Central Adoption Resource Authority operates under the Ministry of Women and Child 

development. It acts as the nodal body for the adoption of Indian children. It monitors and 

regulate inter country and in country adoptions. 

CARA has been designated as the central authority to deal with intercountry adoption according 

to the provisions of Hague convention on intercountry adoption, 1993. India ratified Hague 

convention in 2003. 

CARA mainly deals with the adoption of abandoned, for fun and surrendered children through its 

recognised adoption Agencies. 

HAGUE CONVENTION 

The convention protects children against the risks of irregular, illegal and premature adoptions all 

over the world. It has created safeguards to make sure that the intercountry adoptions are in the 

best interests of the children. 

CHALLENGES FACED BY CARA 

Between 2015 and 2019, CARA faced several instances of disruption. Disruption are those 

circumstances where an adoption is stopped after the child is placed in an adoptive home. 

According to CARA, six in 400 children are being returned at advanced stages of adoption. 
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Between countries that are not signatories of Hague convention, the authorities in both countries 

do not agree in certain terms. 

ADOPTIONS IN INDIA 

On an average there are 4000 legal adoption in India. 

WAY FORWARD 

The major challenge faced by Central Adoption Resource Authority is that the child is unable to 

forget the relationship it had developed with the earlier family. In order to resolve this, post 

adoption trauma therapy shall be adopted. Psychological conditions of the parents and their 

background should be checked properly before adoption. 
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THIRUVALLUVAR 

 

The state of Tamil Nadu celebrates Thiruvalluvar Day during Pongal celebrations. Every year, the 

Thiruvalluvar Day is celebrated on the second day of Tamil month “thai 

THIRUVALLUVAR 

Thiruvalluvar    is    a    Tamil    poet    and    is     best     known    as    the    author    of 

Thirukkural. Thirukkural is a collection of couplets on political and economic matters, ethics and 

love. 

There are no known details about the life of Thiruvalluvar. However, he is believed to have lived 

near Chennai between fourth and sixth century. 

In 2005, a research team from the Kanyakumari Historical and Cultural Research Centre 

(KHCRC) claimed that Valluvar was born in Thirunayanarkurichi, Kanyakumari. This claim was 

based on an old Kani tribal leader. According to the research team, Thiruvalluvar ruled the 

Valluvanadu territory in the hilly tracts of Kanyakumari. 

Apart from Thirukkural, Thiruvalluvar has also written “Gnana Vettiyan” and “Pancharathnam”. 

These books contribute to tamil science, siddha medicines and literature. 

ABOUT THIRUKKURAL 

The  Kural  (couplet)  literature  has  three  parts.   They   are aram (virtue), porul (wealth) and 

inbam (love). The couplets aim at attaining ultimate salvation. 

TRIBUTE TO THIRUVALLUVAR 

In 1976, Valluvar Kottam was built in Chennai. It houses one of the largest auditoriums in Asia. 

A 133-foot-tall statue of Thiruvalluvar was built at Kanyakumari. The number 133 has its 

significance. Thirukkural written by the legend has 1330 couplets and the couplets are divided 

into 133 sections. Thus the height of the statue of Thiruvalluvar is 133 foot. 
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G U POPE 

George Uglow Pope translated Thirukkural in English. He came to India under Anglican 

Christian Missions He lived in 19th century. He spent more than forty years in Tamil Nadu and 

translated tamil literature in English. 

OTHER TRANSLATIONS OF THIRUKKURAL 

Thirukkural was translated into Latin in 1730. This helped to make the work known to European 

intellectuals. 
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AERO INDIA 21 APP 

 

The Aero India-21 mobile application was recently launched by the Union Defence Minister 

Rajnath Singh. The mobile app will act as a handy interactive interface for all the issues related to 

Aero India 2021. The application has features to support the attendees, exhibitors and media of 

Aero India 21. 

AERO INDIA 21 

The Aero India is a biennial air show held in Bengaluru. It is organised by the Defence Exhibition 

Organisation operating under the Ministry of Defence. This year, the Aero India is being 

conducted under the theme “Runaway to a Billion Opportunities”. Aero India-21 is the first hybrid 

event where the business element will happen both physically and virtually. 

The first edition of Aero India was held in 1996. 

The Aero India 21 is to be held in line with the Draft Defence Production and export Promotion 

Policy 2020. 

DEFENCE EXHIBITION ORGANISATION 

The Defence Exhibition Organisation was established in 1981. It was established to promote the 

export potential of the Indian defence industry. It is responsible for organizing international 

exhibitions such as DEFEXPO. 

DRAFT DEFENCE PRODUCTION AND EXPORT PROMOTION POLICY, 

2020 

Currently the size of the Defence industry is Rs 80,000 crores. Of this the contribution of public 

sector is Rs 63,000 crores and that of private sector is Rs 17,000 crores. The policy aims to 

increase the participation of the private sector helping India achieve its Atma Nirbhar goals. 

The main objective of the policy is to achieve a turn over of Rs 1,75,000 crores including exports 

of Rs 35,000 crores by 2025. 
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The policy aims to reduce defence imports and boost “Make in India” initiative. 

A negative list of weapons was notified The policy aims to update the list at least once a year. 

The two defence corridors in the country located in Tamil Nadu and Uttar Pradesh are to e-

targeted by providing additional support. 
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INTERNATIONAL MIGRATION 2020 

 

The United Nations recently released the report “International Migration 2020 Highlights”. 

According to the report, the Indian diaspora is the largest in the world. More than 18 million 

people from India were living outside India as of 2020. 

KEY FINDINGS OF THE REPORT 

The other countries with large diaspora are Mexico, China, Russia and Syria. 

According to the report, India’s diaspora is distributed across a number of major countries such as 

UAE (3.5 million), Saudi Arabia (2.5 million) and US (2.7 million). 

The other countries hosting large number of migrants from India are Oman, Australia, Kuwait, 

Canada, Qatar, Pakistan and UK. 

Between 2000 and 2020, the size of migrant population has grown in all countries. During his 

period, India experienced the largest gain at nearly ten million. India was followed by Syria, 

Venezuela, China and Philippines. The countries where the migrant population increased during 

this period are Armenia, India, Ukraine, Pakistan, Tanzania, Ukraine. 

The migration of India was motivated by labour and family reasons. 

The United States was the largest country of destination of international migrants. There were more 

than 51 million migrants in the US as of 2020. This is equal to 18% of the total migration 

population of the world. 

The US was followed by Germany. Germany hosted the second largest migrants worldwide 

holding more than 16 million migration population. Germany was followed by Saudi Arabia, 

Russia and the UK. 

The COVID-19 has slowed down the growth in the stock of international migrants by around two 

million by mid-2020. This is 27% less than the growth expected since 2019. 

The growth in the number of international migrants has reached 281 million. It was 173 million in 
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2000 and 221 million in 2010. Currently, the total international migrants are about 3.6% of the 

world population. 

In terms of regional migration corridors, the central and southern Asia to Northern Africa and 

Western Asia grew the most. In these corridors the migrant population almost tripled between 

2000 and 2020. 
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SAKSHAM AWARENESS CAMPAIGN 

 

ABOUT SAKSHAM 

The campaign will spread awareness about clean energy. It is a one-month long people centric 

fuel conservation campaign. The campaign is to be launched by the Petroleum Conservation 

Research Association (PCRA). The campaign is to create awareness in seven key drivers namely 

greater reliance on domestic sources to drive bio-fuels, moving towards gas based economy, 

cleaner use of fossil fuels, achieving renewable targets with the set deadlines, increased use of 

electric vehicles to decarbonize mobility, increased use of cleaner fuels and digital innovation 

across all energy systems. 

GREEN ENERGY SCHEMES IN INDIA 

KISAN URJA SURAKSHA EVAM UTTHAN MAHABHIYAN (PM-KUSUM) 

The PM-KUSUM scheme covers grid connected renewable energy power plants, grid connected 

agriculture pumps and solar water pumps. The scheme aims to install 10,000 MW of decentralised 

grid connected renewable energy power plants. It will install standalone off grid solar water 

pumps to fulfil irrigation needs. Also, it will solarise the existing grid- connected agriculture 

pumps. With this the farmers can sell the surplus solar power generated to the Discoms. 

GRID CONNECTED ROOF TOP SOLAR PROGRAMME 

The programme aims to achieve a cumulative capacity of 40,000 MW of Rooftop solar power 

projects by 2022. In a grid connected rooftop solar power project, DC power generated is 

converted into AC power using power conditioning unit and is then fed into the grid. The main 

objective of the solar programme is to promote solar power generating plants among the 

residential, institutional and community establishments. 

NATIONAL WIND-SOLAR HYBRID POLICY 
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The main aim of the policy is to provide a framework to promote large grid connected wind- solar 

hybrid system. It aims to encourage new technology and way-outs involving combined operation 

of solar and wind power plants. 

NATIONAL OFFSHORE WIND ENERGY POLICY 

 

The policy was notified in 2015. The main objective of the policy is to develop offshore wind 

energy in the Indian Exclusive Economic Zone. The policy has identified eight zones that have 

cumulative offshore wind energy potential of 70 GW. 
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DIFFICULT FOUR COUNTRIES 

 

 

 

The Chatham House recently published a report proposing a blueprint for foreign policy of UK 

after Brexit. The report classed India as one of the “difficult four” countries along with China, 

Saudi Arabia and Turkey. 

KEY HIGHLIGHTS OF THE REPORT 

 The report was titled “Global Britain, Global Broker”. 

 The report points that the complex fragmented domestic politics in India makes it one of 

the countries resistant to open trade and foreign investment. 

 The report raises concerns over pursuance of India in extreme right-winged policies. 

 With Indian politics entering ethno-nationalist phase, D10 coalition might end up as D9 

damaging the relations between India and UK. Ethnonationalism is a form of nationalism 

where the nation and nationality are defined in terms of ethnicity. 

 The report criticizes India for its diplomatic behaviour. According to the report, India did 

not join the group of countries that criticized China at the United Nations General 

Assembly held in 2019. The UN Members criticized China for its human rights violations 

in Xinjiang. Also, India stayed silent over the National Security Law in Hong Kong. 

IMPLICATION OF INDIA AS A DIFFICULT FOUR COUNTRIES 

By grouping India as one of the Difficult Four countries, UK has destined India to count among its 

rivals or awkward counterparts as it pursued global goals. 

CHATHAM HOUSE 

The Chatham House is also called the Royal Institute of International Affairs. The Chatham 

House aims to promote debate on significant developments in international affairs and policy 
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responses. It is usually used as a source of information by experts on matters involving major 

international issue. 

D10 

The D10 group of countries was proposed by Britain. The D10 group will include all the G7 

countries and additionally India, Australia and South Korea. D10 means Ten biggest democracies 

in the world. 
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US NATIONAL RIFLE ASSOCIATION 

 

The United States National Rifle Association recently filed for bankruptcy under Chapter 11 of 

the bankruptcy code. The association filed for bankruptcy in order to avoid being investigated by 

New York Attorney General. 

BACKGROUND 

The New York Attorney General had sued the National Rifle Association in August 2020 based on 

allegations that the association top executives diverted millions of dollars for their personal trips. 

UNITED STATES RIFLE ASSOCIATION 

It is a non-profit organisation formed by the civil war veterans General George Wingate and 

Colonel William C Church in 1871. The organization was formed to promote and encourage rifle 

shooting on scientific basis. It is considered as the most influential pro-gun organisation in the US. 

The critics believe that the organisation is an enabler of gun violence in the country. 

NRA teaches firearm safety and competency. It publishes several magazines and sponsors 

competitive marksmanship events. As of December 2018, the NRA consisted of more than five 

million members. 

The major efforts of NRA were the Firearm Owners Protection Act that lessened the restrictions 

of the Gun Control Act of 1968 and the Dickey amendment that blocked the Centres for Disease 

Control and Prevention from using federal funds to advocate for gun control. 

The US National Rifle Association was formed in line with the British National Rifle Association 

that was formed a year and a half earlier. 

AMERICAN CIVIL WAR 

The American Civil War was fought between 1861 and 1865. The civil war began as a result of 

long-standing enslavement of Black people. The NRA is believed to be an outcome of the civil 

war. 
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ARMS TRADE TREATY 

The National Rifle Association recently opposed the Arms Trade Treaty. The Arms Trade Treaty 

is a multilateral treaty that regulates international trade. More than 109 states have ratified the 

treaty. The treaty is an attempt to regulate international trade of conventional weapons. 
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GHBJN and coloured lights. He was keen on installing the imposing 58-foot Buddha statue on the 

‘Rock of Gibraltar’ in the middle of the Hussainsagar. “NTR got that idea when he visited New 

York and saw the Statue of Liberty on Staten Island", said a senior HMDA official. 

The Buddha statue was hewn out of a white granite rock, weighing 450 tonnes. It was carved by 

200 sculptors for two years. The statue was transported to Hyderabad in November 1988. After 

initial problems, it was erected on April 12, 1992, on a red lotus pedestal. 

K.T. Rama Rao has instructed officials to take up the Tank Bund beautification works and 

complete them on a war-footing. The electrical cables run through ducts and will leave the 

pavement undisturbed. The loose ends are being capped to prevent the cables fro m hanging 

outside. To avoid stagnation, a proper drain system has been put in place. 

Terming it as the first phase of development, the HMDA official said that the municipal authority 

would construct a boardwalk connecting Sagar Park, Boats Club, Buddha Bhavan and Lumbini 

Park on the shoreline of Hussainsagar. This apart, the entire shoreline will get a complete 

makeover with state-of-the-art night bazaar beside Sanjeevaiah Park, Necklace Road and Buddha 

Bhavan. 

"The bazaar will have 150 to 200 shops, and would have boardwalks with landscapes in between, 

spacious sitting arenas, parking facilities in compliance with a Supreme Court Committee's 

recommendations. The 1.3-km stretch would be transformed into a vibrant tourist attraction,” the 

official said. It will have bus bays, bus stands and structures on the shoreline that would be 

restricted to give a complete heritage look. 

A visitor, Prashanth, said at Tank Bund on Saturday, “It is very good on the part of the 

government to develop a tourist place like Tank Bund. The makeover gives a heritage feel.” 

However, Prashanth wondered “Will the sophisticated beautification works be damaged during 

Ganesh immersion?” 

"The makeover has completely changed the look and feel of the areas. I'm sure tourists or 

Hyderabadis will have a pleasant experience once all the developmental works are completed", 



 

94 

SSC EXAMS IN TELANGANA TO BEGIN FROM MAY 17 

 

Schools will reopen for Classes IX and X on February 1 and will have 89 working days with the 

last working day on May 26.SSC exams will be conducted from May 17 to 26, according to the 

education department which released the academic calendar for the year 2020-21 here on 

Saturday. 

Schools will reopen for Classes IX and X on February 1 and will have 89 working days with the 

last working day on May 26. During this time they are expected to cover, or revise, 70 per cent of 

the syllabus, which will be the portion of the board exams. Schools will go on summer vacation 

from May 27 to June 13. 

According to the academic calendar, the Formative Assessment 1 (FA1) should be completed by 

March 15 and FA2 by April 15. The summative assessment will be done from May 7 to 13. 

Students will have project work and assignments comprising 30 per cent of the syllabus to be 

completed at home under the guidance of teachers and parents. This syllabus will not be part of 

internal assessments and year-end summative assessment/board examinations. The remaining 70 

per cent syllabus will be taught in schools and online. 

The schools will operate from 9.30 am to 4.45 pm in other districts, while in Hyderabad and 

Secunderabad, the timings will be from 8.45 am to 4 pm. Online/digital classes for Class 10 will 

be held from 10 am to 11 am and for Class 9 from 4 pm to 5 pm. 

A total of 204 working days including 115 days from September 1, 2020, to January 30, 2021 

(online/digital classes) and 89 days from February 1 to May 26 (offline and online classes) have 

been calculated by the department for the academic year. 

Attendance will not be mandatory at school, which will seek written consent from parents. 

Students willing to study from home with the consent of the parent may be allowed to do so, the 

academic calendar said. 
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According to the calendar, SMC and parents’ meetings are mandatory to be conducted before 

reopening of the schools to create awareness on Covid-19, immunity development, mental health 

and hygiene, physical distancing and precautions to be taken after reopening of the schools. 

The schools have been directed to organise regular health check-up of students. The headmasters 

need to keep phone numbers of the nearest primary health centre or any reliable medical facility, 

which can be contacted in case of medical emergency. Schools have been instructed to arrange 

isolation rooms for staff/students having symptoms of COVID-19. 

“In case, the child has or develop symptoms (of Covid-19), the parents should be contacted and 

transport should be arranged to send the child back to their residence with a proper escort,” it 

read. 

The parents body Hyderabad School Parents Association has urged the government to simplify 

the process of examination by limiting the syllabus to 50 per cent instead of the 30 per cent that 

has been announced. They said that the government should provide study material in the form of 

video lessons, exercises and Q&A type worksheets to the students. 
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NEW ZEALAND DETECTS FIRST COMMUNITY VIRUS CASE  

IN TWO MONTHS 

 

It is the second time a returnee has developed coronavirus symptoms after being cleared to leave 

an isolation facility in New Zealand.New Zealand health officials on Sunday confirmed the first 

case of Covid-19 in the community for more than two months, sparking urgent contract-tracing 

efforts north of Auckland. 

A 56-year-old woman who recently returned from Europe tested positive 10 days after completing 

a compulsory two weeks in managed isolation, although she had noticed symptoms several days 

before getting tested.Contact tracing was underway after it was revealed the woman and her 

husband spent several days travelling around the Northland region while she was potentially 

infectious, visiting about 30 different locations. 

Health Minister Chris Hipkins said it was too soon to decide whether a full or partial lockdown 

would be reintroduced. 

"We don't know the origin or the strain of the infection," he told a press conference. 

The woman returned to New Zealand on December 30 after spending four months in Europe 

-- mainly in Spain and the Netherlands -- and was released from an Auckland quarantine hotel on 

January 13. 

New Zealand director-general of health Ashley Bloomfield said she had returned two negative 

tests while in isolation, and her husband had not shown any symptoms. 

It marks the first known case of community transmission in New Zealand since November 18. 

Authorities were reviewing closed-circuit television footage to see if the woman contracted the 

virus while in the managed isolation facility. 

More than 600 people who had spent time in the hotel have been asked to self-isolate and be re-

tested for Covid-19. 

It is the second time a returnee has developed coronavirus symptoms after being cleared to leave 
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an isolation facility in New Zealand. 

A man who returned from India in August returned two negative tests in isolation but did not 

start showing Covid symptoms until five days after his release. 

New Zealand has been widely praised for its handling of the pandemic, with just 25 deaths from 

1,927 confirmed virus cases in a population of five million.
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MOSCOW POLICE CLASH WITH NAVALNY SUPPORTERS AS  

TENS OF THOUSANDS RALLY 

Washington and Brussels condemned the arrests and other tactics used against 

demonstrators.Police clashed violently with protesters in Moscow and arrested more than 2,500 

demonstrators in cities across the country Saturday as Russians took to the streets to denounce 

Kremlin rule and demand the release of opposition leader Alexei Navalny. 

Tens of thousands nationwide answered Navalny's call to rally, issued after he was detained at a 

Moscow airport on arrival from Germany, where he had been recovering from a near- fatal 

poisoning with a nerve agent. 

Washington and Brussels condemned the arrests and other tactics used against demonstrators, 

with EU foreign policy chief Josep Borrell saying the bloc would discuss "next steps" on Monday. 

Saturday's protests took on an unprecedented geographic scale, spanning more than 100 cities 

across the country. Previous large-scale opposition demonstrations in 2012 and 2019 were largely 

centralised in Moscow. 

They were also being seen as a test of the opposition's ability to mobilise ahead of parliamentary 

elections later this year, despite increasing Kremlin pressure on critics.In Moscow, protesters 

spilled out over Pushkin Square and pelted heavily armed riot police with snowballs. They were 

beaten back by law enforcement wielding batons and detained in large numbers. 

The demonstrators marched towards the Kremlin before dispersing, and at one point massed on 

the steps of Moscow's circus, illuminating the crowds with hundreds of cell phone lights and 

pummelling a police van with snowballs. 

"Criminals dressed in uniforms are protecting criminals at the helm," Vera Spivakova, a 71- year-

old pensioner, told AFP in Moscow. 

"Putin and the oligarchs are afraid of losing their trough," she said. 

OVD Info, which monitors opposition rallies, said that more than 2,500 protesters had been seized 

by police in dozens of cities. 
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Among more than 950 detained in the capital were Navalny's wife Yulia Navalnaya -- who was 

later released -- and prominent activist Lyubov Sobol. Several Navalny associates were also fined 

and jailed on the eve of the protest.The European Union's Borrell said he deplored "widespread 

arrests" and the "disproportionate use of force". 

Meanwhile US State Department spokesman Ned Price said Washington "strongly condemns the 

use of harsh tactics against protesters and journalists".Navalny being taken into custody and the 

arrests of more than 2,500 of his supporters were "troubling indications of further restrictions on 

civil society and fundamental freedoms," he added. 

Canada also voiced "deep concern" and urged Moscow to "immediately release" those 

detained.On placards and in chants, protesters referenced an investigation published this week by 

Navalny into an opulent Black Sea property allegedly owned by Putin. The two-hour report has 

been viewed more than 75 million times on YouTube. 

Later Saturday hundreds gathered outside Moscow's high-security prison where Navalny is being 

held but were pushed back by police.Leonid Volkov, who heads Navalny's regional network, 

estimated that as many as 300,000 people had joined the "unprecedented" nationwide protests, 

and called for fresh rallies next weekend. 

The Investigative Committee, which probes major crimes, said in a statement it had launched 

several preliminary probes into violence against law enforcement.AFP journalists, who saw badly 

injured protesters retreating behind other demonstrators after clashing with police, estimated 

crowds in Moscow at around 20,000 people, with more than 10,000 in second city Saint 

Petersburg. 

Navalny's detention drew sharp condemnation from Western countries, and the US embassy in 

Moscow Saturday accused Russian authorities of "suppressing" the right of demonstrators to 

peaceful protest. 

Moscow hit back by alleging US diplomats had published protest routes in advance of Saturday's 

demonstrations and of promoting a "march on the Kremlin". 

"Senior officials in the US embassy will have to have a serious conversation with the Russian 

foreign ministry," it said in a statement. 

Earlier Saturday thousands took to the streets in the Far East, Siberia and the Urals including 

Khabarovsk, Novosibirsk and Yekaterinburg, despite sub zero temperatures and police warnings 

of a swift crackdown. 
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In Saint Petersburg, where police detained nearly 300 demonstrators, 20-year-old Alexei 

Skvortsov told AFP that he no longer wanted to live in a "dictatorship". 

"People are tired of Putin," he said. 

In Yakutsk south of the Arctic Circle, protesters wrapped up against the cold and rallied in 

temperatures of minus 50 degrees Celsius (-58 Fahrenheit). 

Russia's media watchdog warned online platforms against encouraging minors to participate in the 

rallies or risk hefty fines. 

A hastily organised court on Monday jailed Navalny for 30 days for allegedly flouting parole 

conditions. The 44-year-old trained lawyer rose to prominence a decade ago, leading large- scale 

street protests against corruption and electoral fraud. 
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PRIYA RAMANI SHOULD BE SENTENCED FOR A CREDIBILITY OF 50 

YEARS IRREPARABLY DAMAGED: SENIOR ADV GEETA LUTHRA 

CONCLUDES BEFORE THE DELHI COURT FOR MJ AKBAR 

 

On behalf of journalist and former Union Minister MJ Akbar in the criminal defamation case 

brought by Akbar before a Delhi court against journalist Priya Ramani, Senior Lawyer Geeta 

Luthra concluded her rebuttal claims (MJ Akbar vs Priya Ramani). 

Luthra urged the Court to seek revenge for Ramani's penalty for irreparably tarnishing the image 

of Akbar for 50 years by claiming sexual abuse on Twitter against him. 

ED reported that the loan sum was diverted by Mack Star to HDIL, which was used in order to 

settle their loan with Yes Bank. 
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RABID & UNFOUNDED CLAIMS MADE EVEN BEFORE TRIAL' : 

REPUBLIC TV FILES DEFAMATION COMPLAINT AGAINST NAVIKA 

KUMAR FOR TIMESNOW SHOW ON TRP SCAM 

 

 

 

ARG Outlier Media Pvt Ltd. (company running Republic TV and R Bharat channels) has filed a 

criminal defamation case in a Delhi Court, against Times Now anchor Navika Kumar for making 

allegedly defamatory remarks against Republic TV and its Chief Arnab Goswami, in connection 

with the TRP Scam case. 

The petition filed before the Chief Metropolitan Magistrate, Patiala House courts through 

Advocate Ayush Jindal alleges that Republic Media Network has been the target of a vicious, 

vindictive and malice driven exercise under the Maharashtra Government and that Kumar, as a 

part of a planned scheme and to take advantage of the ongoing deep-seated malice intends to 

further her own corporate interests. 
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ARTICLES 

GERMAN FEDERAL COURT OF JUSTICE RULED THAT WAR CRIMES 

COMMITTED ABROAD CAN BE TRIED IN THE GERMAN COURTS 

DENYING IMMUNITY TO FOREIGN SOLDIERS. 

CERTIFYING AUTHORITIES AND ITS REGULATIONS IN IT ACT 

 

INTRODUCTION 

As per Section 18 of The Information Technology Act, 2000 provides the required legal sanctity to 

the digital signatures based on asymmetric cryptosystems. The digital signatures are now 

accepted at par with handwritten signatures and the electronic documents that have been digitally 

signed are treated at par with paper documents. The IT Act provides for the Controller of 

Certifying Authorities (CCA) to license and regulate the working of Certifying Authorities. The 

Certifying Authorities (CAs) issue digital signature certificates for electronic authentication of 

users. The Controller of Certifying 

Authorities (CCA) has been appointed by the Central Government 

under section 17 of the Act for purposes of the IT Act. The Office of 

the CCA came into existence on November 1, 2000. It aims at 

promoting the growth of E- Commerce and E- Governance through 

the wide use of digital signatures. The Controller   of   Certifying   

Authorities   (CCA)   has   established   the Root 

Certifying Authority (RCAI) of India under section 18(b) of the IT Act to digitally sign the 

public keys of Certifying Authorities (CA) in the country. The RCAI is operated as per the 

standards laid down under the Act. The CCA certifies the public keys of CAs using its own 

private key, which enables users in the cyberspace to verify that a given certificate is issued by 

a licensed CA. For this purpose it operates, the Root Certifying Authority of India (RCAI). 

The CCA also maintains the Repository of Digital Certificates, which contains all the 

certificates issued to the CAs in the country. 
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PROCEDURAL ASPECT REGARDING DIGITAL SIGNATURE 

● The use of digital signatures usually involves the following processes, performed 

either by the signer or by the receiver of the digitally signed message: 

● The user generates or is given a unique cryptographic key pair. 

● The sender prepares a message (for example, in the form of an electronic mail 

message) on a computer. 

● The sender prepares a “message digest”, using a secure hash algorithm. Digital 

signature creation uses a hash result derived from and unique to both the signed 

message and a given private key. For the hash result to be secure, there, must be only a 

negligible possibility that the same digital signature could be created by the 

combination of other message or private key. 

● The sender encrypts the message digest with the private key. The private key is applied 

to the message digest text using, a mathematical algorithm. The digital signature 

consists of the encrypted message digest. 

● The sender typically attaches or appends its digital signature to the message. 

● The sender sends the digital signature and the (unencrypted or encrypted) message to 

the recipient electronically. 

● The recipient uses the sender’s public key to verify the sender’s digital signature. 

Verification using the sender’s public key proves that the message came exclusively 

from the sender. 

● The recipient also creates a “message digest” of the message, using the same secure hash 

algorithm. 

● The recipient compares the two message digest. If there are the same, then the recipient 

knows that the message has not been altered after it was signed. Even if one bit in the 

message has been altered after the message has been digitally signed, the message 

digest create by the recipient will be different from the message digest created by the 

sender. 

● The recipient obtains a certificate from the certifying authority, which confirms the 

digital signature on the sender’s message. The certifying authority is typically a trusted 

third party, which administers certification in the digital signature system. The 

certificate contains the public key and name of the sender (and possibly additional 

information), digitally signed by the certification authority. 
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THE CERTIFYING AUTHORITY 

The problem of key management is particularly important and it imperative that certifying 

authorities take every possible precaution when generating, storing, and using their private 

encryption key. Certifying authorities must use reasonable efforts to make their systems 

trustworthy (section 30). The standards for reasonable efforts and trustworthiness will 

obviously increase over time – as technology improves. Certifying authorities will be expected 

to freely disclose the steps they are taking to make their systems trustworthy as such systems 

often achieve trustworthiness only by being subjected to public scrutiny. (Section 34). 

A) Initial consumer authentication: The CA should specify what methods it undertook to 

authenticate consumers and the certifying authority will be acting unreasonably if it fails to 

properly those steps. At the most basic level, CA should be able so long as the CA clearly 

expresses that the information contained in the certificate was not verified by a third party. 

Alternatively, if the CA undertakes to authenticate identify using a rigorous system of 

checks, its failure to implement those checks properly will be unreasonable (Section 36). 

B) Publish a Certification practices statement: 

CAs should make available, in an easily accessible manner, a certification practices statement or 

similar document that clearly and simply states the practices that a CS employs in issuing 

certificates. A CA should follow the practices enumerated in its certification practices statement. 

[Section 34(1) (b)] 

 

REGULATION OF CERTIFYING AUTHORITIES UNDER IT ACT 

1. APPOINTMENT OF CONTROLLER AND OTHER OFFICERS: SECTION 17 

The Central Government may, by notification in the Official Gazette, appoint a Controller of 

Certifying Authorities for the purposes of this Act and may also by the same or subsequent 

notification appoint such number of Deputy Controllers and Assistant Controllers as it deems fit. 

The Controller shall discharge his functions under this Act subject to the general control and 

directions of the Central Government. 

The Deputy Controllers and Assistant Controllers shall perform the functions assigned to them by 

the Controller under the general superintendence and control of the Controller. 

The qualifications, experience and terms and conditions of service of Controller, Deputy 

Controllers and Assistant Controllers shall be such as may be prescribed by the Central 

Government. 
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The Head Office and Branch Office of the office of the Controller shall be at such places as the 

Central Government may specify, and these may be established at such places as the Central 

Government may think fit. 

● There shall be a seal of the Office of the Controller. 

2. FUNCTION OF CONTROLLER: SECTION 18 

The Controller may perform all or any of the following functions, namely: 

● Exercising supervision over the activities of the Certifying Authorities; 

● Certifying public keys of the Certifying Authorities; 

● Laying down the standards to be maintained by the Certifying Authorities; 

● Specifying the qualifications and experience which employees of the Certifying 

Authorities should possess; 

● Specifying the conditions subject to which the Certifying Authorities shall conduct 

their business; 

● Specifying the contents of written, printed or visual materials and advertisements 

that may be distributed or used in respect of Digital Signature Certificate and the 

public key; 

● Specifying the form and content of a Digital Signature Certificate and the key. 

● Specifying the form and manner in which accounts shall be maintained by the 

Certifying Authorities;  

● Specifying the terms and conditions subject to which auditors may be appointed and 

the remuneration to be paid to them; 

● Facilitating the establishment of any electronic system by a Certifying Authority 

either solely or jointly with other Certifying Authorities and regulation of such 

systems; 

● Specifying the manner in which the Certifying Authorities shall conduct their 

dealings with the subscribers; 

● Resolving any conflict of interests between the Certifying Authorities and the 

subscribers; 

● Laying down the duties of the Certifying Authorities; 

● Maintaining a data base containing the disclosure record of every Certifying 
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Authority containing such particulars as may be specified by regulation, which shall 

be accessible to public. 

3. Recognition of foreign Certifying Authorities: 

Subject to such conditions and restrictions as may be specified by regulations, the Controller may 

with the previous approval of the Central Government, and by notification in the Official Gazette, 

recognize any foreign Certifying Authority as a Certifying Authority for the purposes of this Act. 

Where any Certifying Authority is recognized under sub-section (1), the Digital Signature 

Certificate issued by such Certifying Authority shall be valid for the purposes of this Act. 

The Controller may, if he is satisfied that any Certifying Authority has contravened any of the 

conditions and restrictions subject to which it was granted recognition under sub-section (1) he 

may, for reasons to be recorded in writing, by notification in the Official Gazette, revoke such 

recognition. 

4. CONTROLLER TO ACT AS REPOSITORY 

The Controller shall be the repository of all Digital Signature Certificates issued under this Act. 

The Controller shall 

Make use of hardware, software and procedures that are secure .iJm intrusion and misuse; 

Observe such other standards as may be prescribed by the Central Government, to ensure that the 

secrecy and security of the digital signatures are assured. 

The Controller shall maintain a computerized data base of all public keys in such a manner that 

such data base and the public keys are available to any member of the public. 

5. LICENSE TO ISSUE DIGITAL SIGNATURE CERTIFICATES 

Subject to the provisions of sub-section (2), any person may make an application, to the 

Controller, for a license to issue Digital Signature Certificates. 

No license shall be issued under sub-section (1), unless the applicant fulfills such requirements 

with respect to qualification, expertise, manpower, financial resources and other infrastructure 

facilities, which are necessary to issue Digital Signature Certificates as may be prescribed by the 

Central Government. 

A license granted under this section shall- 

 Be valid for such period as may be prescribed by the Central Government; 

 Not be transferable or heritable; 
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 Be subject to such terms and conditions as may be specified by the regulations. 

6. APPLICATION FOR LICENSE 

(1) Every application for issue of a license shall be in such form as may be prescribed by 

the Central Government. 

(2) Every application for issue of a license shall be accompanied by- 

● A certification practice statement; 

● A statement including the procedures with respect to identification of the 

applicant; 

● Payment of such fees, not exceeding twenty-five thousand rupees as may be 

prescribed by the Central Government; 

● Such other documents, as may be prescribed by the Central Government. 

7. RENEWAL OF LICENSE 

An application for renewal of a license shall be- 

(a) In such form; 

(b) Accompanied by such fees, not exceeding five thousand rupees, as may be 

prescribed by the Central Government and shall be made not less than forty-five days 

before the date of expiry of the period of validity of the license. 

8. PROCEDURE FOR GRANT OR REJECTION OF LICENSE 

The Controller may, on receipt of an application under sub-section (1) of section 21, after 

considering the documents accompanying the application and such other factors, as he deems fit, 

grant the license or reject the application; Provided that no application shall be rejected under this 

section unless the applicant has been given a reasonable opportunity of presenting his case. 

9. SUSPENSION OF LICENSE 

The Controller may, if he is satisfied after making such inquiry, as he may think fit, that a 

Certifying Authority has,- 

Made a statement in, or in relation to, the application for the issue or renewal of the license, which 

is incorrect or false in material particulars; 

Failed to comply with the terms and conditions subject to which the license was granted; 

Failed to maintain the standards specified under clause (b) of sub-section (2) of section 20; 

Contravened any provisions of this Act, rule, regulation or order made there under, revoke the 



 

109 
 

license: 

Provided that no license shall be revoked unless the Certifying Authority has been given a 

reasonable opportunity of showing cause against the proposed revocation. 

The Controller may, if he has reasonable cause to believe that there is any ground or revoking a 

license under sub-section (1), by order suspend such license pending the completion of any 

inquiry ordered by him: 

Provided that no license shall be suspended for a period exceeding ten days unless the Certifying 

Authority has been given a reasonable opportunity of showing cause against the proposed 

suspension. 

No Certifying Authority whose license has been suspended shall issue any digital Signature 

Certificate during such suspension. 

10. NOTICE OF SUSPENSION OR REVOCATION OF LICENSE 

Where the license of the Certifying Authority is suspended or revoked the Controller shall publish 

notice of such suspension or revocation, as the case may be, in the database maintained by him. 

Where one or more repositories are specified, the Controller shall publish notices of such 

suspension or revocation, as the case may be, in all such repositories: 

Provided that the data base containing the notice of such suspension or revocation, as the case may 

be, shall be made available through a web site which shall be accessible round the clock: Provided 

further that the Controller may, if he considers necessary, publicize the contents of database in 

such electronic or other media, as he may consider appropriate. 

11. POWER TO DELEGATE 

The Controller may, in writing, authorize the Deputy Controller, Assistant Controller or any officer 

to exercise any of the powers of the Controller under this Chapter. 

12. POWER TO INVESTIGATE CONTRAVENTIONS 

The Controller or any officer authorized by him in this behalf shall take up for investigation any 

contravention of the provisions of this Act, rules or regulations made there under. 

The Controller or any officer authorized by him in this behalf shall exercise the like powers which 

are conferred on Income-tax authorities under Chapter XIII of the Income-tax Act, 1961 and shall 

exercise such powers, subject to such limitations laid down under that Act. 

13. ACCESS TO COMPUTERS AND DATA 

Without prejudice to the provisions of sub-section (1) of section 69, the Controller or any person 

authorized by him shall, if he has reasonable cause to suspect that any contravention of the 
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provisions of this Act, rules or regulations made there under has been committed, have access to 

any computer system, any apparatus, data or any other material connected with such system, for 

the purpose of searching or causing a search to be made for obtaining any information or data 

contained in or available to such computer system. (2) For the purposes of sub-section (1), the 

Controller or any person authorizes by him may, by order, direct any person in charge of, or 

otherwise concerned with the operation of the computer system, data apparatus or material, to 

provide him with such reasonable technical and other assistance as he may consider necessary. 

14. CERTIFYING AUTHORITY TO FOLLOW CERTAIN PROCEDURES 

Every Certifying Authority shall- 

Make use of hardware, software and procedures that are secure from intrusion and misuse; 

Provide a reasonable level of reliability in its services which are reasonably suited to the 

performance of intended functions; 

Adhere to security procedures to ensure that the secrecy and privacy of the digital signatures are 

assured; and 

Observe such other standards as may be specified by regulations. 

15. CERTIFYING AUTHORITY TO ENSURE COMPLIANCE OF THE ACT, ETC 

Every Certifying Authority shall ensure that every person employed or otherwise engaged by it 

complies, in the course of his employment or engagement, with the provisions of this Act, rules, 

regulations and orders made there under. 

16. DISPLAY OF LICENSE 

Every Certifying Authority shall display its license at a conspicuous place of the premises in which 

it carries on its business. 

17. SURRENDER OF LICENSE 

(1) Every Certifying Authority whose license is suspended or revoked shall immediately 

after such suspension or revocation, surrender the license to the Controller. 

(2) Where any Certifying Authority fails to surrender a license under sub-section (1) 

the person in whose favour a license is issued, shall be guilty of an offence and shall be 

punished with imprisonment which may extend up to six months or a fine which may 

extend up to ten thousand rupees or with both. 

18. DISCLOSURE 

(1) Every Certifying Authority shall disclose in the manner specified by regulations- 



 

111 
 

● Its Digital Signature Certificate which contains the public key corresponding to the 

private key used by that Certifying Authority to digitally sign another Digital Signature 

Certificate; 

● Any Certification practice statement relevant thereto; 

● Notice of the revocation or suspension of its Certifying Authority certificate if any; and 

Any other fact that materially and adversely affects either the reliability of a Digital 

Signature Certificate, which that Authority has issued, or the Authority’s ability to 

perform its services. 

(2) Where in the opinion of the Certifying Authority any event has occurred or any situation 

has arisen which may materially and adversely affect the integrity of its computer system or 

the conditions subject to which a Digital Signature Certificate was granted, then, the Certifying 

Authority shall- 

● Use reasonable efforts to notify any person who is likely to be affected by that 

occurrence; or 

● Act in accordance with the procedure specified in its certification practice statement to 

deal with such event or situation. 

 

RULES REGARDING ISSUE OF LICENCE BY CCA TO CA 

1. APPLICATION FOR LICENCE & SUBMISSION OF APPLICATION 

Application from needs to be filled as may be prescribed. And same needs to submitted to the 

relevant authorities with the payment of non – refundable fee, Rs. 25,000 along with the required 

statements. 

2. VALIDITY OF LICENCE 

A licence shall be valid for a period of 5years from the date of issue and it’s non – transferable. 

 

3. ISSUANCE OF LICENCE 

If controller is satisfied that all the conditions and qualifications are met then controller of certifying 

authorities (CCA) issues a licence to certifying authorities (CA). CCA can also reject the 

application if applicant fails to present his case to CCA in case required. 

4. RENEWAL OF LICENCE 

A non – refundable fee of Rs. 25,000 along with the relevant application as may be prescribed by 

the central government need to be submitted not less than 45 days before the expiry of the period of 
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validity of licence. 

5. SUSPENSION OF LICENCE 

CCA can suspend the licence of CA 

● If CA fails to maintain acceptable standards. 

● If CA fails to follow terms and conditions. 

● If CA contravenes and provisions of IT Act. 

● If CA makes any false statement in relation to the issue or renewal of licence issued by 

CAA. 

No CA whose licence has been suspended shall issue any ESC (Electronic Signature 

Certificate i.e Digital Signature Certificate) during such suspension. 

 

CASE LAWS RELATING TO CERTIFYING AUTHORITIES 

In Aruna Kashinath vs. Controller of Certifying authorities & others, in the cyber Appellate 

Tribunal Appeal No. 5/2009 

RELEVANCY OF THE CASE 

Maintainability of appeal under section 57 of the information technology at, 2000. 

 

STATUTES & PROVISIONS INVOLVED 

The information technology act, 2000 (section 17, 30, 43, 46, 57, 58 (2)). 

The code of civil procedure, 1908 (order 11 rule 12, order 6 rule 17, section 151). 

 

RELEVANT FACTS OF THE CASE 

The appellant was shocked to see the print out being copies of the various e-mails which were sent 

by the e – mail ID “Kashinath.aruna@gmail.com”. 

It was stated that the e – mail ID was created in the name of the appellant. 

The counsel of the appellant submitted that somebody fraudulently and dishonestly fabricated his 

email ID to degrade the reputation of appellant’s employer company. 

The said unknown person has sent derogatory and defamatory e – mails to distinguished 

personalities which include the investor, chairman and the CEO of the appellant’s company. 
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The appellant decided to appeal at the Cyber Appellate Tribunal Court but it was argued by the 

respondent that the present appeal is not maintainable by this court. 

PROMINENT ARGUMENTS BY THE ADVOCATES 

COUNSEL FOR THE APPELLANT 

The appellant’s ID was misused and fabricated. The court has inherent jurisdiction to ecide the 

appeal even without exhausting the alternative remedy. They have referred to the provisions of 

section 58 of the IT Act in order to support the argument. 

COUNSEL FOR THE RESPONDENT NUMBER 1 

They pointed out the present appeal is void ab initio as the appeal can be filed under section 57 of 

the IT Act only against an order of the controlling that too as per the chapter relating to Digital 

Signature. 

COUNSELS FOR THE RESPONDENT NUMBER 2 & 3 

The counsels have also filed a statement of objections wherein it has been stated that the appellant 

has impleaded Gmail.com as respondent no.2 and that Gmail.com is a service offered by Google 

Inc. and is not a legal entity by itself, as such the appellant has wrongly impleaded Gmail.com as a 

party to the proceedings. 

OPINION OF THE BENCH 

 

● After going through the judgments referred by 

the appellant, the defendant in such a case can also be 

left to appeal against the decree and therein challenge 

the order refusing leave to defend in terms of section 

105 (1) of the code. 

In view of the aforesaid, the statute provides that the 

appeal can be filed only against the orders passed by 

the Adjudicating officer. 

So far as provisions of section 43 of the IT Act, 2000 and chapter II are concerned, there is no scope 

to appeal against the order passed by the certifying authorities. 

Therefore, in view of the above, the argument of the appellant cannot be said to be justified, and 

the same is rejected. Point is decided against the appellant and it is held that without exhausting 

alternative remedy of approaching the Adjudicating officer appointed under the IT Act, no appeal 
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is maintainable under section 57 of the same. 

FINAL DECISION 

The argument of the appellant cannot be said to be justified and the same is rejected. 

Liberty is given to the appellant to file the complaint within 30 days of this judgment. 

The Adjudicating Officer shall not debar the appellant from filing a complaint as having been time 

– barred and only the privilege of the time during the period when the appeal was pending shall be 

condoned automatically. 

 

SOURCES: 

https://blog.ipleaders.in/40-statutes-aspiring-technology-lawyers-should-know/ 

http://informationtechnologyactindia.blogspot.com/p/regulationsof-certifying-authorities-17.html 

https://centralcybersecurity.com/blog/ 
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                                            COPYRIGHT IN IT ACT 

 

INTRODUCTION 

Copyright as the name says it is a mixture of two words- ‘Copy’ and ‘right’. In simple words, 

copyright means a person having a ‘right to copy’, wherein the Author/ the creator or an 

authorised person has the right to reproduce a work. So Copyright is basically a legal right which 

is possessed by the owner of Intellectual Property is a Copyright. 

When any work is exclusively created by the independent intellect of a creator without any 

reference or duplication is called Original Work of Authorship (OWA). Anyone who is the 

original creator of any work he automatically has a right over it and also can prevent anyone else 

to use it or copy it or replicate it for his own use. 

 

The creator may voluntarily register for copyright if the creator wants to be secured end and have 

an upper hand in the legal system. By registering the creator can file a suit against a person 

replicating his work. 

About a century ago, Paterson J said, ‘what is worth of copying is prima facie worth protecting’. 

This is the main aspect of all intellectual property rights. The world is now going through in most 

fascinated periods in history, with major and bigger milestones in Information Technology. 

The most significant development happened in 20th century was the invention of digital 

technology and it immensely revolutionized the transmission and the quality of transferring the 

technology by developing the existing technology such as Cinematography, sound recording, 

printing, musical work and many more. Nowadays the internet emerging as a powerful and a 

reliable platform for communication and adaptation of newly launched works in the form of 

multimedia. These developments in technology enabled many to exploit their creative work by 

using the digital platform. Wherein, few of them also exploited the material available in the 

digital platform without taking any permission of the creator or author. This created a possible 

threat and many challenges for the existing legal norms particularly that of copyright inter-alia its 
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protection and regulation on the internet. 

COMPLEXITY AND ISSUES INVOLVED 

On a recent research by World Intellectual Property Organisation (WIPO), it indicates that  the 

importance of complexity of the issues involved is estimated at almost 90% of the total investment 

in the multimedia product was expanded in dealing with Intellectual Property issues. In a 

statement about Copyright and Related Rights in the Information Society’ the European 

Commission estimated that: 

“The market for Copyright goods and services ranges between 5% and 7% of the Gross National 

Product (GNP). This includes large variety of products and services such as cinematograph films, 

print products, phonograms, graphics, artistic work and also software program to satellite and 

cable broadcast. 

However these tremendous growths of internet have arisen some serious judicial concerns of 

techno-legal dimension, more specifically in the arena of copyrights. The digital environment is 

often termed as death kneel for Copyright law, as the jurisprudential ideology of the Copyright, 

Information Technology and cyber laws are interlinked to each other in many ways. 

After commencement of Information technology Act, 2000, it addressed few  issues relating to 

protection of Copyright in the internet, as set forth in Section-43 and 79. However, the Act was 

totally incapable to address the Copyright issues in proper and detailed manner and for the same it 

has been criticised a lot. There are provisions that can be construed to be seeking to address 

penalty for damages to computer and computer system, which is set forth in Section-43. Besides 

there is section 79 of the I.T. Act that favours for limited liability of the Network Service 

Providers for violations committed by their clients, so long as there was absence of knowledge as 

well as due diligence on the part of the Service Provider . The Information Technology Act, 2000, 

addressing the issues that arise out of having computer software on the internet and thereby 

protection of data, the piracy and the situation regarding the liability of Network Service 

Providers. 

Before considering the factor regarding the protection of Copyright by the Information 

Technology Act, 2000, is sufficient enough or not, we should have a look and examine how the 

international community dealing with the copyright issues on the digital medium. 

COPYRIGHT PROTECTION WITH RESPECT TO  
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INTERNATIONAL SCENARIO 

Considering the fact regarding the growing market size of computer programmes and 

communication software, the nature of protection is also extremely important. Software is easily 

reproducible and can be copied very cheaply. It can easily be converted from one computer 

language to another. Even when direct copying is not possible, the resourceful computer 

programmers and engineers can often reverse engineer the programmes. 

The National Commission on New Technological Uses of Copyrighted works (CONTU) in the 

U.S. conducted an early expert advisory study. The commissioner, John Hersey had pointed out 

that programmes were quite unlike literary works and also foresaw the derivative works problem 

reflected in the “look and feel” spheres. 

Intellectual Property Law also presented newer problems for newer technologies, such as software 

programmes. The Law assumes that something is either a writing (protected through Copyright) 

or a machine (protected through Patent). They can’t be protected simultaneously. 

However software programmes have both aspects including the authorship and inventions. As we 

all know Software is not a single monolithic entity, it can be broken up into several components 

with various intellectual and innovative contents. In such scenario different forms of Intellectual 

Property Rights protections are appropriate for individual components. Such are the real time 

problems, which will always question the applicability of Intellectual property Law altogether. 

U.K. LEGISLATIONS 

In the United Kingdom the Copyright Act, 1956 shall have no such mention regarding the 

computer or software programmes. The Copyright, Designs and Patents Act, 1998 protects 

software programmes irrespective of the way they are stored. Software programmes are protected 

by the definition and meaning of ‘writing’, which also includes “any form of notation or code, 

whether by hand or otherwise and regardless of the method by which, or the medium in which, it 

is recorded.” The Copyright, Designs and Patents Act, 1998  also contains provision regarding the 

computer generated works, because a computer generated work is not created by a human. There 

are also some special rules to determine the authorship and duration of the Copyright. 

EU LEGISLATIONS 

The European Community undertook, in the late 1980’s, to develop a policy concerning 

intellectual property protection for computer programmes to which member nations should 

harmonize against unauthorized copying their laws. The final EC directive, published in 1991 
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(later amended in 1993), endorses the view that computer programmes should be protected 

under member states’ copyright laws as literary works and given at least 50 years of protection 

against unauthorized copying. The inclusion in another programme of information necessary to 

achieve interoperability seems, under the final directive, to be lawful. The directive contains no 

exclusion of such things as procedures, methods of operation and systems as the US statute 

provides. The EC thus adopted its own sui generis approach through the latest directive 

U.S. POSITION 

In the United States of America the Copyright Act of 1976 did not expressly list computer 

programmes as works of authorship. In 1980, the Act was amended by adding a definition of 

“computer programme”. It also laid down exceptions to the normal prescriptions against copying. 

The scope of these sections has been delineated by the courts. 

In Apple Computer, Inc V. Franklin Computer Corp., it was held that Copyright  Act extends to 

operating programmes as well as application programmes, whether fixed in source code or object 

code or embodied in read only memory (ROM). 

“It was the first time an appellate level court in the United States held that a computer's 

operating system could be protected by copyright. As second impact, this ruling clarified that 

binary code, the machine readable form of software, was copyrightable too and not only the 

human-readable source code form of software. 

Franklin admitted that it had copied Apple's software but argued that it would have been 

impractical to independently write its own versions of the software and maintain compatibility, 

although it said it had written its own version of Apple's copy utility and was working on its own 

versions of other software. Franklin argued that because Apple's software existed only in 

machine-readable form, and not in printed form, and because some of the software did not contain 

copyright notices, it could be freely copied. The Apple firmware was likened to a machine part 

whose form was  dictated entirely by the requirements of compatibility (that is, an exact copy of 

Apple's ROM was the only part that would "fit" in an Apple-compatible computer and enable its 

intended function), and was therefore not copyrightable. 

The district court found in  favour  of  Franklin.  However,  Apple  appealed  the  ruling  to the 

United States Court of Appeals for the Third Circuit which, in a separate case decided three days 

after Franklin won at the lower level, determined that both a program existing only in  a  written  

form  unreadable  to  humans  (e.g. object  code)  and  one  embedded  on a ROM were protected 

by copyright. The Court of Appeals overturned the district court's ruling in Franklin by applying 
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its holdings in Williams and going further to hold that operating systems were also copyrightable. 

Hence Apple was able to force Franklin to withdraw its clones by 1988. The company later 

brought non-infringing clones to market, but as these models were only partially compatible with 

the Apple II, and as the Apple II architecture was by this time outdated in any case, they enjoyed 

little success in the marketplace.” 

However the court in Whelan Associates, Inc. V. Jaslow Dental Laboratory, Inc created a 

relatively broad definition for copyrightable subject of software: everything that is not necessary 

to the computer programme’s purpose or function, including its “structure, sequence and 

organization.” 

“In 1978 Rand Jaslow tried to build a computer program to handle customer management, billing, 

accounting, inventory management and other functions for Jaslow Dental Laboratories. He gave 

up after a few months and hired Strohl Systems to do the job. The software was built by the half-

owner of Strohl, Elaine Whelan, and delivered in March 1979. It was written in the EDL language 

and ran on an IBM Series/1 minicomputer. Strohl kept ownership of the software, which was 

branded Dentalab, and could license it to other companies in exchange for a 10% commission to 

Jaslow. In November 1979 Whelan left Strohl and set up her own business, acquiring the right to 

the software. 

Later, Jaslow became engaged in selling the Dentalab software in exchange for a percentage of 

the gross sales. He formed a company named Dentcom which in late 1982 began to develop a 

program in a different computer language (BASIC) but with very similar functionality called 

Dentlab, marketed as a Dentalab successor. The new software could run on IBM Personal 

Computers, giving access to a broader market. On 30 June 1983 Jaslow's company filed a suit in 

Pennsylvania state court alleging that Whelan had misappropriated its trade secrets.  Whelan filed 

a countersuit in federal court in Pennsylvania alleging that  the Dentlab software violated 

Whelan's copyrights in the Dentalab software. The district court ruled that Dentlab was 

substantially similar to Dentalab because its structure and overall organization were substantially 

similar. Jaslow appealed the decision to the U.S. Third Circuit Court of Appeals.” 

 

In 1992, the Second Circuit Federal Court of Appeals decided Computer Associates Int’l V. 

Altai, Inc, which specifically rejected the simplistic test regarding the scope of copyright 

protection formulated in Whelan. In Computer Associates, the court developed a three-part test 

for determining whether software is infringed under the copyright laws. 
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Further, the U.S. Digital Millennium Copyright Act, 1998 seeks to implement the WIPO 

Copyright Treaty, 1996 and to provide limitations on the copyright liability relating to material 

online. This Act allows invention of new technological devices that when added to the computer 

systems detect and stop infringement of the copyright. It is fairly comprehensive in the sense that 

it deals with the law enforcement and intelligence activities, and also with copyright management 

integrity. 

It deals with both the theoretical and practical aspects of the subject. It acts as a practical working 

model. Further the Internet Copyright Infringement Liability Clarification Act, 1998 specifically 

states limitations on the liability for internet copyright infringement. The Act seeks to amend the 

U.S. Copyright Law to include copyright and the limitations on the Internet copyright. 

 

PROTECTION OF COPYRIGHT UNDER I.T. ACT, 2000 

India enacted, the Information Technology Act 2000 to address problems created by 'cyberspace' 

regarding conduct of electronic commerce. The IT Act does not have any concrete framework for 

dealing with specific copyright violations of the Internet. 

The IT Act, 2000 provides for punishment for tampering with the ‘source code’ of a  computer 

program but this protection applies to computer source codes ‘which are required to be kept or 

maintained by law for the time being in force’. Hence, the protection accorded by the IT Act is 

only for ‘source code’ of computer programs of government agencies and the ‘source code’ of 

computer programs of private user still stand unprotected. 

There are few provisions that may be construed to be seeking to address some aspects of 

copyrights as is obvious from the Section 43 which relates to penalty for damage to computer 

system. 

Besides there is Section 79 of the I.T. Act that favours for limited liability of the Network Service 

Providers for violations committed by their clients, so long as there was absence of knowledge as 

well as due diligence on the part of the Service Provider. It states that intermediaries such as ISP’s 

cannot be forced to enter into agreements contrary to this provision, or contracts that increase the 

level of responsibility cast on them by this provision. Any such agreement will be void abinitio as 

section 79 is not subject to a contract to the contrary. Thus the normal principal laid down is that 

the ISPs are liable for any third party information and data made available by them. 

Hence while generally, the issue of copyright violation comes under the purview of the Copyright 

Act, which will also cover copyright violations on the Internet. But looking at the provisions of 

the IT Act, it can be said that there has been some piecemeal effort made to deal with the possible 
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copyright infringement on the Internet. 

For the effective regulation of a phenomenon, the legal regime for it must be abreast with the 

latest developments taking place in that field, which becomes difficult in the case of Information 

Technology as it has an accelerated pace of development and hence the statute requires constant 

updating25. However, the I.T. Act of 2000 fails to address the issues that arise out of having 

computer software on the internet and thereby protection of data, the quandary of piracy and the 

situation regarding the liability of Network Service Providers, which need special attention. 

 

LACUNAS IN I.T. ACT, 2000 SOFTWARE PIRACY 

Piracy occurs when copyrighted software is made available to users to download without the 

express permission of the copyright owner. Such illegal software is offered over online sources 

such as online advertisements newsgroups bulletin board service and auction sites. Piracy 

hampers creativity, hinders the development of new software and local software industry and 

ultimately effects e-commerce. Piracy harms consumers and has negative impact on local and 

national economy. Consumers run the risk of viruses and having corrupted and defective 

programs. 

Non-profit organizations like NASSCOM (National Association of Software and Service 

Companies) have been actively working as a partner with the Government of India and State 

Governments in formulating IT policies and legislation in India. Its work is commendable as it 

launched the country's first 'anti-piracy' hotline. State Governments are establishing special police 

cells for arresting the piracy of copyrighter works. 

 

PROTECTION OF DATA 

The expression ‘data’ is very wide in ambit and scope. It covers not only the personal aspects of 

individuals but also the commercial aspects. The former is protected in the form of privacy rights 

whereas the latter is protected as proprietary rights. The privacy rights are protected under Article 

21 of the Constitution of India. Similarly, proprietary rights are protected under both the 

Constitution of India and under various statutes like the Indian Copyright Act, 1957 and the I.T. 

Act, 2000. 

Data protection law in India is currently facing many problems and resentments due to absence of 

proper legislative framework. There is an ongoing explosion of cyber crimes on a global scale. 

The theft and sale of stolen data is happening across vast continents where physical boundaries 

pose no restriction or seem non-existent in this technological era. India being the largest host of 
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outsourced data processing in the world could become the epicentre of cyber crimes. 

The TRIPS agreement recognises protection of ‘data’ in Article 10(2) which provides that 

‘compilation of data’ or ‘other material’, whether in machine-readable or other form, which ‘by 

reason of the selection or arrangement’ of their contents constitute intellectual creations shall be 

protected as such. The following provisions of the I.T. Act, 2000, reflect India’s concern for 

protection of data and privacy rights of its citizens, as available even against private individuals, 

in the realm of information technology. 

The Information Technology Amendment Act, 2008 has definitely set the ball rolling in 

addressing the lacuna of data protection laws in the country. The provisions are, however, not 

adequate to meet the needs of corporate India: 

Firstly, Section 43A states that “Where a body corporate, possessing, dealing or handling  any 

sensitive personal data or information in a computer resource which it owns, controls or 

operates, is negligent in implementing and maintaining reasonable security practices and 

procedures and thereby causes wrongful loss or wrongful gain to any person, such body 

corporate shall be liable to pay damages by way of compensation, to the person so affected.” 

However, the Amendment Act has not specified the meaning of the term “sensitive personal data 

or information” and merely states that it would mean such personal information as may be 

prescribed by the Union government in consultation with such professional bodies or associations 

as it may deem fit. 

 

CONCLUSION 

In the recent years, India has come to be known in the international community as an information 

technology major. Further, India has one of the leading movie industries in the world. The 

development and growth of online means of transmission of copyrighted works over the internet 

has thrown up a plethora of issues of immediate relevance to the Indian business interests. The 

analysis in this paper brings forth the fact that the existing regime is not sufficient to deal with 

these problems and, therefore, there is a compelling need for India to conform to the international 

framework for resolution of the issues. 

While the Indian Government has taken its first step in regulating the cyber crimes by the IT Act 

2000, the legal regime on Information Technology in India is still in its nascent stage. There 

exist numerous grey areas and loopholes in the Act which need to be looked into and also the 

accelerated pace of technological development has raised many unprecedented issues that do not 

find express solution in the existing Act. 
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CYBER CRIME UNDER IPC 

 

ABSTRACT 

One finds laws that penalise cyber-crimes in a number of statutes and even in regulations framed 

by various regulators. The Information Technology Act, 2000 ("IT Act") and the Indian Penal 

Code, 1860 ("IPC") penalise a number of cyber-crimes and unsurprisingly, there are many 

provisions in the IPC and the IT Act that overlap with each other. 

Section 378 of the IPC relating to "theft" of movable property will apply to the theft of any data, 

online or otherwise, since section 22 of the IPC states that the words "movable property" 

Section 419 of the IPC also prescribes punishment for 'cheating by personation, Section 411 of 

the IPC too prescribes punishment for dishonestly receiving stolen property, The provisions of 

sections 463, 465 and 468 of the IPC dealing with forgery and "forgery for the purpose of 

cheating", 

All of the cyber-crimes under the IPC are bailable other than offences under section 420 

(cheating and dishonestly inducing delivery of property), section 468 (forgery for the purpose of 

cheating), section 411 (dishonestly receiving stolen property), section 378 (theft) and section 409 

(criminal breach of trust by public servant, or by banker, merchant or agent), which are non-

bailable. 

Key Words :- Dishonestly, fraudulently, releases, information technology, cyber-crimes 

 

DEFINING "CYBER CRIMES" 

The term "cyber-crimes" is not defined in any statute or rulebook. The word "cyber" is slang for 

anything relating to computers, information technology, internet and virtual reality. Therefore, it 

stands to reason that "cyber-crimes" are offences relating to computers, information technology, 

internet and virtual reality. 
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One finds laws that penalise cyber-crimes in a number of statutes and even in regulations framed 

by various regulators. The Information Technology Act, 2000 ("IT Act") and the Indian Penal 

Code, 1860 ("IPC") penalise a number of cyber-crimes and unsurprisingly, there are many 

provisions in the IPC and the IT Act that overlap with each other. 

Section 424 of the IPC states that "whoever dishonestly or fraudulently conceals or removes any 

property of himself or any other person, or dishonestly or fraudulently assists in the concealment 

or removal thereof, or dishonestly releases any demand or claim to which he is entitled, shall be 

punished with imprisonment of either description for a term which may extend to 2 (two) years, or 

with fine, or with both." 

Provisions in the IPC Hacking and Data Theft: 

Section 378 of the IPC relating to "theft" of movable property will apply to the theft of any data, 

online or otherwise, since section 22 of the IPC states that the words "movable property" are 

intended to include corporeal property of every description, except land and things attached to the 

earth or permanently fastened to anything which is attached to the earth. The maximum 

punishment for theft under section 378 of the IPC is imprisonment of up to 3 (three) years or a 

fine or both. 

It may be argued that the word "corporeal" which means 'physical' or 'material' would exclude 

digital properties from the ambit of the aforesaid section 378 of the IPC. The counter argument 

would be that the drafters intended to cover properties of every description, except land and 

things attached to the earth or permanently fastened to anything which is attached to the earth. 

 

Section 424 of the IPC states that "whoever dishonestly or fraudulently conceals or removes any 

property of himself or any other person, or dishonestly or fraudulently assists in the concealment 

or removal thereof, or dishonestly releases any demand or claim to which he is entitled, shall be 

punished with imprisonment of either description1 for a term which may extend to 2 (two) years, 

or with fine, or with both." This aforementioned section will also apply to data theft. The 

maximum punishment under section 424 is imprisonment of up to 2 (two) years or a fine or 
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both. 

Section 425 of the IPC deals with mischief and states that "whoever with intent to cause, or 

knowing that he is likely to cause, wrongful loss or damage to the public or to any person, causes 

the destruction of any property, or any such change in any property or in the situation thereof as 

destroys or diminishes its value or utility, or affects it injuriously, commits mischief". Needless to 

say, damaging computer systems and even denying access to a computer system will fall within 

the aforesaid section 425 of the IPC. The maximum punishment for mischief as per section 426 

of the IPC is imprisonment of up to 3 (three) months or a fine or both. 

Receipt of stolen property: 

Section 411 of the IPC too prescribes punishment for dishonestly receiving stolen property and is 

worded in a manner that is almost identical to section 66B of the IT Act. The punishment under 

section 411 of the IPC is imprisonment of either description for a term of up to 3 (three) years, or 

with fine, or with both. Please note that the only difference in the prescribed punishments is that 

under the IPC, there is no maximum cap on the fine. 

Identity theft and cheating by personation: 

Section 419 of the IPC also prescribes punishment for 'cheating by personation' and provides 

that any person who cheats by personation shall be punished with imprisonment of either 

description for a term which may extend to 3 (three) years or with a fine or with both. A person is 

said to be guilty of 'cheating by personation' if such person cheats by pretending to be some 

other person, or by knowingly substituting one person for another, or representing that he or any 

other person is a person other than he or such other person really is. 

 

The provisions of sections 463, 465 and 468 of the IPC dealing with forgery and "forgery for the 

purpose of cheating", may also be applicable in a case of identity theft. Section 468 of the IPC 

prescribes punishment for forgery for the purpose of cheating and provides a punishment of 
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imprisonment of either description for a term which may extend to 7 (seven) years and also a 

fine. Forgery has been defined in section 463 of the IPC to mean the making of a false document 

or part thereof with the intent to cause damage or injury, to the public or to any person, or to 

support any claim or title, or to cause any person to part with property, or to enter into any 

express or implied contract, or with intent to commit fraud or that fraud may be committed. 

 

In this context, reference may also be made to section 420 of the IPC that provides that any 

person who cheats and thereby dishonestly induces the person deceived to deliver any property to 

any person, or to make, alter or destroy the whole or any part of a valuable security, or 

anything which is signed or sealed, and which is capable of being converted into a valuable 

security shall be punished with imprisonment of either description for a term which may extend to 7 

(seven) years, and shall also be liable to fine. 

Obscenity: 

The provisions of sections 292 and 294 of the IPC would also be applicable for offences of the 

nature described under sections 67, 67A and 67B of the IT Act. Section 292 of the IPC provides 

that any person who, inter alia, sells, distributes, publicly exhibits or in any manner puts into 

circulation or has in his possession any obscene book, pamphlet, paper, drawing, painting, 

representation or figure or any other obscene object whatsoever shall be punishable on a first 

conviction with imprisonment of either description for a term which may extend to 2 (two) 

years, and with fine which may extend to Rs. 2,000 (Rupees two thousand) and, in the event of a 

second or subsequent conviction, with imprisonment of either description for a term which may 

extend to 5 (five) years, to be accompanied by a fine which may extend to Rs. 5,000 (Rupees 

five thousand). 

 

 

Section 294 of the IPC provides that any person who, to the annoyance of others, does any 

obscene act in any public place, or sings, recites or utters any obscene song, ballad or words, in 

or near any public place, shall be punished with imprisonment of either description for a term 

which may extend to 3 (three) months, or with fine, or with both. 

Cyber-crimes not provided for in the IPC 

The following cyber-crimes penalised by the IT Act do not have an equivalent in the IPC. 
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Section 43(h) of the IT Act: Section 43(h) read with section 66 of the IT Act penalises an 

individual who charges the services availed of by a person to the account of another person by 

tampering with or manipulating any computer, computer system, or computer network. A person 

who tampers with the computer system of an electricity supplier and causes his neighbour to pay 

for his electricity consumption would fall under the aforesaid section 43(h) of the IT Act for 

which there is no equivalent provision in the IPC. 

Section 65 of the IT Act: Section 65 of the IT Act prescribes punishment for tampering with 

computer source documents and provides that any person who knowingly or intentionally 

conceals, destroys or alters or intentionally or knowingly causes another to conceal, destroy, or 

alter any computer source code (i.e. a listing of programmes, computer commands, design and 

layout and programme analysis of computer resource in any form) used for a computer, 

computer programme, computer system or computer network, when the computer source code is 

required to be kept or maintained by law for the time being in force, shall be punishable with 

imprisonment for up to 3 (three) years or with a fine which may extend to Rs. 3,00,000 (Rupees 

lac) or with both. 

To a certain extent, section 409 of the IPC overlaps with section 65 of the IT Act. Section 409 of 

the IPC provides that any person who is in any manner entrusted with property, or with any 

dominion over property in his capacity as a public servant or in the way of his business as a 

banker, merchant, factor, broker, attorney or agent, commits criminal breach of trust in respect of 

that property, shall be punished with imprisonment for life or with imprisonment of either 

description for a term which may extend to 10 (ten) years, and shall also be liable to a fine. 

However, section 65 of the IT Act does not require that the person who tampers with or damages 

or destroys computer source documents should have been entrusted with such source code. 

Under section 409 of the IPC, criminal breach of trust should have been committed by someone 

to whom the property was entrusted. 

Violation of privacy: Section 66E of the IT Act prescribes punishment for violation of privacy 

and provides that any person who intentionally or knowingly captures, publishes or transmits the 

image of a private area of any person without his or her consent, under circumstances violating 

the privacy of that person, shall be punished with imprisonment which may extend to 3 (three) 

years or with fine not exceeding Rs. 2,00,000 (Rupees two lac) or with both. 

There is no provision in the IPC that mirrors Section 66E of the IT Act, though sections 292 and 

509 of the IPC do cover this offence partially. 
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Section 292 of the IPC has been discussed above. Section 509 of the IPC provides that if any 

person intending to insult the modesty of any woman, utters any word, makes any sound or 

gesture, or exhibits any object, intending that such word or sound shall be heard, or that such 

gesture or object shall be seen, by such woman, or intrudes upon the privacy of such woman, 

such person shall be punished with simple imprisonment for a term which may extend to 1 (one) 

year, or with fine, or with both. Unlike section 66E of the IT Act which applies to victims of both 

genders, section 509 of the IPC applies only if the victim is a woman. 

Section 67C of the IT Act: Section 67C of the IT Act requires an 'intermediary' to preserve and 

retain such information as may be specified for such duration and in such manner and format as 

the Central Government may prescribe. The section further provides that any intermediary who 

intentionally or knowingly contravenes this requirement shall be punished with imprisonment 

for a term which may extend to 3 (three) years and also be liable to a fine. An 'intermediary' with 

respect to any particular electronic record, has been defined in the IT Act to mean any person 

who on behalf of another person receives, stores or transmits that record or provides any service 

with respect to that record and includes telecom service providers, network service providers, 

internet service providers, web-hosting service providers, search engines, online payment sites, 

online-auction sites, online-market places and cyber cafes. There is no corresponding provision 

in the IPC. 

Cyber terrorism: Section 66F of the IT Act prescribes punishment for cyber terrorism. 

Whoever, with intent to threaten the unity, integrity, security or sovereignty of India or to strike 

terror in the people or any section of the people, denies or causes the denial of access to any 

person authorized to access a computer resource, or attempts to penetrate or access a computer 

resource without authorisation or exceeding authorised access, or introduces or causes the 

introduction of any computer contaminant, and by means of such conduct causes or is likely to 

cause death or injuries to persons or damage to or destruction of property or disrupts or knowing 

that it is likely to cause damage or disruption of supplies or services essential to the life of the 

community or adversely affect critical information infrastructure, is guilty of 'cyber terrorism'. 

Whoever knowingly or intentionally penetrates or accesses a computer resource without 

authorisation or exceeding authorised access, and by means of such conduct obtains access to 

information, data or computer database that is restricted for reasons for the security of the State or 

foreign relations, or any restricted information, data or computer database, with reasons to 

believe that such information, data or computer database so obtained may be used to cause or 

likely to cause injury to the interests of the sovereignty and integrity of India, the security of the 
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State, friendly relations with foreign States, public order, decency or morality, or in relation to 

contempt of court, defamation or incitement to an offence, or to the advantage of any foreign 

nation, group of individuals or otherwise, is also guilty of 'cyber terrorism'. 

Whoever commits or conspires to commit cyber terrorism shall be punishable with 

imprisonment which may extend to imprisonment for life. 

There is no provision in the IPC that mirrors section 66F of the IT Act, though section 121 of the 

IPC (waging, or attempting to wage war, or abetting waging of war, against the Government of 

India) does cover this offence partially. 

Whether Compoundable, Cognizable and Bailable 

All of the cyber-crimes under the IPC are bailable other than offences under section 420 

(cheating and dishonestly inducing delivery of property), section 468 (forgery for the purpose of 

cheating), section 411 (dishonestly receiving stolen property), section 378 (theft) and section 409 

(criminal breach of trust by public servant, or by banker, merchant or agent), which are non-

bailable. 

Conflict between the IPC and the IT Act: Case Law 

In the case of Sharat Babu Digumarti v. Government of NCT of Delhi, the conflict between 

provisions of the IPC and the IT Act came to the fore. In this case, on November 27, 2004, an 

obscene video had been listed for sale on baazee.com ("Bazee"). The listing was intentionally 

made under the category 'Books and Magazines' and sub-category 'ebooks' in order to avoid its 

detection by the filters installed by Baazee. A few copies were sold before the listing was 

deactivated. Later Delhi police's crime branch charge-sheeted Avinash Bajaj, Bazee's managing 

director and Sharat Digumarti, Bazee's manager. The company Bazee was not arraigned as an 

accused and this helped Avinash Bajaj get off the hook since it was held that, vicarious liability 

could not be fastened on Avinash Bajaj under either section 292 of the IPC or section 67 of the IT 

Act when Avinash's employer Bazee itself was not an accused. Later changes under section 67 of 

the IT Act and section 294 of IPC against Sharat Digumarti were also dropped, but the charges 

under section 292 of the IPC were retained. The Supreme Court then considered if, after the 

charges under section 67 of the IT Act was dropped, a charge under section 292 of the IPC could be 

sustained. The Supreme Court quashed the proceedings against Sarat Digumarti and ruled that if 

an offence involves an electronic record, the IT Act alone would apply since such was the 

legislative intent. It is a settled principle of interpretation that special laws would prevail over 

general laws and latter laws would prevail over prior legislation. Further, section 81 of the IT Act 
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states that the provisions of the IT Act shall have effect notwithstanding anything inconsistent 

therewith contained in any other law for the time being in forcesection 419 (Punishment for 

cheating by personation) of the IPC are compoundable offences. 

In the case of Gagan Harsh Sharma v. The State of Maharashtra, certain individuals were 

accused of theft of data and software from their employer and charged under sections 408 and 

420 of the IPC and also under sections 43, 65 and 66 of the IT Act. All of these sections, other 

than section 408 of the IPC, have been discussed above. Section 408 of the IPC deals with 

criminal breach of trust by clerk or servant and states that "whoever, being a clerk or servant or 

employed as a clerk or servant, and being in any manner entrusted in such capacity with 

property, or with any dominion over property, commits criminal breach of trust in respect of that 

property, shall be punished with imprisonment of either description for a term which may extend 

to seven years, and shall also be liable to fine". 

Offences under sections 408 and 420 of the IPC are non-bailable and cannot be compounded 

other than with the permission of the court. Offences under sections 43, 65 and 66 of the IT 

Act are bailable and compoundable. Therefore, the petitioners pleaded that the charges against 

them under the IPC be dropped and the charges against them under the IT Act be investigated 

and pursued. It was further argued that if the Supreme Court's ruling in Sharat Babu Digumarti 

were to be followed, the petitioners could only be charged under the IT Act and not under the 

IPC, for offences arising out of the same actions. 

The Bombay High Court upheld the contentions of the petitioners and ruled that the charges 

against them under the IPC be dropped. 

The sum and substance of the Supreme Court's ruling in the Sharat Babu Digumarti case is that 

no individual may be charged under the IPC for an offence arising out of certain acts or omissions 

if the IT Act could also be applied to the same acts or omissions. Though we are in full agreement 

with the Supreme Court's ruling, it is our contention that all cyber offences ought to be housed in 

the IPC and not in the IT Act. The "cyber" component of an offence is not sufficient reason for 

differential treatment of sub-categories of the offence. Even though the supreme court's ruling in 

the Sharat Babu Digumarti case has ensured that no individual may be charged under the IPC for 

an offence arising out of certain acts or omissions if the IT Act could also be applied to the same 

acts or omissions, it is a fact that offences such as theft and obscenity will be punished differently 

if they involve a 'cyber' element. Currently, an individual who distributes a hard copy book 

containing obscene materials will be punished under the IPC whilst an individual who distributes 
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obscene materials through the internet will be punished under the IT Act, though the underlying 

offence is the same. A person who steals a car will be punished under the IPC whilst an individual 

who indulges in theft of online data will be punished under the IT Act. 

Theft is theft, irrespective of whether the stolen property is digital or physical. Obscenity 

transmitted through the internet should be treated at par with obscenity which is transmitted 

offline. 

Amendments to the IPC to cover cyber-crimes 

The Indian legislature has from time to time, made a number of amendments to the IPC, to 

specifically cover cyber-crimes. Some of the important amendments are as follows: 

a. a new section 29A was created to define "electronic record" by linking it with the 

definition given in the IT Act; 

b. a new sub-section (3) was inserted in section 4 of the IPC (relating to the extension of the 

IPC to extra territorial offences) that states that the provisions of the IPC shall be 

applicable to any person in any place "without and beyond India", committing an offence 

targeting a computer resource located in India; 

c. in sections 118 and 119 of the IPC (that deal with the concealment of a design to commit an 

offence punishable with death or imprisonment for life and a public servant concealing a 

design to commit an offence which it is his duty to prevent, respectively), the words 

"voluntarily conceals by any act or omission or by the use of encryption or any other 

information hiding tool, the existence of a design" were inserted before the words "to 

commit such offence or makes any representation which he knows to be false respecting 

such design"; 

d. in section 464 of the IPC (which penalises the making of a false document), the phrase 

"digital signature" was replaced with the phrase "electronic signature" in all places. The 

section was also amended to include the making of false electronic records and affixing 

electronic signatures under its ambit and the phrase "affixing electronic signature" was 

given the same meaning as it has under the IT Act; 

e. "electronic record" was included within the ambit of sections 164, 172, 173, 175, 192, 

204, 463, 466, 468, 469, 470, 471, 474 and 476 of the IPC that earlier only provided for 

"documents", "books", "paper", "writing" or "records", as the case may be; 
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f. in section 466 of the IPC (which deals with forgery of court records or of public 

registers), the term "register" was defined to include any list, data or record of any 

entries maintained in an "electronic form", as defined in section 2(1) (r) of the IT Act; 

and 

g. a new section 354D was inserted in the IPC that introduces the offence of cyber stalking, 

which has been discussed above. 

Conclusion 

As we already know for a fact that the IT Act, 2000 has an overriding effect over the IPC 

provisions while governing the cybercrimes, there are a lot of instances where IPC provisions 

are applied based on the subjective circumstances of every case. Though some people feel that 

IPC should not have a realm to govern cybercrimes, there are numerous cybercrimes that are not 

extensively dealt by the IT Act, 2000. Hence, after the due amendments are made to the IT Act 

which contains with respect to every cybercrime, then the IPC can be withdrawn from governing 

in the domain of cybercrimes. 
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CYBER TRESPASS 

Cyber Trespass is a cyber tort, where an act of trespass is executed in cyberspace. The complexity of 

the definition of 'cyberspace' has taken ignorance by the hands of various governments. The present 

laws across various regimes have to incriminate all acts of cybertrespass. Trespass in layman terms 

means, to go into someone else's property. However, cyber trespass is committed to information 

storage and transmissions units. The parties who commit these acts are very difficult to trace as their 

physical location, and personal identity is very difficult to figure out. 

"Trespass" as a rule intends to go into the other's property without looking for assent. It is viewed as a 

common wrong customarily. On the off chance that the trespass is carried out with criminal aim, it is 

called criminal trespass. To secure a proprietor's command over the property, the trespass activities are 

abandoned. The sites ought to likewise be viewed as a type of property. The idea of trespass is 

relevant in instances of the digital world and might be named as Cyber Trespass. The demonstration 

of hacking by the programmer is of common nature; however, in the event that the goal to mischief or 

harm the framework is demonstrated, the obligation is of corrective nature. 

Cyber trespass would include acts like Cybersquatting, Software piracy, Infringement to the database, 

contents of websites, etcTrespass to persons, Identity theft, Phishing, Cyberstalking, Spamming, 

Hacking, Cyber defamation, and Cyber Libel. 

The cyberspace is a state-less space that doesn't possess a set physical or geographic area. 

Additionally, it is an electronic spot and sway also, at no other time have we seen a space in which 

people, partnerships, networks, governments and different elements can exist inside and more, past the 

boundaries of the countries and states in a particularly immediate, contemporaneous or universal 

way'. 

The Internet isn't just a specialised change yet, in addition, another spot 'the electronic one' where a 

totally different sort of absolutely electronic exchanges also, electronic life can exist influencing the 

present and future real life. Of individuals which implies the requirement for another comprehension 

of the electronic substance of the entire size of occasions occurring there yet the genuine impacts are 

felt in reality and the state sway and region which implies the requirement for a lawful guideline as 

needs are. People watch activities occurring on augmented simulation, yet they can't live in it. There 

is a need to recognise activities occurring on the Internet with no impact on genuine world and 
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activities occurring on the Internet furthermore, having impacts upon reality. 

The judiciary across countries have been unclear about how to apply computer trespass laws as the 

cyberworld is comparatively very new, but the trespass laws were settled centuries ago. The United 

State's Government law against cyber trespass, Computer Fraud and Abuse Act (CFAA), 2019, has 

criminalised the basic act of cyber trespass. CFAA requirement leaves from the standards supporting 

a free and open web. To isolate criminal hacking from simply terrible conduct, they propose a 

brilliant line rule: except if a suspected programmer sidesteps a secret phrase door, no CFAA 

obligation appends. In the other extraordinary, a few courts consider "without approval" to catch 

outside programmers, yet labourers backstabbing to their businesses and even site clients that 

disregard terms of administration. Discontent with the two boundaries, courts have as a rule marked 

out a centre-ground, singling out standards from each side. Giving a complete tally to add up to 

approaches may demonstrate inconceivably. Different court assessments and insightful articles put the 

number somewhere close to two and five. The law loses the public trust at the point when similar 

activities accumulate an exoneration in Los Angeles and a conviction in Chicago. 

Recently, interest in computer-generated simulation, Virtual Reality(VR), a genuinely old idea, has 

stirred. In contrast to other data innovations, the computer-generated reality is worked to convey a 

mental impact acceptably mimicking the actual world; it has three-dimensional spatial qualities, 

mixes clients with genuine lawful assumptions, and mirrors human social foundations and qualities. 

Numerous activities inside augmented experience, legitimate and criminal, are abstractly and 

theoretically nearer to actual acts than to client activities on the Internet. Thusly, considering a few 

types of augmented reality interruption may warrant returning to the antiquated customary law 

regulations of theft and trespass as an option in contrast to the seriously imperfect present-day cyber 

abuse laws administering unapproved admittance to information. 

Commonly an individual who is blameworthy of digital trespass without approval, and purposefully 

accessing cyber frameworks have a high plan to perpetrate another wrongdoing infringing upon 

effectively settled laws. This can prompt other cybercrime classes, for example, digital misdirection 

and burglary; digital brutality which may likewise prompt digital sexual entertainment and vulgarity. 

Basically, this one zone is straightforwardly or in a roundabout way related and contacts the premise 

with the other cybercrime typology classes. A basic hack may give an individual admittance to 

Mastercard data which thus may prompt the utilisation of submitting extortion. Besides, getting to the 
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individual or hierarchical information and records may prompt advanced robbery by offering to other 

people. Also, if the individual is degenerate in nature and finds illegal individual photographs or 

recordings of the person in question and afterwards shares them on the web it might cause different 

sorts of mischief, for example, enthusiastic and physical on the person in question. Such occasions can 

even prompt cyberbullying and advance cyberstalking by other degenerate people. This has an 

evergrowing rundown of impacts that it might cause such badgering on the individual, sexual 

abnormality transformed into erotic entertainment and other hurtful consequences for the individual 

or gathering of people. 

The common law doctrine of trespass to belonging to earlier times, as of late been resuscitated and 

applied by courts in the United States (US) to cover interruptions (as electronic signs) to cyber 

frameworks associated with the Internet. These cases address legal acknowledgement of the need to 

ensure certain undesirable interruptions on the Internet. However, the standards grew therewith are 

surprisingly sweeping. Thusly, they cover with the idea of 'unapproved access' under cyber abuse 

enactment in the US and somewhere else. This cover presently can't seem to be judicially recognised. 

Since the US, the United Kingdom and other custom-based law nations share a customary law family 

as well as 'unapproved access' standards as the essential trigger for cyber abuse, this paper tries to 

analyse the results of building up a wide digital trespass tenet past the US, and its comparing 

suggestions for legal understandings of 'unapproved access' in the custom-based law world. 

Liability of cyber trespass depends on what idea of approval applies. In any case, courts have not yet 

distinguished a steady way to deal with approval. Approval isn't characterised under most cyber 

trespass rules, and the legal definitions that exist are by and large circular. Violating cyber trespass 

laws can prompt extreme discipline, frequently including quite a while in jail for each violation. And 

yet a very long while after the inescapable sanctioning of cyber trespass rules, the significance of 

approval remains amazingly indistinct. 

Cybertrespass resolutions that follow from the standards-based nature of trespass law. To start with, 

the importance of approval will unavoidably lay on the recognisable proof of trespass standards, 

which will thusly lay on models and analogies. Second, Internet innovation is adequately new, and 

the standards of cyber trespass adequately disrupted, that judges applying cyber trespass law should 

distinguish existing trespass standards, yet should distinguish as a strategy matter the ideal principles 

that ought to oversee the Internet. Furthermore, third, regardless of these difficulties, trespass gives a 
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reasonable system to directing cyber abuse and courts can distinguish and apply the standards for 

cyber trespass inside the structure of existing laws. 

These states' trespass laws just require that the individual launched out to be restricted on the grounds 

that she disregarded those conditions. Trespass law in this way manages the cost of landowners one-

sided capacity to order who may enter and who may not, positively by broad terms appropriate to all 

and frequently on an individual, specific premise. Courts concur that this self- assertive force, 

enrolling law requirement to make sure about an individual's expulsion doesn't make the expression 

"without approval", this can make illegality potentially obscure up to a specific point respondent does 

not know. Cyber trespass resolutions follow from the standards- based nature of trespass law. To start 

with, the importance of approval will unavoidably lay on the recognisable proof of trespass standards, 

which will thusly lay on models and analogies. Second, Internet innovation is adequately new, and 

the standards of cyber trespass adequately disrupted, that judges applying cyber trespass law should 

distinguish existing trespass standards, yet should distinguish as a strategy matter the ideal principles 

that ought to oversee the Internet. Furthermore, third, regardless of these difficulties, trespass gives a 

reasonable system to directing cyber abuse and courts can distinguish and apply the standards for 

cyber trespass inside the structure of existing laws. 

The intent is a difficult issue in the cyber world. In genuine space, for instance, there is just one of an 

individual. At the point when he strolls or drives onto a specific spot, he may not have the foggiest 

idea about his definite area. However, he realises that he is on an extension or in a field. He can't be 

someplace he didn't mean to be; he may get lost, yet he won't strangely discover that short-term he 

crashed into the CIA, central command in Virginia without his own insight. 

On the Internet, these two major suspicions (the peculiarity of one's individual and they should be 

someplace specifically) are tested. That is, an infection that one individual makes can recreate without 

his insight, adequately spreading him (as a program he wrote) in more than one spot at one time. In 

reality, it could likewise convey itself onto cyber trespass he had not planned it to be on, everywhere 

on the world; in this sense, it is in spots he never proposed it to be all things considered. 

This was the exact instance of the United States v. Morris. To perceive the number of cyber trespass 

he could contaminate, a Cornell University, the doctoral understudy of software engineering 

composed a program called a "worm." The worm would attempt to reproduce itself and spread all 

through the Internet. One in every 15 worms (measurably) should contact his Cornell machine, 
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subsequently permitting him an unpleasant check of found and introduced itself on. 

The worm was a little C program (just around 90 lines of unique code) which, upon establishment, 

would initially attempt to see if different worms were available on the cyber trespass. In the event that 

there were none, it would imitate itself. On the off chance that there were different worms, the program 

(hypothetically) would not duplicate, however, shut itself down. The program would then attempt to 

derive the secret word of the client presently on the machine. It used bugs in three significant 

administrations that sudden spike in demand for most cyber tresspass utilising the Unix working 

framework to access the cyber trespass. the number of cyber trespass his program had The program 

was genuinely cunning absolutely, however fizzled in others. It was cunning in the manner that it 

concealed itself from the cyber view. That is, the framework chairman couldn't distinguish the 

worm's quality but to see the exhibition issues that it was causing. In any case, the issue fizzled in one 

vital regard: it didn't property recognise the presence of different worms, so it would imitate 

regardless of whether there were different duplicates of the program executing on the machine! 

Subsequently, a few duplicates of the worm never shut down all alone, spread to an excessive number 

of cyber devices, or replicated themselves; however much the cyber attack could hold in memory. This 

incapacitated numerous machines despite the fact that Morris didn't expect to do as such, nor did he 

by any chance mean to contaminate such countless machines with the program. Despite the fact that 

his purpose was perplexing and the longest-running duplicate of the program ran for just four days, the 

Computer Fraud and Abuse Act was utilised to effectively indict lawful offence trespass charges 

against him. In American Computer Trust Leasing v. Jack Farrell Implement Co. The offended party 

utilised a modem to get to the respondent's cyber framework for his own motivations. This appears to 

plainly have been"section"asportrayedpreviously 

It is conceivable to draw from Morris that simply having cyber to cyber devices correspondence is 

sufficient to approach. Tragically, as portrayed beneath, the Minnesota court didn't view it as such. In 

State v. Olson, a grounds cop was sentenced for trespass when he utilised police computer devices to 

follow female understudies at the University of Washington. In spite of the fact that he had the 

authorisation to utilise the property, he didn't have the consent to do that for this reason and was seen 

as blameworthy as a result of it. This is obviously an intricate issue, albeit not an unpredictable one 

mechanically. It is not difficult to contend that some property on the Internet has a place with the 

individual who bought it or claims it actually. The information then again is a marginally more 

intricate issue, as for this situation. 
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Under customary trespass law, the topic of consent rotates around whether the alleged authorisation 

was express or suggested, regardless of whether it was revocable, and whether there was a state of 

restricted use. For instance, information and passive consent to a progressing action may establish 

inferred permission. Whether or not it is express or inferred, consent to enter might be repudiated, 

therefore by the property owner. And at last, even an invitee can submit trespass on the off chance that 

the person in question surpasses any states of restricted utilise forced by the property owner. 

While breaking down consent in the Internet, courts and pundits have contrasted these genuine space 

circumstances with activities, for example, giving the position to utilise a computer or record, 

allowing power to utilise a cyber device or record for specific purposes, keeping an email- available 

record, and in any event, associating oneself to the Internet. The CompuServe case included 

investigation at all three levels of the authorisation issue. To begin with, the court held that settling 

on the business choice to associate with the Internet didn't establish suggested authorisation by 

CompuServe for Cyber Promotions to spam its users.[68] Next, the court found that CompuServe had 

denied whatever inferred authorisation might have existed when it informed Cyber Promotions that it 

not, at this point, assented to the litigants' spamming. The litigants' proceeded with utilising from 

there on comprised trespass. Finally, the court found that CompuServe had explicitly restricted the 

assent it had conceded to Cyber Promotions to utilise its gear. CompuServe's posted strategy 

proclamation affirmed that it would not "license its offices to be utilised by unapproved gatherings to 

measure and store spontaneous email." Thus, the court found that trespass had occurred. 

A fascinating inquiry with trespass or interruption of computers emerges when singular cyber devices 

are starting to converge into a bigger organisation. There are zones and documents where an 

individual may keep hidden yet additionally permit admittance to different pieces of the cyber world. 

Utilising the trespass approach, a precept dependent on the idea of property, there is an expanding 

"drafting" of extra rooms. There are some "private zones" where the individual has truly restricted 

admittance, and there are "public zones" where access is allowed and empowered. There are additional 

zones where distinctive authorisation is conceded, for example, on account of the utilisation of CGI, 

where certain entrance (posting information) is permitted, and evolving data (hacking site page) isn't. 

Innovation gives methods for likely trespass a long ways past those of genuine space. It is workable for 

one individual to have a lot greater contact with significantly less time and much less exertion than 

would be needed in the actual world. Whatever lawful design is received to manage the internet 
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trespass, it should consider the sizeable inspiration driving the demonstration of intruding and in this 

way give a sufficient cure. 

Because of the interruption of spam into the set up social of the Internet, an exceptional enemy of 

spam development dependent on normal practices has arisen among a significant part of the Internet 

people group as of late. Utilising a vigilante approach, some irritated email beneficiaries battle spam 

with spam by sending various, and regularly heartfelt, answers back to the sender. At a more 

significant level, bunches have been coordinated for the sole reason for disposing of spam. In 

expansion to endeavours to lessen spam, endeavours can likewise be made to forestall different types 

of unapproved access. Clients can pick their organisation passwords cautiously to decrease the 

danger of programmers erroneously signing in as them. Organisation heads can execute approaches 

to discourage likely programmers. For example, many organisation heads log the quantity of bombed 

sign in endeavours to their framework. In the event that the organisation director sees three 

progressive bombed sign in endeavours, he could make an impression on the IP address where this 

disappointment happened to tell the client that he is being looked for dubious movement. Such 

activity may keep a possible programmer from proceeding with an endeavoured network break-in. 

Basically, clients and organisation heads should utilise sound judgment and execute strategies, 

whenever the situation allows, with the goal that they don't make breaking into an organisation any 

simpler for programmers. 

Keeping outsiders from getting to private compartments in the Internet or private spaces on a 

computer not associated with the Internet expects clients to find a way to secure themselves, for 

example, the utilisation of encryption, confided in specialists or sandboxing. 

Under this system, programmers are dependent upon criminal authorisations and corrective harms in 

common suits, regardless of whether harm to a proprietor's framework or information happens. This 

may mean advantageous data presently created by programmers should be acquired from different 

sources; for example, workers for hire with a proprietor's consent to test a framework for security 

defects. The spontaneous business email will not be influenced by these standards if beneficiaries 

don't find a way to bar access by these sales. The spontaneous business email which enters private 

space by bypassing access obstructions subjects the sender to the lawbreaker and common authorises 

above. 
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An obstruction raised by a proprietor should be sensibly hard to overcome. For example, on the off 

chance that an encryption calculation isn't sufficient, at that point, the boundary isn't one that the law 

regards. Government encryption principles could be utilised to set a base norm for calculations which 

the law will authorise when proprietors erect boundaries to access by outsiders. In any case, there are 

consistently openings in projects which give up until now unexpected section focuses. Thus, one 

should recognise circumvention of engineering as happened in the Robert Morris occurrence and 

"openings" in design or bugs in programming which give a state of the section to a holder. Our system 

utilises an irrational passage standard executed by resolution which takes a gander at the 

accompanying elements: 1) did the outsider utilise a program outside of its normal or sensible use to 

access the compartment? 2) did the outsider "attempt to beat the framework" to get into the holder 

(for example attempt to break a secret key or give bogus accreditations to a confided in specialist)? 3) 

did the outsider take an approved client's secret word or accept the personality of an approved client? 

On the off chance that any of the three variables exists, at that point the outsider's entrance of the 

private compartment is illicit, and the proprietor has a common reason for activity against here, 

whether or not the outsider brought on any harm. 

The absurd passage standard executed in a criminal resolution would require the particular aim of 

deliberate, intentional or crazy acts before the components of the wrongdoing are met. No criminal risk 

exists for careless acts on the grounds that our system puts the weight on proprietors to raise a 

boundary and forestall unapproved access. Accidental access is not an infringement under our 

system. Accidental access by an outsider recommends that the proprietor didn't erect an adequate 

access boundary. 

Albeit the preposterous section standard meddles with the objective of guaranteeing that all clients 

know the standard for getting to holders, the chaos here compares to the untidiness of reality. In 

troublesome cases, a sensibility standard applied by judges and juries is required.
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DEFAMATION 

 

 

Section 499 of the Indian Penal Code (IPC) defines Defamation as whoever, by words either spoken 

or intended to be read, or by signs or by visible representations, makes or publishes any imputation 

concerning any person intending to harm, or knowing or having reason to believe that such 

imputation will harm, the reputation of such person is said to defame that person. In basic words, 

Defamation is the demonstration of imparting bogus articulations about an individual that harm the 

standing of that individual when seen through the eyes of a conventional man. Any bogus and 

unprivileged explanation distributed or spoken purposely, deliberately, intentionally with the goal to 

harm somebody's standing is criticism. In any case, a simple disparaging assertion doesn't add up to 

maligning. The publication of such articulation is a pre-imperative to build up defamation. 

 

TRACING BACK DEFAMATION 

Despite the fact that criticism is a making-of English law, equal precepts existed a few thousand 

years back. In Roman law, abusive serenades were capitally culpable. In early English and Germanic 

law, affronts were rebuffed by cutting out the tongue. 

As late as the eighteenth century in England, just attribution of crime or social illness and projecting 

defamations on expert competence constituted slander, and no offenses were added until the Slander of 

Women Act in 1891 made an ascription of unchastely illicit. French slander laws generally have been 

more extreme. A demonstration of 1881, which introduced current French criticism law, required 

prominent withdrawal of defamatory material in papers and permitted truth as a safeguard just when 

distributions concerned people of note. Present day German criticism is comparative however by and 
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large permits truth as a protection. In Italy, truth only occasionally pardons criticism, which is 

criminally punishable there. 

Defamation laws in India were look on by Lord Macaulay in 1837 in the first draft of the Indian 

Penal Code and subsequently codified in 1860. The offence of defamation was in the same spirit of 

the prevailing English law. The intention behind criminalizing the act of defamation in British India 

was certainly allied with protecting the interests of the British Raj, the security of the state, 

and public order. Consequently, Section 499 of the Indian Penal Code, 1860 (“IPC”), was enacted 

and has remained unaltered for the last 158 years. 

Rajiv Gandhi’s administration, in July 1988, injured by accusations of the Bofors affair, introduced a 

defamation bill, which sought to create new offences of “criminal imputation” and “scurrilous 

writings”. The bill broadened the definition of the term ‘Defamation’ and moved the burden of proof 

from the aggrieved to the accused. The Lok Sabha had passed the bill and the bill was to be 

introduced in the Rajya Sabha thereafter. A highly successful nationwide strike by the newspaper 

industry and increasingly strident popular protests forced the government to withdraw the bill. The 

press release withdrawing the bill stated: “A free press is an integral part of the inner strength and 

dynamism of our democracy. Without a free press there can be no democracy. The imperishable 

values of our freedom struggle have gone into the making of the press in India”. 

 

PRESENTLY DEFAMATION IN INDIA 

Various freedoms to the citizens are granted by Article 19 of the Constitution. However, Article 

19(2) has levied reasonable exemption to freedom of speech and expression granted under Article 

19(1) (a). Contempt of court, defamation and incitement to an offence are some exceptions. 

Defamation in India is both a civil as well as a criminal offence. The defamed person is offered a 

remedy both in civil law for damages and in criminal law for punishment. Section 499 of the IPC 

provides for defamation and Section 500 of the IPC for punishment in respect of the said offence. 
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Whereas Civil defamation is not codified under a  specific  legislation.  Civil  Law,  defamation 

mostly falls under the Law of Torts, which imposes punishment in the form of damages awarded to 

the claimant. Under Criminal Law, Defamation is bailable, non- cognizable and compoundable 

offence. Therefore, the police cannot start investigation of defamation without a warrant from a 

magistrate (a FIR cannot be filed). The accused also has a right to seek bail. Later, the charges can be 

dropped if the victim and the accused enter into a compromise to that effect (even without the 

permission of the court). 

Section 499 states -: Whoever, by words either spoken or intended to be read, or by signs or by 

visible representations, makes or publishes any imputation concerning any person intending to harm, 

or knowing or having reason to believe that such imputation will harm, the reputation of such 

person, is said, except in the case hereinafter expected to defame that person. 

The Section further goes on to provide explanations to determine what would constitute defamation. 

Defamation under the IPC may constitute an imputation of a deceased person that would harm the 

reputation of that person if living and is intended to be hurtful to the feelings of his family or other 

near relatives. It may also amount to defamation to make an imputation concerning a company or an 

association or collection of persons as such. 

The Section however does state that no imputation is said to harm a person’s reputation, unless that 

imputation directly or indirectly, in the estimation of others, lowers the moral or intellectual character 

of that person, or lowers the character of that person in respect of his caste or of his calling, or lowers 

the credit of that person, or causes it to be believed that the body of that person is in a loathsome 

state, or in a state generally considered as disgraceful. 

The Section presents ten special cases for slander too, wherein the first exception expresses that the 

undiluted truth is an exemption for defamation, on the off chance that it is for the public good. Section 

500 of the IPC presents the discipline of defamation as basic detainment for a term which may reach 

out to two years, or with fine, or with both. 

CIVIL DEFEMATION 

Winfield has defined defamation as “publication of a statement, which tends to lower a person in the 

estimation of right thinking members of the society generally or which makes them shun or avoid 

that person.” 
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The statements made need to be false and it must be made without the consent of the alleged 

defamed person. Monetary compensation can be claimed from the defendant for defamation. There 

are certain requirements for successful defamation suit. They are: 

 False and defamatory statement: The presence of a defamatory statement is required. 

Defamatory content is one calculated to injure the reputation of a person or a class of persons 

by exposing them to hatred, contempt or ridicule. The test whether it damages reputation has 

to be calculated from the eyes of a common man and his comprehension of the matter. 

 Reference to the plaintiff: The statements must purport to a person or a class of persons. 

General statements like all politicians are corrupt is too broad and no specific politician can 

gain compensation for the same. 

 Publication: It must be published either in oral or written form. Unless the content is made 

available to a third person, there can be no defamation. Where a letter is sent in a language 

unknown to the recipient, he needs a third person to read to it him. If any defaming statement 

is made in it, it will constitute defamation even if it was sent as a private letter, since the aid 

of a third person was needed to read it. As in case of, Mahendra Ram vs. Harnandan Prasad, 

the publication was made of a defamatory statement written in Urdu to the plaintiff by the 

way of written letter. Plaintiff did not know Urdu and therefore needs another person to read 

it. It was held that the defendant can’t be made liable until it is proven that the defendant 

knew that the plaintiff is unaware of the Urdu language and would need someone else to read 

it. 

The person defamed can move either to the high court or trial court and seek damages in the form of 

monetary compensation from the accused. The remedy sought is covered under the Law of Torts, a 

rare and slow course of relief witnessed in India. 

 

 



 

145 
 

Defence available: The defence to an action for defamation are: 

1. Plea of Truth - In a civil action for defamation, truth of the defamatory matter is complete 

defence. Under criminal law, just proving that the statement was true is no defence. The exception 

under criminal law states the statement besides being true the imputation must be shown to have 

been made for public good. However, if the defendant is not able to prove that the statement 

published is true then he can be liable for defamation. As in the case of Radheshyam Tiwari vs. 

Eknath the defendant who was an editor, publisher and printer of a newspaper published some 

article about the plaintiff who was Block Development officer, stating that he has issued false 

certificates, accepted bribe and adopted corrupt means in various ways. Therefore, the plaintiff filed 

an action for defamation, it was held that the defendant failed to prove his statement was true and 

therefore he was liable for defamation. 

2. Fair comment- The case of a criticism fair in itself being proved to be due to unfair motives in the 

person making it is not known to have arisen, nor is it likely to arise, and it need not be here 

discussed. On principle it seems that the motive is immaterial; for if the criticism be in itself 

justifiable, there is nothing to complain of, unless it can be said that comment proceeding from an 

indirect and dishonest intention to injure the plaintiff is not criticism at all. 

3. Privilege- There are certain occasions where it is considered that the right of freedom of speech 

should overweight right to reputation. That is even if some wrongful or defamatory statement is 

being spoken, then also under certain circumstances person won’t be held liable for it. 

 

 Absolute Privilege- Absolute privilege covers cases in which complete freedom of 

communication is regarded as of such paramount importance that action for defamation 

cannot be entertained at all. A person defamed on an occasion of absolute privilege has no 

legal redress however outrageous the untrue statement which has been made about him and 

however malicious the motive of the market of it. 

Such occasions include any statement made by a member of either house of Parliament, 

publication by or under either authority of House of Parliament, any comment made about 

judges, counsel or anyone else which is relevant to the ongoing proceedings etc, can get 

exempted from the defamation proceeding. However, any statement made irrelevant to the 

proceeding even if it is made during the proceeding then also the defendant would be made 
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liable for defamation. 

Like in the case of Jiwab Mal vs. Lachhman Das, where the there was a petty suit going on, 

on which there was a suggestion by Trial Court for compromise. On this suggestion, 

Lachhman Das who was a witness to the proceeding remarked that there can be no 

compromise done as Jiwan Mal stands in middle and has looted the whole of Dinanagar and 

gets false cases set up. Jiman Mal, in fact, doesn’t even have any relation to the ongoing case. It 

was held by the High Court that the comment so made was irrelevant to the ongoing case and 

therefore defendant was held liable. 

 

 Qualified Privilege- Qualified privilege is usually used in cases where the person 

communicating the statement has a "legal, moral, or social duty to make it" The person 

making the statement must show that he or she has made the statement in good faith, 

believing it to be true and that the statement was made without malice. One example of 

qualified privilege is the immunity of members of the press from defamation charges for 

statements made in the press in good faith unless it can be proven that they were made with 

malice. 

Other examples when qualified privilege is used are: 

 

o Proceedings of regulatory agencies, sessions of legislatures, and governmental bodies 

o Fair criticism in a review 

o Statements made in self-defense or to warn others of harm or danger 

 

Qualified privilege should not be confused with absolute privilege, which protects the person from 

lawsuit no matter how wrong the action might be and even if the action is committed with malice or 

an improper motive. 

In Boxsius vs. Golbert, an Advocate under the instruction from his client dictated to his typist a letter 

addressed to B, containing defamatory statements about B. The letter was press copied by another 

clerk. In an action by B against the Advocate for defamation, the court held that the privilege 

protecting a business communication made on a privilege occasion covers “all incidents of its 

transmission and treatment, which are in accordance with the reasonable and usual course of 
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business.” Thus, the publication to his clerks by solicitor was covered by qualified privilege and as 

such Advocate was not held liable. 

D.P. Chaudhary v. Kumari Manjulata 

The plaintiff “respondent Manjulata about 17 years of age belonged to a distinguished family and 

studied B.A. There was a publication of a news item in a local daily Dainik Navjyoti that last night she 

ran away with a boy named Kamlesh; but she had gone to attend night classes. The news item was 

untrue and negligently published with utter irresponsibility. She was shocked and ridiculed by others. 

It was held that the action was defamatory and she was entitled with the damages of Rs. 10000/- by 

way of general damages. 

 

CRIMINAL DEFAMATION 

SEC 499 OF THE INDIAN PENAL CODE, 1860 states that Whoever, by words either spoken or by 

signs or by visible representations, makes or publishes any imputation concerning any person 

intending to harm, or knowing or having reason to believe that such imputation will harm, the 

reputation of such person, is said to defame that person. 

On the other hand, the Indian Penal Code gives an opportunity to the defamed individual to also 

move a criminal court, asking the latter to take cognizance of his complaint. It’s a bailable, non- 

cognizable and compoundable offence, which means no police can register a case and start 

investigation without the court’s permission. 

o It may amount to defamation to impute anything to a deceased person, if the imputation 

would harm the reputation of that person if living, and is intended to be hurtful to the 

feelings of his family or other near relatives. 

o It may amount to defamation to make an imputation concerning a company or an associate or 

collection of person as such. 

o An imputation in the form of an alternative or expressed ironically, may amount to 

defamation. 

o No imputation is said to harm a person’s reputation, unless that imputation directly or 

indirectly, in the estimation of others, lowers the moral or intellectual character of that 

person, or lowers the character of that person in respect of his caste or of his calling. Or 

lowers the credit of that person, or cause it to be believed that the body of that person is in a 
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loathsome state, or in a state generally considered as disgraceful. 

Defences available: 

1. Truth- It is not defamation to impute anything which is true concerning any person, if it be for 

the public good that the imputation should be made or published. Whether or not it is for the 

public good is a question of fact. 

2. Public servant- It is not defamation to express in good faith any opinion whatever respecting 

the conduct of a public servant in its discharge of its public functions, for respecting his 

character, so far as his character appears in that conduct, and no further. 

3. Opinion- It is not defamation to express in good faith any opinion or whatever respecting the 

conduct of any person touching any public question, and respecting his character cover sofa 

as his character appears in that conduct, and no further. 

4. Court proceeding- It is not defamation to publish a substantially true report of the 

proceedings of a Court of Justice, or of the result of any such proceedings. 

5. Opinion on merit of case- It is not defamation to express in good faith any opinion or 

whatever respecting the merits of any case, civil or criminal, which has been decided by a 

Court of Justice, or respecting the conduct of any person as a party witness or agent in any 

such case, or respecting the character of such person, as far as his character appears in that 

conduct, and no further. 

6. Author- It is not defamation to express it good faith any opinion respecting the merits of any 

performance which its author has submitted to the judgement of the public for respecting the 

character of the author so far as his character appears in such performance, and not further. 

7. Censure- It is not defamation in a person having over another any authority, either conferred 

by law or arising out of a lawful contract made with that other, to pass in good faith any 

censure on the conduct of that other in matter to which such lawful authority relates. 

8. Accusation- It is not defamation to prefer in good faith an accusation against any person to 

any of those who have lawful authority over that person with respect to the subject matter of 

accusation. 

9. Protection- It is not defamation to make an imputation on the character of other, provided 

that the imputation be made in good faith for the protection of the interest of the person be it, 

or any other person, or for the public good. 

Caution- It is not defamation to convey caution in good faith, to one person against another
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10. provided that such caution be intended for the good of the person to whom it is conveyed, or 

of some person in whom that person is interested, or for the public good. 

 

Punishment for Defamation 

Section 500 of IPC prescribes punishment for criminal defamation as "Whoever defames another 

shall be punished with simple imprisonment for a term which may extend to two years, or with fine, 

or with both." 

The offence under Section 500 is non-cognizable, bailable, and non-compoundable and triable by 

Magistrate of the First Class. In all other cases, the offence is non-cognizable, bailable, and 

compoundable with the permission of the Court and triable by Magistrate of the First Class. 

The offence is compoundable, meaning thereby that if the accused admits to the crime then he/she is 

acquitted on the basis that instead of punishment, the offender can bargain for an acquittal by 

payment of amounts determined by the court, tender an apology and such. 

Punishment for printing or engraving matter known to be defamatory is prescribed under Section 

501. The punishment prescribed for such offence is punished with simple imprisonment for a term 

which may extend to two years, or with fine, or with both. 

The offence under Section 501 is non cognizable, bailable, and non-compoundable and table by 

Magistrate of the First Class In all other cases, the offence is non-cognizable, bailable, and 

compoundable with the permission of the Count and table by Magistrate of the First Class. 

Section 502 prescribes punishment available to be the sale of a printed or engraved substance 

containing the defamatory issue. The punishment endorsed for such offense is rebuffed with 

straightforward detainment for a term which may reach out to two years, or with fine, or with both. 

The offense under Section 502 is non-cognizable, bailable, and non-compoundable and offense 

Magistrate of the First Class. In any remaining cases, the offense is non-cognizable, bailable, and 

compoundable with the authorization of the Court and offense by Magistrate of the First Class. 

 

Subramanian Swamy v. Union of India 

In 2014, Dr. Subramanian Swamy made corruption allegations against Ms. Jayalathitha. In response, 

the Tamil Nadu State Government filed defamation cases against Dr. Swamy. Thereafter, Dr. Swamy 
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and other prominent politicians challenged the constitutionality of the criminal defamation law in 

India, i.e., Sections 499 and 500 of the Indian Penal Code (IPC). A two-judge bench of the Supreme 

Court comprising Justices Dipak Misra and P. C. Pant decided the case. 

 

Section 499 defines defamation and Section 500 prescribes the punishment. Defamation is defined as 

spoken or written words or visible representations, concerning any person intended to harm his/her 

reputation. Exceptions to this include an ‘imputation of truth’ required for a ‘public good’, or the 

conduct of any person touching any public question, or expressing opinions on a public performance. 

The challenge before the court was twofold – first, whether criminalising defamation is an excessive 

restriction on freedom of speech, and second, whether the criminal defamation law under Sections 499 

and 500 is vaguely phrased and hence arbitrary. 

On 13 May 2016, the Court held that Section 499 is not an excessive restriction under Article 19(2). 

It held that society is a collection of individuals, and what affects individuals also affects the society 

as a whole. Hence, it held that it is valid to treat defamation as a public wrong. It held that criminal 

defamation is not a disproportionate restriction on free speech, because protection of reputation is a 

fundamental right as well as a human right. 

The Court relied on the judgments of other countries and reaffirmed the right to reputation as a part 

of the right to life under Article 21. Using the principle of ‘balancing of fundamental rights’, the 

court held that the right to freedom and speech and expression cannot be “allowed so much room that 

even reputation of an individual which is a constituent of Article 21 would have no entry into that 

area”. 

Further, the Court held that Sections 499 and 500 IPC are not vaguely worded or ambiguous. Using 

the Constituent Assembly Debates to understand what the framers of the Constitution meant by the 

word “defamation” in Article 19(2), the Court held that the word is its own independent identity. It 

stands alone and defamation laws have to be understood as they were when the Constitution came 

into force. 

 Sources: 

 https://www.britannica.com/topic/defamation 

  https://www.mondaq.com/india/libel-defamation/880758/defamation-on-social-media- 
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what-can-you-do-about- 

it#:~:text=Defamation%20has%20been%20defined%20under,believe%20that%20such% 

20imputation%20will 

 http://www.legalserviceindia.com/legal/article-2224-defamation-law-in-india.html 

 https://www.lexology.com/library/detail.aspx?g=d3075f4d-afb5-4920-bf59- 

26cf5d054ab8#:~:text=Defamation%20has%20been%20defined%20under,believe%20th
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                                                DIGITAL SIGNATURE 

 

ABSTRACT 

The introduction of signatures has provided a definite identity to the individuals and allowed the 

corporate sector and other individuals to function in a manner faster, keeping pace with the ongoing 

technology. The signatures have by far played a huge role in individual’s decision making and 

enabling consent at a much larger value. In olden times, every individual or the authorised signatory 

had to go through the document entirely and then provide his assent. This created enough hurdles 

amongst the organisations to keep up with the pace of the signatory and revolve around his/her 

timeline. Authorised Signatory may not be at a particular place and still allow his assent. Technology 

has duly provided his boon. 

In advancement of the growing industrial era, the United Nations in 1998 made an observation that 

increasing transactions in cyberspace over the recent years made it very necessary to have a legal 

framework dealing with e-signatures. It was the stringent laws for e-signature and the development of 

cyber laws were seen as the need of the hour. 

 

KEY WORDS: Cyber laws, United Nations, technology, digital, e-signature. 

 

 

INTRODUCTION 

Due to its varied nature, digital technology has provided faster, easy, accurate and convenient 

mechanism for creation, storage, transmission and retrieval of data without involving traditional 

paper- based formalities. This hastens the increasing use of digital technology in everyday life. 
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Distance, transportation, conveyance are withered away between two individuals when they sit in 

front of their respective terminals sharing common network. They can share information, data, 

communicate by remaining online without diminishing their efficiency in executing their work. These 

characteristic features of digital technology have led the world to go online. It has, in turn, increased 

the techno-dependency. Increasingly the business dealings, communication, official data and 

commercial transactions are being carried out in Cyberspace. The transformation of world from 

paper-based to digital based work culture has shifted the attention of world to find out the 

consequences of this transformation. Despite the speed, convenience and preciseness of the digital 

technology, some of the weaknesses of this technology has expressly manifested during the course of 

time. The most debatable issue in forefront is absence of degree of ‘privacy’ and ‘authentication’ of 

transactions, dealings and communication one can enjoy in traditional paper-based culture.  

Privacy is an essence of individual liberty. No one wants to enter into the zone where his privacy 

would be at stake. If one is unable to feel secure about and does not have confidence for the 

consequences the digital environment put him for, he would hardly chose such medium for his 

transactions. Therefore, a sense of privacy and assurance of respect in the medium play vital role for 

an individual to choose the medium. It is only because of the danger of being prospective violation of 

privacy, the net is treated is most dangerous zone where the ‘privacy’ has involved as a basic issue. 

 It should be noted down that the concept of ‘privacy’ discussed here is not from point of view of any 

right to privacy, but is should be understood as a part of all transactions, dealing, communication that 

is used to be carried out by an individual with a feeling to be maintained by the concept of ‘privacy’. It 

can be simply understood by taking an example of ‘E-mails’ and ‘chat rooms’. Nobody assure that 

how so far these ‘E-mails’ and ‘chat-rooms’ are safe to safeguard the privacy of an individual. The 

‘privacy’ is at stake in digital environment in two different ways. 

First, because if one remains connected to the network, he loses control over his data. It may possible 

that the data may be hijacked by someone else, driven out of the computers, or passes from one 

server to another server without the knowledge of user. Data in digital environment is in the form of 

bytes which is capable to move, transfer, copy, distribute, disseminate in number of ways sometime, 

with the knowledge, sometime without the knowledge of user. It is utmost difficult to check the 

various routes, channels and paths of data in network. 

Secondly, because netizens use network for creation, transfer, distribution, storage or dissemination of 

their data of personal nature. Today, billions of netizens are using Internet and they use the services 
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provided by the Internet Service Providers [ISP]. The netizens use Internet for creating their E-mail 

account(s), chatting, surfing, gathering information of government offices & companies, to search job 

opportunities and even put their personal information on matrimonial sites in search of prospective 

life partner. Once any private information or communicate in digital environment either uploaded or 

received, transmitted or stored in mail account, everything is stored in the server of the Internet 

Service Provider. In this case despite the information, which is of private in nature, does not remain in 

actual possession of the intended recipient, but stored in the server of Internet Service Provider. In 

most of the cases it is observed that Internet Service Providers treat either the subscriber of their 

services or the information they generate, as a commodity for their own business promotion or 

projecting their 

“Internet Services in to Digital Market. Bigger the number of subscribers availing services of ISPs, 

more the advertisement revenue generation for Internet Service Provider. This can be more clearly 

evident by surfing to the matrimonial  sites  that  uses  the  photographs,  liking  and  

disliking,hobbies, what they are looking for, of their subscribers to put on their home page to attract 

the other. Even in most of the cases, the netizens can view, share, surf and retrieve the data from 

these matrimonial sites. Therefore, entering into the digital environment is appeared to be risky now 

a day. Privacy is an essence of individual liberty which remains at stake in digital environment”. 

Another, serious problem one can pose in digital environment is lack of degree of ‘authentication’. 

‘Authentication’ is a soul essential for transactional solidarity. In absence of ‘authentication’, there 

would be difficulties in fixing the responsibilities and liabilities arise out of transactions and dealing. 

If the respective parties do not have the sense of ‘authentication’ for their counterparts, the documents 

coming from them, or if it is difficult to scrutinize whether the originator is the same and documents is 

not tampered in between the transaction, it is always have gap to air the doubt which lead to complex 

problem of fixing respective responsibility. Therefore, ‘authentication’ is one of the important 

ingredients for any transaction and dealing in any medium. 

The traditional medium has set a mechanism to safeguards the interest of parties with entering into 

transaction and dealing with regards to ‘privacy’ and ‘authentication’. Transactions, communication, 

information are passes in closed enveloped, stored in a locked cabinet, marked as ‘confidential’ and 

places has restricted entry for authorized personnel only. Secrete envelopes are marked to be opened 

by ‘only addressee’ or even sometime by using secrete codes in cryptographic languages which is able 

to decrypt by recipient only. The legislation like ‘the Official Secrete Act, 1923’ is an example to 
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safeguard the information of public offices. The degree of authentication is met out with the help of 

‘stamps’, ‘seals’,identity cards, ‘logos’, ‘official emblems’, ‘signatures’, ‘encrypted messages’ and 

several times by agreements signed by parties and attested by competent witnesses to protect 

information of ‘confidential nature’. Such agreements are generally known as ‘Non-disclosure 

Agreement’. Thus, the mechanism of authentication of information is neither new, nor uncommon to 

the legal system and there are several ways to generate sufficient degree of ‘privacy’ and 

‘authentication’. The need of ‘privacy’ and ‘authenticity’ of transactions, information, data, 

communication is still not diminished at all, which in contrast was lacking in digital environment. 

Therefore, it was felt necessary to introduce the technological safeguards which would able to 

provide the same level of authenticity and privacy the traditional system claimed for. ‘Digital 

signature’ has been introduced with the purpose to provide a degree of ‘authentication’ and ‘privacy’ 

to digital content. The present mechanism of affixing ‘digital signature’ is able to provide 

‘authentication’ and to some extend create a degree of ‘privacy’ in the digital environment. 

 

DIGITAL SIGNATURE VIS-A-VIS INFORMATION TECHNOLOGY ACT, 

2000 

In England, the statue of Frauds was enacted in 1677, requiring 

written evidence that contracts were actually enters into, 

specifically excluding from consideration by the courts legal 

actions on certain contracts unless there was written evidence of the 

agreement signed by  the party to be charged or his duly authorised 

agent1 

Fundamentally, signatures developed as a requirement of evidence law, the law trusting the 

acknowledged written word in favour of oral agreement. The reason attributable to this is that 

signatures on paper continue to exist as proof while the spoken word, once uttered, cannot be 

reproduced as proof. Thus, the need for signatures grew in the light of a basic distrust of human 

motives, in an attempt to bind parties to promises that they made, with written signatures ensuring 

non- repudiation. The Act, inter alia, deals with digital signatures so that the electronic records have 

legal effect or authentication. The Act is based on UNCITRAL’s Model Law on e-business or e-

commerce and at the same time is a legal base to facilitate electronic transactions. 



 

 

HOW DIGITAL SIGNATURES WORK

Digital signatures are based on public key cryptography, a

Using a public key algorithm, such as

one private key and the other public key. Digital signature work through public key cryptography’s 

two mutually – authenticating cryptographic

uses their own private key to encrypt

with the signer’s public key. This is how digital signature are authen

technology requires all the parties to trust that the individual creating the signature has been able to 

keep their own private key secret. If someone else has access to the signer’s private key, the party 

could create fraudulent digital signatures in the name of the private key holder.

 

HOW TO CREATE A DIGITAL SIGNATURE

function can convert an arbitrary input into a fixed length value, which is usually much shorter. This 

saves time as hashing is much faster than signing. The value 

Any change in the data, even a change

attribute enables others to validate the integrity of the data by using the signer’s public key to decrypt 

the hash. If the decrypted hash matches 

data, it proves that the data hasn’t changed

has either been tampered with in some way

created with a private key that doesn’t

with authentication. 

A digital signature can be used with any kind 

the receiver can be sure of the sender’s identity and that the message arrived intact. Digital signatures 
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HOW DIGITAL SIGNATURES WORK 

Digital signatures are based on public key cryptography, also known as asymmetric

as RSA, one can generate two keys that are mathematically

one private key and the other public key. Digital signature work through public key cryptography’s 

cryptographic keys. The individual who is creating the

encrypt signature – related date; the only way to decrypt

public key. This is how digital signature are authenticated. Digital signature 

technology requires all the parties to trust that the individual creating the signature has been able to 

keep their own private key secret. If someone else has access to the signer’s private key, the party 

digital signatures in the name of the private key holder. 

HOW TO CREATE A DIGITAL SIGNATURE 

To create a digital signature, signing software 

email program – creates a one – ay hash of the electronic data to 

be signed. The private key is then used to encrypt the hash. The 

encrypted hash – along with other information, such as the 

hashing algorithm – is the digital signature. The reason for 

encrypting the hash instead of the entire message or document is 

that a hash 

ry input into a fixed length value, which is usually much shorter. This 

saves time as hashing is much faster than signing. The value of a hash is unique to 

a change in a single character, will result in a diffe

others to validate the integrity of the data by using the signer’s public key to decrypt 

matches a second computed hash of the same data,

sn’t changed since it was signed. If the two hashes don’t match, the

some way – a compromise to its integrity – or 

doesn’t correspond to the public key presented by the

A digital signature can be used with any kind of message – whether it is encrypted or 

the sender’s identity and that the message arrived intact. Digital signatures 

lso known as asymmetric cryptography. 

mathematically linked: 

one private key and the other public key. Digital signature work through public key cryptography’s 

the digital signature 

decrypt that data is 

ticated. Digital signature 

technology requires all the parties to trust that the individual creating the signature has been able to 

keep their own private key secret. If someone else has access to the signer’s private key, the party 

To create a digital signature, signing software – such as 

ay hash of the electronic data to 

ed to encrypt the hash. The 

along with other information, such as the 

is the digital signature. The reason for 

encrypting the hash instead of the entire message or document is 

ry input into a fixed length value, which is usually much shorter. This 

to the hashed data. 

different value. This 

others to validate the integrity of the data by using the signer’s public key to decrypt 

 it proves that the 

don’t match, the data 

 the signature was 

correspond to the public key presented by the singer – an issue 

or not – simply so 

the sender’s identity and that the message arrived intact. Digital signatures 
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make it difficult for the signer to deny having signed something – assuming their private key has not 

been compromised – as the digital signature is unique to both the document and the signer and it 

binds them together. This property is called nonrepudiation. Digital signature are not to be confused 

with digital certificates. A digital certificate, an electronic document that contains the digital 

signature of the issuing certificate authority, bonds together a public key with an identity and can be 

used to verify that a public key belongs to a particular person or entity. Most modern email programs 

support the use of digital signatures and digital certificates, making it easy to sign any outgoing 

emails and validate digitally signed incoming messages. Digital signatures are also used extensively 

to provide proof of authenticity, data integrity and nonrepudiation of communications and 

transactions conducted over the internet. 

CLASSES OF DIGITAL SIGNATURE 

 There are three different classes of Digital Signature Certificates: 

Class 1: cannot be used for legal business documents as they are validated based only on an email ID 

and username. Class 1 signatures provide a basic level of security and are used in environments with a 

low risk of data compromise. 

Class 2: Often used for e-filing of tax documents, including income tax returns and goods and 

services tac (GST) returns. Class 2 digital signatures authenticate a signee’s identity against a pre-

verified database. Class 2 digital signatures are used in environments where the risks and 

consequences of data compromise are moderate. 

Class 3: The highest level of digital signatures. Class 3 signatures require a person or organization to 

present in front of a certifying authority to present in front of a certifying authority to prove their 

digital signatures are used for e-auctions, e-tendering, e-ticketing, court filings and in other 

environments where threats to data or the consequences of a security failure are high. 

PROVISIONS RELATING TO DIGITAL SIGNATURE 

Digital signatures  authenticate  the   source   of   messages   like   an   electronic   mail   or   a   

contract in electronic form. 

The three important features of digital features are: 

● Authentication – They authenticate the source of messages. Since the ownership of a digital 
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certificate is bound to a specific user, the signature shows that the user sent it. 

● Integrity – Sometimes, the sender and receiver of a message need an assurance that the 

message was not altered during transmission. A digital certificate provides this feature. 

● Non-Repudiation – A sender cannot deny sending a message which has a digital signature. 

According to the Information Technology Act, 2000, digital signatures mean authentication of any 

electronic record by a subscriber by means of an electronic method or procedure in accordance with 

the provisions of section 3. Further, the IT Act, 2000 deals with digital signatures under Sections 

2, 3, and 15. 

Section 2(1) (p): 

According to Section 2(1) (p), digital signature means ‘authentication of any electronic record using 

an electronic method or procedure in accordance with the provisions of Section 3‘. 

Further, authentication is a process for confirming the identity of a person or proving the integrity of 

information. Authenticating messages involves determining the source of the message and verifying 

that is has not been altered or modified in transit. 

Section 3 

Section 3 of the Information technology Act, 2000 provides certain provisions for the authentication 

of electronic records. The provisions are: 

● Subject to the provisions of this section, any subscriber can affix his digital signature and 

hence authenticate an electronic record. 

● An asymmetric crypto system and hash function envelop and transform the initial electronic 

record into another record which affects the authentication of the record. 

Also, any person in possession of the public key can verify the electronic record. 

Further, every subscriber has a private key and a public key which are unique to him and constitute a 

functioning key pair. 

Secure Digital Signature (Section 15) 

Let’s say that two parties agree to apply a certain security procedure. If it is possible to verify that a 

digital signature affixed was 

● Unique to the subscriber affixing it. 

● Capable of identifying the subscriber. 
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● Created in a manner under the exclusive control of the subscriber. 

Also, it is linked to the electronic record in such a manner that a change in the record invalidates the 

digital signature then, it is a secure digital signature. 

 

THE FUNCTIONS OF THE SIGNATURE 

Traditionally, hand-written, paper-based signatures perform many functions. These may be 

summarised as under: 

● To identify a person: i.e., by singing, the singer marks the text in his/her own unique way an 

makes it attributable to him/her. 

● To provide certainty and proof as to the personal involvements of that person in the act of 

signing. 

● To associate the signer with the content of a document; or as proof the signer’s intention that 

it has legal effect. 

● To attest to the intent of a party to be bound by the content of a signed contract. 

● To show the intent of a person to endorse authorship of a text 

● To show the intent of a person to associate himself with the content of a document written by 

someone else 

● As a matter of ceremony: signing calls to the signer’s attention the legal significance of his 

act; 

● To provide efficiency and logistics: i.e., a signature on a written memorandum often imparts a 

sense of clarity and finality to the transaction, especially if the signature is used to indicate 

approval or authorization. 

In general, the trend in most legal systems, in this century, has been towards reducing formal 

requirements in law, or toward at least minimizing the consequences of failure to satisfy formal 

requirements. Nevertheless, sound practice remains to formalize a transaction in a manner that best 

assures the parties of its validity and enforceability. Therefore, in current practice, that formalization 

usually entails documenting the transaction and signing or authenticating the documentation. 

However, these centuries-old means old documenting transactions and creating signatures are 
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changing with the rapid technological development we are witnessing. Documents continue to be 

written on paper, but sometimes merely to satisfy the need for a legally recognised form. In many 

instances, the information exchanged to effect a transaction never taken paper form. It also no longer 

moves as paper does, it is not physically carried from place to place but rather streams along digital 

conduits at a speed impossible for paper. The computer-based information is also utilized differently 

than its paper counterpart. 

The law just begun to adapt to the new technological forms. Although the basic nature of the 

transaction has not changed, the form, the means by which it is represented and effected, etc., are 

changing. As a result, formal requirements in law need to be updated accordingly. The legal and 

business communities need to develop and adopt rules and practices which recognised in the new, 

computer-based technology, the effect achieved or desired from the paper forms. Therefore, it is 

desirable to develop functional equivalents for the various types and levels of signature requirements 

in existence. 

Article 7 of UNCITRAL Model Law on Electronic Commerce is based on the recognition of the 

functions of a signature in a paper-based environment. It focuses on the two basic functions of a 

signature, namely, to identify the author of a document and to confirm that the author approved the 

content of that document. Paragraph (1) (a) establishes the principle that, in an electronic 

environment, the basic legal functions of a signature are performed by way of a method that identifies 

the originator the content of that data message. 

Paragraph (1) (b) establishes a flexible approach to the level of security to be achieved by the method 

of identification used under paragraph (1) (a). The method used under paragraph (1) (a) should be as 

reliable as is appropriate for the purpose for which the date message is generated or communicated, 

in the light of all the circumstances, including any agreement between the originator and the 

addressee of the date message. 

Article 7 does not introduce a distinction between the situation in which users of electronic 

commerce are linked by a communication agreement and the situation in which parties had no prior 

contractual relationship regarding the use of electronic commerce. Cyber Security was not that much 

popular in earlier days. 
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PROVISIONS TO SAFEGUARD THE ‘DIGITAL SIGNATURE’ 

MECHANISM 

● The Controller acts as the repository of all Digital Signature Certificates and also maintains 

the computerized data base of all public keys. This ensures the availability of public key to any 

member of public and verification of data is possible 

● The Controller has responsibility to ensure from any intrusion and misuse of any hardware, 

software and procedures to safeguards ‘Digital Signature mechanism’ and 

● Shall observe such other standards as may be prescribed by the Central Government. 

● The Controller is empowered to investigate any contravention of any of the provisions of the 

Act either by himself or through authorized officer 

● S. 30 of the Act provide the procedure which Certifying Authority should follow. This 

section laid down the responsibility on Certifying Authority with regard to hardware, 

software and procedures that are secure from intrusion and misuse2. It also laid down that 

Certifying Authority should provide a reasonable level of reliability in its services which are 

reasonably suited to the performance of intended functions. In addition to it, Certifying 

Authority should also adhere to security procedures to ensure that the secrecy and privacy of 

the digital signatures are assured and observe such other standards as may be specified by 

regulations. This is because to ensure the security measures for ‘Digital Signature’ and 

prevents it from any intrusion and misuse. 

 

PROVISIONS WITH REGARDS TO FUNCTIONAL ASPECTS  

OF ‘DIGITAL SIGNATURE’ 

The Controller is empowered to issue the licence to issue Digital Signature Certificates any person 

only after the Terms and conditions of licence to issue Digital Signature Certificate have been provided 

vide rule 3 of the Information Technology (Certifying Authority) Regulations, 2001. 

Fulfillment of requirement laid down by the Act. The Terms and conditions of licence to issue Digital 

Signature Certificate have been provided vide rule 3 of the Information Technology (Certifying 

Authority) Regulations, 2001. 
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The licence to Certifying Authority is issued only subject to satisfaction of qualification, expertise, 

manpower, financial resources and infrastructure facilities. This shows that person must comply with 

the requirement laid down by the Act and corresponding rules from time to time. Therefore, while 

granting the licence to any Certifying Authority3 to issue ‘Digital Signature’ the ability of the 

Certifying Authority will be tested upon and comply with, otherwise Controller will not issue licence 

to Certifying Authority4. 

● Though the provision laid down the liberty for Certifying Authorities to set norms and 

standards for issue ‘Digital Signature Certificate’ to the subscribers, they must observe the 

rules and regulation laid down by the Act and instruction given by the Controller from time 

to time. 

● The Certifying Authority may charge the fees for issuing ‘Digital Signature’ to subscriber 

not exceeding Rs. 25000/-[or as may be prescribed by Central Government]. 

● The licence issued to the Certifying Authority also has expiry date. However the provision 

for renewal of licence also been prescribed by the Act. 

● The Act also prescribed the provision for issuance and suspension of licence for which 

Controller has been empowered by the Act. The grounds for the suspension of licenses are 

● Providing any incorrect information asked by any statement 

● Failed to comply with any term and condition on the basis of which the licence has been 

granted 

● Failed to maintain standard or contravened the provision of the Act 

However, Controller will give the Certifying Authority an ‘opportunity of being heard’ to put his 

stand before revocation of licence. Thus, as stated in the beginning of this part of research writing, the 

mechanism of digital signature functions to achieve authentication, non-repudiation and verification 

of electronic record. It provides the sense of security in the electronic environment and facilitates the 

electronic transaction. 

 

CASE LAWS 

In Mohammed Ibrahim and others vs. State of Bihar & Another, affixes any digital signature on 

any electronic record; it makes any mark denoting the execution of a document or the authenticity of 

the digital signature, with the intention of causing it to be believed that such document or a part of 
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document, digital signature was made signed, executed or affixed with digital signature either by 

himself or by any other person, whether such person be living or dead at the time of such alteration. 

In Bharat Bhushan Sharma vs. Union of India, the Digital signature certificate is required to be 

issued in the capacity of the director to file necessary annual returns to discharge statutory obligations 

of all the other companies. 

 

CONCLUSION 

With the advancement in technology, the usage of the digital signature in place of the conventional 

signature has widely increased. The Information Technology Act, 2000 talks widely about the 

concept of Digital Signature, the authorities who have been given the power of issuing the digital 

signature certificate and the circumstances which require affixation of the digital signature. 
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E-CONTRACTS IN IT ACTS AND CONTRACTS 

 

The very rapid emergence of industrialisation, globalisation and technicalities formed a great 

basis for the growth of technology and the rise of this computer age. Electronic commerce is one 

of its products seeing that it is a major economic significance of the 21st century. Thus, internet 

is a new culture that has undoubtedly come to stay and while it remains, changes our own style. 

The wide range of activities performed with the use of internet has proven to outweigh the old 

fashion way of doing same activities. The internet has a great deal of impact on business and its 

practices, local markets will be mostly replaced by global markets. This change will lead to new 

business models and of course, the birth of E-commerce. One of such E-transactions includes 

Internet contract, which is E-contract. 

 

E-COMMERCE 

Generally, E-commerce is a way to conduct commerce in totality using the internet as a medium. 

According to Hemant Goel’s book on Law and Emerging Technology, Cyber law, E-commerce 

is “the conducting of transactions using network of computers and telecommunication i.e., 

internet”. He also says “It is an exchange of goods and services over internet and a financial 

consideration for them”. 

E-commerce (electronic commerce or EC) is the buying and selling of goods and services, or the 

transmitting of funds or data, over an electronic network, primarily the internet. These business 

transactions occur either as business-to-business, business-to-consumer, consumer- to-consumer 

or consumer-to-business. 

E-commerce under IT Act 2001: In the WTO Work Programme on Electronic Commerce, 

Electronic Commerce means the production, distribution, marketing, sale or delivery of goods 

and services by electronic means and are, therefore, covered by the concept of 'electronic 
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commerce'. Broadly defined, electronic commerce encompasses all kinds of commercial 

transactions that are concluded over an electronic medium or network, essentially, the Internet 

and E-commerce covers three main types of transactions, i.e. 

business-to-consumer (B2C), business-to-business (B2B), and business-to-government (B2G) 

and hence E-commerce can be used as a synonym with the e-contracts. 

Legal framework for ecommerce has been provided by the Information Technology Act, 2001, 

which makes India only the twelfth country in the world which has such a comprehensive 

legislation for ecommerce. This Act also effects consequential amendments in the Indian Penal 

Code, the Indian Evidence Act, 1872, and the RBI Act, 1934 to bring them in line with the 

requirements of digital transactions. (Similar amendments are being planned for the Companies 

Act, 1956 to also facilitate e-commerce and e-governance.) 

E-CONTRACT 

E-contract is a contract model, specified, executed and deployed by a software system. E- 

contracts are conceptually very similar to traditional (paper based) commercial contracts. 

Vendors present their products, prices and terms to prospective buyers. Buyers consider their 

options, negotiate prices and terms (where possible), place orders and make payments. Then, the 

vendors deliver the purchased products. Nevertheless, because of the ways in which it differs 

from traditional commerce, electronic commerce raises some new and interesting technical and 

legal challenges. 

 

WHAT THEN IS E CONTRACT? 

E-contract is any kind of contract formed in the course of e-commerce by the interaction of two 

or more individuals using electronic means, such as e-mail, the interaction of 

an individual with an electronic agent, such as a computer program, or the interaction of at 

least two electronic agents that are programmed to recognize the existence of a contract. 

E-contract is a contract modelled, specified, executed and deployed by a software system. The 2 

main parties to an e-contract are- The Originator and the Addressee. 
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- Originator according to the IT Act, 2008 is a person who sends, generates, stores or transmits 

any electronic message to be sent, generated, stored or transmitted to any other person and does 

not include an Intermediary. 

An Addressee according to the IT Act, 2008 is a person who is intended by the originator to 

receive the electronic record but does not include any Intermediary 

NATURE OF E-CONTRACT 

1. The parties do not, in most cases, meet physically. 

2. There are no physical boundaries. 

3. No handwritten signature and in most times, no hand writing is required. 

4. Since there is no utmost security, risk factor is very high. 

5. Jurisdictional issues are a major setback on e-contracts in case of breach. 

6. There is no single authority to monitor the whole process especially in shrink wrap contracts. 

7. Digital Signatures are used and electronic records are used as evidences in court n when need 

arises. 

8. The three main methods of contracting electronically are e-mail, World Wide Web (www), 

and Cyber contracts (Click to agree/online contract). 

9. The subject matter includes: 

(A). Physical goods, where goods are ordered online and paid over internet and physical delivery 

is made. 

(B). Digitised products such as software which can also be ordered for. (C). Services like 

electronic banking, sale of shares, financial advice etc. 

 

ESSENTIAL ELEMENTS OF E CONTRACT 

The essential elements of online contract are discussed below: 

 Offer – Just like paper made or conventional contract, one of the most essential elements 

of online contract is the requirement of an offer to be made. There must be a lawful 
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proposal or offer made by one party known as the proposer and it is the starting point of a 

contract. By browsing and choosing the goods and services available on the website of 

the seller, the consumer makes an offer to purchase such in relation with the invitation to 

offer made by the seller. A proposal must be distinguished from the invitation to offer or 

treat and must be made with an intention to create legal relationship. An offer or proposal 

is revocable and can be withdrawn at any time before it is accepted because once it is 

accepted by the other party, it becomes a promise. 

 Acceptance – When a proposal or offer is made is accepted by the person to whom the 

offer is made, it becomes a promise. The acceptance of the proposal must be 

unconditional and absolute and must be communicated to the proposer or the offeror. In 

case of an online contract, offer and acceptance can be made through e-mails or by filing 

requisite form provided in the website. They may also need to take an online agreement 

by clicking on ‘I Agree’ or ‘I Accept’ for availing the services offered. 

 Intention to create legal relationship – If there is no intention of creating legal 

relationship on the part of the parties to contract, there is no contract between them. It is 

an essential element of valid contract that parties to the contract must have intention to 

create legal relationships. The intention of the parties is to be considered by the Court in 

each case and must be ascertained from the terms of the agreement and surrounding 

consequences. Agreement of social or domestic nature do not create legal relationship, 

hence they are not contract and are not enforceable by law. In the case of arrangements 

regulating social relations, it follows as a matter of course that parties do not intend legal 

consequences to follow. For example, an invitation for marriage to a friend or family 

through e- mails or fax or through any means of telecommunication is not a contract. 

 Lawful object – Parties to the agreement must contract for a legal object. A contract is 

only enforceable by law only when it is made for a lawful purpose. It must not defeat any 

provision of law and must not be fraudulent in nature. Thus, a contract on a website 

designed for the purpose of selling illegal substances online is a void contract. If an 

agreement is made to cause injury to any person or his property, such agreement is not 

lawful and therefore to be considered as void. If any competent Court regards any 

agreement as opposed to public policy, it is a void contract. 

 Legal or lawful consideration – Consideration is one of most important elements of a 

contract. The basic rule is that when a party to a contract promises to perform his 
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promise, he must get something in return for the performance of his promise. 

Consideration is something of some value in the eyes of law. It may be of some benefit, 

right, interest or profit given to the party as inducement of promise. An act constituting 

consideration must be moved at the desire of the promisor and must be legal, real and not 

imaginary. Promises that are physically impossible to perform cannot have real 

consideration. For e.g., an online site that offers purchase of land in moon. 

 Capacity of parties – Parties to a contract must be capable of entering into a contract. He 

must attain the age of majority and must be of sound mind. He must not be disqualified 

from contracting by any law for the time being in force. In our country an agreement 

where either party is a minor has no significance. It is considered as void ab-initio. As per 

Section 12 of the Indian Contract Act, 1872, any person who is in a position to judge and 

safeguard his own interest is of sound mind and capable enough to enter into a contract. 

When a person is declared insolvent by any competent Court, he cannot enter into a 

contract relating to his property. In the old age foundation case of Mohori Bibee vs. 

Dharmodas Ghose, it was held by the Privy Council that an agreement by a minor is 

void. 

 Free consent – Consent which is defined under Section 13 of the Indian Contract Act, 

1872 is an essential requirement of a contract. It is basically the meeting of minds of the 

parties. When both agree upon the same thing in the same manner, they are said to 

consent. In case consent is caused by coercion, it is voidable at the option of the party 

whose consent was so caused. Coercion includes physical compulsion, threat, and 

violence. Consent has to be free and genuine and not induced by misrepresentation, 

undue influence i.e., a case where one person is in a position to dominate the will of 

another. But in case of online contract there is a narrow scope of physical communication 

between the website and the customer availing their service, they just give consent by 

clicking the option that ensures free and genuine consent. 

 Possibility of performance – The terms and conditions of agreement must be certain and 

not vague and must also be such as are capable of performance. An agreement to do an 

act impossible in itself cannot be enforced as per section 29 of the Indian Contract Act, 

1872. It is the general rule that the promisors of the contract to perform the promise but 

the other persons also who may perform under certain circumstances such as an agent if 

appointed by the promisor for this purpose, legal representative in case of death of a 
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promisor. The time, place and manner of the performance of contract are fixed generally at the 

desire and conveniences of the parties. Various rules regarding the time and place of contract are 

laid down under section 46 to 50 and section 55. When the time is the essence of contract, a 

promisor is expected to perform his promise with the stipulated time period and if he fails to do 

so, the contract becomes voidable at the option of the promisee. 

FORMATION OF ONLINE CONTRACT 

(C). The Indian Contract Act, 1872 gives a lawful status to the common contractual rule. A valid 

contract is formed by free consent of competent parties for a lawful object and consideration. 

This Act does not prescribe any specific provision for communicating offer and acceptance. It 

may be made in writing or by word of mouth or inferred from the conduct of the parties and the 

circumstances. Express contract is said to be expressed and entered into by words spoken or 

written where the offer and acceptance are expressly agreed upon at the time of formation of the 

contract. When the contract is inferred from the conduct of the parties, a contract is said to be 

implied. Such contract comes into existence on account of conduct or act of the parties. 

(D). The Information Technology Act, 2000 has made certain provisions for the validity and the 

formation of online contracts but no specific legislation has been incorporated for the validity of 

online contracts in India. Even if no specific provision is made for the validity of online 

contracts, it cannot be challenged based on technical grounds. 

(E). There are few processes available for forming an electronic contract such as e-mail by which 

offers and acceptances can be exchanged. An online contract can be formed by completing the 

website form provided for availing good or services offered by the seller in the website for 

example air tickets. The person who intends to avail the good or services offered in the website 

can place an order on the website by filling the concerned form and communicating such. The 

goods offered can be delivered directly through electronic means for e.g., e- tickets or may be 

later for e.g., clothes. Another process available for the formation of an online contract is through 

online agreements by clicking on the button that says ‘I Accept’ while connecting to a software 

and by clicking on ‘I Agree’ button while signing up for an e-mail account. 

(F). Online contract is formed through new modes of communication such as e-mail, internet, fax and 

telephone. The requirement of essential element such as offer and acceptance in online contract 

formation is as much essential as it is for the formation of paper based traditional contract. 

Contract formation over websites is quite different from the earlier ways of contract formation. 

Online contract formation mainly raises issues in relation to the applicability of the offer and 
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acceptance rule. It is the website which acts as the retailer and responds as per the consumer’s 

action. When a consumer is interested in downloading songs, videos or movies from a retailer 

website in lieu of payment, the consumer will have to agree to the standard terms of the retailer’s 

website by clicking the particular option button. Once the terms are agreed by the consumer and 

the acceptance is expressed, it is the responsibility of the website to deliver the service to the 

consumer. And lastly, on making the appropriate payment, the contract is completed between the 

consumer and the retailer’s website for the particular transaction. 

 

VALIDITY OF ONLINE CONTRACT 

The Information Technology Act, 2000 provides various procedural, administrative guidelines 

and regulates the provisions relating to all kinds of electronic transactions. These include 

computer data protection, authentication of documents by way of digital or electronic signature. 

Though electronic contracts have been given recognition by the IT Act, 2000, but majority feels 

it less secured to get into any kind of online contracts as there are no concrete judicial precedents 

for the validity and enforceability of online contracts in India. In case of browse wrap contracts, 

we usually accept the terms and conditions of the contract by clicking the button that indicates ‘I 

Agree’ and in case of shrink wrap contract or purchase of a software product, assent is given by 

the consumer or the purchaser with tearing of the wrapper and using it. Many have the tendency 

of not reading the terms and conditions carefully before agreeing to such. But these actions 

should be taken consciously and carefully only after reading the terms of the contract properly as 

it leads to a valid contract and the terms can be strictly enforced against them. 

However, courts in other countries such as US, have dealt with validity and enforceability of 

contracts such as shrink wrap and click wrap contracts. It was held in the famous case 

of ProCD. Inc. v Zeidenburg “that the very fact that purchaser after reading the terms of the 

license featured outside the wrap license opens the cover coupled with the fact that he accepts 

the whole terms of the license that appears on the screen by a key stroke, constitutes an 

acceptance of the terms by conduct.” Thus, it is confirmed that shrink wrap agreements are valid 

contracts and are enforceable against the purchaser of the software. But the enforceability of the 

shrink wrap agreement is extended as far as the general principles of contract are not violated. 

The validity of click wrap agreement was first considered when the Court for northern district of 

California upheld in the famous case of Hotmail Corporation that “the defendant is bound by the 

terms of the license as he clicked on the box containing “I agree” thereby indicating his assent to 
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be bound” [Hotmail Corporation v. Van $ Money Pie Inc, et al]. 

It was also held by the Appellate Division of Superior Court of New Jersey, that by clicking the 

“I Agree” option given in the dialogue box the plaintiff has entered into a valid and binding 

contract and can be made liable for the terms and conditions laid down in the contract. Click 

wrap agreements are thus valid and enforceable in US as long as the offer and acceptance rule 

has taken into consideration. 

In the year 2015, an initiative known as ‘Digital India’ was launched by Narendra D. Modi, the 

present Prime Minister of India. This campaign was launched to ensure that government services 

available to the citizens of our country in any electronic way which will lead to the improvement 

of online infrastructure and internet connectivity in our country. The initiative of Digital India 

aims to connect rural areas with highspeed internet networks and consists of three components 

such as the creation of digital infrastructure, Delivery of services digitally and digital literacy. Its 

main object is to make our country digitally empowered in the field of technology. 

With the wide spread expansion and globalization of technology, existence of online contract has 

become regular in our life right from buying daily groceries from the market to withdrawing 

money from an ATM. Electronic contracts by use of technology is much cost effective and delay 

can be instantly removed in comparison to traditional paper base contracts. There is less chance 

of committing errors as it is much automated. It provides an opportunity to the seller to reach 

millions of consumers irrespective of distance and most importantly without the involvement of 

middlemen or any brokers.  

The Indian Contract Act, 1872 provides a basic contractual rule that a contract is valid if it is 

made by competent parties out of their free consent for a lawful object and consideration. 

There is no specific way of communicating offer and acceptance; it can be done verbally, in 

writing or even by conduct. Thus, oral contracts are as valid as written contracts; the only 

condition is they should possess all the essentials of a valid contract. It was held in the case of 

Bhagwandas Goverdhandas Kedia v. Girdharilal Parshottamdas, “that ordinarily, it is the 

acceptance of offer and intimidation of that acceptance which results in a contract. This 

intimation must be by some external manifestation which the law regards as sufficient. 

Hence, even in the absence of any specific legislation validating e-contracts cannot be 

challenged because they are as much valid as a traditional contract is.” 

An online contract is simply a communication between two parties in regard to transfer of 

goods/services. And as per Indian Evidence Act any e- mail communication and other 
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communication made electronically is recognized as valid evidence in a Court of law. By 

considering the points, it can be concluded that the contract that follows the communication is 

valid too and Indian law thus recognizes the validity of online contracts. 

The citizens of India are encouraging the concept of Digital India, but there are no definite 

legislations relating to the transactions done over computerized communication networks. 

Several laws such as The Indian Contract Act, 1872, Information Technology Act, 2000, 

Indian Copyright Act, 1957 and the Consumer Protection Act, 1986 to some extent are 

working and acting on resolving issues that arise relating to the formation and validation of 

online contracts. The Information Technology Act, 2000 is the Act that governs the transactions 

conducted over internet and explains the considerable mode of acceptance of the offer and 

provides the rules for revocation of offer and acceptance in a vague or indefinite manner. Hence, 

a separate law for regulating contracts based on electronic devices is highly recommended. 

 

REVOCATION OF OFFER AND ACCEPTANCE 

The Information Technology Act of 2000 is not a complete one and as a result, the Indian 

Contract Act of 1882 is still in use even for electronic contracts. However, the both Acts still 

complement each other. 

Section 5 which speaks of revocation will not be applicable as there will be no much time or time 

lag in case of electronic contracts, the dispatch and receipt of mail happens within split of minutes 

and simultaneously. 

MINOR IMAGE RULE 

This is a common law principle that denotes that the acceptance must be a mirror image of the 

offeror’s offer. This implies that an acceptance which varies in terms as against the original offer 

is not an acceptance but a counter proposal which will now have to be accepted by the original 

offeror before the contract can be said to be concluded. The terms of the contract will now 

become the terms of the counter proposal and it is called Last Shot doctrine which implies that 

the terms of the final document in the series leading to the conclusion forms the contract. 

 

TYPES OF ONLINE CONTRACT 
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Online contracts can be of three types mainly i.e., shrink-wrap agreements, click or web-wrap 

agreements and browse-wrap agreements. In our everyday life, we usually witness these types of 

online contracts. Other types of online contracts include employment contract, contractor 

agreement, consultant agreement, Sale re-sale and distributor agreements, non- disclosure 

agreements, software development and licensing agreements, source code escrow agreements. 

 Shrink-wrap agreements are usually the licensed agreement applicable in case of 

software products buying. In case of shrink-wrap agreements, with opening of the 

packaging of the software product, the terms and conditions to access such software 

product are enforced upon the person who buys it. Shrink-wrap agreements are simply 

those which are accepted by user at the time of installation of software from a CD- ROM, 

for example, Nokia pc-suite. Sometimes additional terms can be observed only after 

loading the product on the computer and then if the buyer does not agree to those 

additional terms, then he has an option of returning the software product. As soon as the 

purchaser tears the packaging or the cover for accessing the software product, shrink-

wrap agreement gives protection by indemnifying the manufacturer of the product for 

any copyright or intellectual property rights violation. Though, in India, there is no stable 

judicial decision or precedent on the validity of shrink-wrap agreements. 

 Click- wrap agreements are web base agreements which require the assent or consent of 

the user by way of clicking “I Agree’ or “I Accept” or “Ok” button on the dialog box. In 

click –wrap agreements, the user basically have to agree to the terms and conditions for 

usage of the particular software. Users who disagree to the terms and conditions will not 

be able to use or buy the product upon cancellation or rejection. A person witnesses web-

wrap agreement almost regularly. The terms and conditions for usage are exposed to the 

users prior to acceptance. For agreement of an online shopping site etc. 

 An agreement made intended to be binding on two or more parties by the use of website 

can be called a browse wrap agreement. In case of browse wrap agreement is a regular 

user of a particular website deemed to accept the terms of use and other policies of the 

website for continuous use. 

Though these online contracts have become common in our daily, there are no precise judicial 

precedents on the validity and enforceability of shrink-wrap and click-wrap agreements. Other 

countries have dealt with these online agreements such as courts in the United States have held 

that as far as the general principles of contract are not violated, both shrink-wrap agreements and 
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click- wrap agreements are enforceable. 

EVIDENTIARY VALUE OF ONLINE CONTRACT 

In a country like India, where the literacy rate is not so high, the concept of ‘Digital India’ is a far 

reach. People still feel insecure to do online based transactions mainly because the terms and 

conditions of such contracts are not transparent. Another major issue is the nature of the law 

governing the electronic contracts. Even if the IT Act, 2000 has legalized electronic contracts, 

there are no definite provisions mentioned in the Act. 

Documents are mainly registered for conservation of evidence, assurance of title and to protect 

oneself from fraud. The evidentiary value of electronic contracts has been given recognition and 

can be understood in the light of various sections of Indian Evidence Act. Sec 65B of the Indian 

Evidence Act deals with the admissibility of electronic records. As per Sec 65B of the Indian 

Evidence Act any information contained in an electronic record produced by the computer in 

printed, stored or copied form shall deemed to be a document and it can be admissible as an 

evidence in any proceeding without further proof of the  original subject to following conditions 

are satisfied such as the computer from where it was produced was in regular use by a person 

having lawful control over the system at the time of producing it, during the ordinary course of 

activities the information was fed into the system on a regular basis, the output computer was in a 

proper operating condition and have not affected the accuracy of the data entered. 

Section 85A, 85B, 88A, 90A and 85C of the Indian Evidence Act deal with the presumptions as 

to electronic records. Sec 85A has been inserted later to confirm the validity of electronic 

contracts. It says that any electronic record in the form of electronic agreement is concluded and 

gets recognition the moment a digital signature is affixed to such record. 

The presumption of electronic record is valid only in case of five years old record and electronic 

messages that fall within the range of Section 85B, Section 88A and Section 90A of Indian 

Evidence Act.  

JURISDICTION OF COURTS IN E CONTRACTS 

The Code of Civil Procedure, 1908 ("CPC") prescribes the manner of determining the 

jurisdiction of civil courts in India, based on two fundamental principles: 

(i) the place of residence of the defendant; and 

(ii) the place where the cause of action arises. 



 

175 
 

Subject to the above, while the parties remain free to determine the choice of courts to adjudicate 

their disputes, they can choose only such court(s) which is/are not barred from exercising 

jurisdiction, i.e., parties cannot confer jurisdiction upon a court which does not have jurisdiction 

to entertain their case. Ordinarily, contracts contain a specific provision with respect to the place 

of execution thereof, and the courts of such a place would have territorial jurisdiction to entertain 

and try the disputes arising under such contracts if in accordance with the CPC as aforesaid. 

However, since e-contracts are not physically signed/executed and are concluded in a virtual 

space, simply imposing the traditional principles of jurisdiction, applicable to physical contracts, 

to such transactions can prove to be challenging. 

The jurisdictional issues of e-contracts have, however, been addressed to an extent under the IT 

Act. Section 13 of the IT Act governs the provisions relating to time and place of dispatch and 

receipt of an electronic record, and addresses the issue of deemed jurisdiction in electronic 

contracts, as under: 

(1) "...Save as otherwise agreed to between the originator and the addressee, the despatch of an 

electronic record occurs when it enters a computer resource outside the control of the 

originator. 

(2) Save as otherwise agreed between the originator and the addressee, the time of receipt of an 

electronic record shall be determined as follows, namely: 

(a) if the addressee has designated a computer resource for the purpose of receiving electronic 

records, 

(i) receipt occurs at the time when the electronic record enters the designated computer 

resource; or 

(ii) if the electronic record is sent to a computer resource of the addressee that is not the 

designated computer resource, receipt occurs at the time when the electronic record is retrieved 

by the addressee; 

(b) if the addressee has not designated a computer resource along with specified timings, if any, 

receipt occurs when the electronic record enters the computer resource of the addressee. 

(3) Save as otherwise agreed to between the originator and the addressee, an electronic record 

is deemed to be dispatched at the place where the originator has his place of business, and is 

deemed to be received at the place where the addressee has his place of business. 
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(4) The provisions of subsection (2) shall apply notwithstanding that the place where the 

computer resource is located may be different from the place where the electronic record is 

deemed to have been received under subsection (3). 

(5) For the purposes of this section: 

(a) if the originator or the addressee has more than one place of business, the principal place of 

business, shall be the place of business; 

(b) if the originator or the addressee does not have a place of business, his usual place of 

residence shall be deemed to be the place of business; 

(c) "usual place of residence", in relation to a body corporate, means the place where it is 

registered." 

To further illustrate application of the aforesaid principles, we may refer to the case of PR 

Transport Agency vs. Union of India2, wherein the Allahabad High Court had to decide the 

question of jurisdiction where the respondent had sent the letter of acceptance by an e-mail to the 

petitioner's e-mail address. Subsequently, the respondent sent another e-mail cancelling the e-

auction in favour of the petitioner "due to some technical and unavoidable reasons". 

When the petitioner challenged this communication in the Allahabad High Court, the respondent 

raised an objection as to the "territorial jurisdiction" of the Court on the ground that no part of 

the cause of action had arisen within Uttar Pradesh (UP), and therefore, the Allahabad High 

Court (UP) had no jurisdiction to try the dispute. In the case, the principal place of business of 

the petitioner was in district Chandauli (UP), and the other place where the petitioner carried on 

business was Varansi, which is also in the State of UP. The Court, therefore, on the basis of 

section 13(3) of the IT Act, held that the acceptance of the tender by e-mail would be deemed to 

have been received by the petitioner at Varanasi/Chandauli, which are the only two places where 

the petitioner has his places of business. As both these places fell within the territorial 

jurisdiction of the Allahabad High Court, the Court assumed jurisdiction to try the dispute. 

In view of the foregoing, the place of contract in an e-contract for the purposes of determining 

jurisdiction (i.e., the place where the cause of action arose) would be deemed to be where the 

originator has his place of business and where the addressee has his place of business. 

However, since Section 13 of the IT Act is subject to the mutual agreement of the contracting 

parties with respect to the agreed place of contract, it is recommended that all parties in their 

electronic contracts provide for a specific clause on jurisdiction. 
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REMEDIES FOR BREACH OF ONLINE CONTRACT 

There is no specific rule in case of breach of online contract but the rules regarding remedies for 

breach of contract can be followed as provided in The Indian Contract Act. A valid contract gives 

rise to co- relative rights and obligations and they are enforceable in the court of law when 

infringed on breach of contract. The Contract Act mainly talks about two remedies for the breach 

of contract such as Damages and Quantum Merit. But few other remedies are also available as 

provided in the Specific Relief Act such as specific performance of contract and injunction 

restraining the other party from making a breach of contract. 

Sec 73 and Sec 74 of the Indian Contract Act, 1872 deals with the rules regarding the remedy 

of damages on breach of contract. The person whose rights are infringed by the breach of contract 

may bring an action for damages or compensation in terms of monetary value for the loss suffered 

by the party. There are two main aspects to be considered when any action of damages i.e 

remoteness of damage and measure of damage. Sec 73 to 75 provides rules regarding the 

assessment of damages based on the famous case Hadley vs. Baxendale. According to the rules 

laid down in this case, there can be damages which naturally arose on the usual course of things 

ordinary damages and secondly, damages for loss arose from special circumstances i.e., special 

damages. There are also other kinds of damages mentioned in the Act such as nominal damage, 

pre- contract expenditure, compensation for mental agony and liquidated damages. 

Nominal damages are those substantial damages awarded by the Court in recognition of right of 

the aggrieved party in cases where the party has not suffered any monetary loss on the breach of 

contract. Whereas, pre- contract expenditure may be recovered as damages if such is within the 

knowledge of the parties. Liquidated damages are those pre-determined damages decided by the 

parties at the time of formation of the contract i.e., amount of compensation payable in the event 

of breach of such contract. 

When a person has done some work under a contract and the other party repudiates the contract 

or at the occurrence of an event that makes further performance of the contract impossible, the 

party who has performed his work can claim remuneration for the work already done. And under 

such circumstances the party can file suit upon quantum merit and claim for the value of work he 

has done. 

https://www.grin.com/document/427203 https://blog.ipleaders.in/all-you-know-about-online-

contracts/ http://www.legalserviceindia.com/articles/ecta.htm 

https://blog.ipleaders.in/all-that-you-should-know-about-e-contracts/ 
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https://www.indianbarassociation.org/e-contracts/ 

https://www.mondaq.com/india/contracts-and-commercial-law/544404/e-contracts--legal- 

validity-and-jurisdiction 
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INTRODUCTION 

 

A) GOVERNANCE AND GOVERNMENT 

The concept of governance plays a crucial role in, not only enabling humanity to grow evolve from 

the evolutionary perspective, but also in regulating the life of ordinary citizens in the contemporary 

political times. Governance, in simple words, means the “act of ruling people” irrespective of the 

type of rule adopted by the country (such as monarchy/dictatorship/ democracy). However, in a 

democratic nation, it is safe to say that “there can be no governance without government”. 

Historically, the process or act of governance has been undertaken by monarchies and religious rulers 

for their personal gains and power though the traces of democracy date as far back as the ancient 

Athenian democracy (5th Century BCE1, roughly 2000 years ago) , having shared moral principles, 

such as self-rule, responsibilities and duties in governance and the right to vote. 
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As for India, it is only since the 75 years that there has been legitimate democratic governance. 

Democratic governments like India’s, governs various aspects/spheres of the lives of the citizens 

such as the social, political, economical and intellectual/intangible (consisting of rights and 

agreements) spheres. This is essentially done by dividing the task or process of governance into 

different sub-ordinate ministries and departments. These departments then exercise the executive 

powers conferred on them, to regulate and direct the citizens, in respect of the particular sub system 

or sphere they were assigned and created for. For example, the Union Finance Ministry which has a 

plethora of tasks such as legislating, regulating and overseeing the financial legislation, taxation, 

budgets, capital markets etc. The ministry has five departments under it; one such is the Department 

of Economic Affairs which has only been assigned the task of formulating and monitoring the 

country’s economic policies and related matters. Now this department may execute its powers and 

commence the ground work and implementation of policies and/or may further make more 

subordinate bodies (such as Foreign Investment Promotion Board (FIPB)) to manage and perform 

more specific task(s) assigned to it. However, the act of governance can be said to be performed by 

all the above mentioned bodies both, collectively and individually. 

In the same manner, a completely new sphere has come up in the 21st century which needed a new 

framework/sub-system of governance to administrate on. Adapting with the modern society, the 

government has also adopted a new system of governance called E-Governance. 

 

E-GOVERNANCE 

E-governance can be understood as the government’s initiative to acknowledge and recognize the 

digital world and inculcate the same into the functioning of the government. Through this recognition 

and subsequent action, the government would be empowered to pass legislations and rules to protect 

and secure electronic data, records, transactions, communication, commerce, storage and national 

security, of the virtual/digital world. The Information Technology Act, 2000 (Hereinafter referred to 

as the IT Act, 2000 or The Act) was the fundamental legislation passed by the central government in 

order to achieve the abovementioned objectives. The Act also had one of its chapters devoted to 

Electronic Governance. Electronic Governance means ascribing the same legal value to electronic 

records and transactions as the written/material records and transactions have, historically had. It is 
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done by giving “legal recognition to transactions carried out by means of electronic data interchange 

and other means of electronic communication… which involve the use of alternatives to paper based 

methods of communication and storage of information, to facilitate electronic filing of documents 

with the government agencies…” (From the objectives listed before chapter I of the IT Act, 2000). 

The introduction of E-Governance by the IT Act is one of the initial steps which broadens and 

enlarges the government’s functions and duties. By this Act, a framework has been laid, through 

which, much more focused governmental bodies and agencies could be subsequently built on. The 

Act provides a number of elementary definitions of various concepts related to the digital world 

(Section 2) and proscribes a number of malpractices such as data infringement, fraud and leaking 

information. 

Pursuant to the IT Act, all governmental agencies have started using and recognizing electronic 

communication and transactions. Various Departments have set up e-portals on their website and 

have started accepting electronic documents with the same legitimacy as the written ones. For 

example, The Ministry of Commerce, under the Union Finance ministry has started rolling out 

official notifications, circulars, tender notices, publications, and press releases, copy of international 

agreements and contact details of officials on their website itself2. This has proved  to be hugely 

beneficial for the general public, making documents in electronic form accessible to everyone. Many 

ministries and departments have also started a fully electronic mode of accepting forms and fees for a 

number of things, such as, applying for passport3, paying challan4, applying for universities, applying 

for government jobs etc. A few other examples of E-governance in action could be e-filing of Income 

Tax, electronically booking tickets on Railway’s website; online access to Cause list and other details 

of a case in court proceedings of each type of court (District, High Court and Supreme Court) and 

even online auction of Land by the government bodies. One such important initiative rolled out in 

2005, called as the Right To Information Act5, which made it possible to ask questions to any 

department of the government through a completely electronic medium, the answers of which also  

come electronically (and/or by a copy of answers sent by post), within 30 days. 

OBJECTIVES BEHIND E-GOVERNANCE 

 

 Compliance with International conventions and resolutions (A/RES/51/162) 



 

182 
 

 Keeping up with the increasing financial activities online 

 Making it possible for the government to reach close to every citizen at their 

doorsteps 

 Promoting trade and development and ease of doing business 

 Promoting and building online resources and marketplace 

 Providing a structural framework for government departments and state governments 

to build virtual platforms for commerce 

 System for Judicial Dispensation of Cyber Crimes 

 

In order to achieve the said objectives, the Government of India, on 9th June 2000 passed the “The 

Information Technology Act, 2000”. 

THE INFORMATION TECHNOLOGY ACT, 2000 

The IT Act was passed with the intent of giving legal recognition to electronic interchange of data, 

electronic documents, electronic administrative information and records in both, official and private 

matters. This would drastically reduce the amount of paper used in governmental organizations and 

agencies and would also promote and achieve the global sustainable development goals (Millennial 

Development Goals). The Act would also bring the country in concordance with the Resolution 6 

adopted by the United Nations General Assembly for the “Model Law on Electric Commerce”. The 

said resolution also generated the need to amend the various existing laws which were then 

constrained to physical or written mode of commerce in order to inculcate and legitimize the use of e-

commerce and related electronic documents, as an alternative to paper-based methods, in 

governmental and judicial matters. The Act constitutes of thirteen chapters and four schedules. It 

provides an all-encompassing basic structure for providng an alternative to the paper based methods. 

The Act first establishes the Scope and Definitions and then provides for the “authentication of 

digital signatures and electronic signatures”, followed by a chapter on electronic governance, it then 

proceeds to talk about secure electronic records and signatures, the certifying authorities, electronic 

signature certificates. Subsequently the Act establishes an Appellate Tribunal and states the Offences 

relating to electronic modes of commerce, storage, privacy and communication. The last three 

chapters deal with the mode of evidence and miscellaneous matters. Among these chapters are a 
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number of amendments made in “The Indian Penal Code, The Indian Evidence Act, The Bankers 

Books Evidence Act, 1891 and the Reserve Bank of India Act, 1934”. 

I. PROVISIONS OF ELECTRONIC GOVERNANCE UNDER I.T. ACT, 2000 

A whole chapter (III) has been devoted to E-governance in the IT Act, 2000. It consists of Section 4 

to Section 10A, all which are discussed in brief below: 

1. Legal Recognition of Electronic Records (Section 4) 

The first section of the IIIrd Chapter provides for recognition to electronic records. According to S.4, 

any “information or matter” in electronic form satisfies, under any law, the requirement of that 

information or matter to be in writing, typewritten or in printed form, provided that the “information 

or matter” in electronic form can be accessible for future reference. This provision, in a way, legally 

validates the acceptance and communication of electronic documents and records. 

 

2. Legal recognition of Digital Signatures (Section 5) 

This section legally recognizes the authentication of a document or matter by electronic signatures. 

The section states that where any law requires authentication of information or any other matter by 

sign*, electronic signatures shall also suffice for the purpose of authentication of the said information 

or document. The manner of affixing electronic signatures shall be  prescribed by the Central 

Government. 

This section is also supplemented with an explanation of the use of the word “sign”, which clarifies 

that the word “sign” shall be so construed to include its grammatical variations and cognate 

expressions and when it is used with reference to a person, it would mean “affixing of his hand 

written signature or mark on any document”. Authentication by sign means satisfying the 

requirement (under any law) of affixing the sign or on any document to be signed or any document 

required to bear the signature of a person. 

3. Use of Electronic Records and Electronic Signatures in Government and its agencies 

(Sec.6) 

Section 6 could be one of the most important provisions under the chapter of E-Governance. It 

provides for usage of electronic records and electronic signatures in governmental and administrative 
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matters. The section recognizes and validates the “filing, issue, grant, receipt or payment” in an 

electronic form, where the said “filing of any form, application or any other document with any 

office, authority, body or agency owned or controlled by the appropriate Government” or where the 

“issue or grant of any license, permit, sanction or approval by whatever name called” or where “the 

receipt or payment of money in a particular manner” is required under any law. However, the 

“appropriate” government shall prescribe “the manner and format in which such electronic records 

shall be filed” and “the manner or method of payment of any fee or charges for filing, creation or 

issue of any electronic record”. 

Note: Section 6A provides for “delivery of service by service provider” for providing the government 

with the necessary platform/service required to adopt the electronic medium, however, it is not 

elaborated on as it is not relevant to the present topic. 

4. Retention of Electronic Records (Section 7) 

This section provides for storing information or any other record in electronic form. When a law 

requires the retention and storage of any document or record or information for a specific time, such 

retention could be done in electronic form as an alternative to paper based form, provided, a) the 

information remains accessible; b) the electronic record is stored /retained in its original format; c) 

information pertaining to the electronic record, like the “origin, destination, date and time of dispatch 

or receipt” shall be available in the electronic record. These above mentioned terms do not apply in 

case of “automatically generated” information at the time of receiving or dispatching the electronic 

record. 

5. Audit of documents, etc., maintained in Electronic Form (Section 7A) 

The section states that the requirement of Audit of documents, under any law, shall also be applicable 

and satisfied if the audit of documents or any other matter is done or is in electronic form. 

6. Publication of Rule, Regulation etc., in Electronic Gazette ( Section 8) 

This section states that where any law requires “ any rule, regulation, order, bye-law, notification or 

any other matter” to be published in the Official Gazette, then such requirement would be satisfied 

even if the abovementioned documents are published in the Electronic Gazette. The section also 

provides that the date of publication shall be the date on which the said “rule, regulation, bye-law, 

notification or any other matter” is “first published in any form- Official or Electronic”. 
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7. Section 6, 7 and 8 not to confer Right to insist on acceptance of electronic documents 

(Sec.9) 

This section acts as a safeguard for non-liability, on the government’s part in case acceptance of an 

electronic document is refused. The section states that nothing provided in Section 6, 7 and 8 of the 

IT Act shall confer a right on any person to insist that the government should “accept, retain, issue, 

create, retain and preserve any document in the form of electronic records or effect any monetary 

transaction in electronic form.” The word government denoted “any (a) Ministry or 

(b) Department of the Central or State Government or (c) any authority or (d)body established by or 

under any law or (e) controlled or (f) funded by the Central or State government”. 

 

8. Power of Central Government to make Rules regarding Electronic Signature (Section10) 

This section confers the power to make rules in respect of electronic signatures. The Central 

Government is given the power to prescribe “the type of electronic signature” and “the manner and 

format of affixing the electronic signature”. It also gives the central government the power to 

“control processes and procedures to ensure adequate integrity, security and confidentiality of 

electronic records or payments” and “any other matter which is necessary to give legal effect to the 

electronic signature”. 

 

9. Validity of contracts formed through electronic means 

This section validates the use of electronic form in the process of “contract formation, the 

communication of proposals, the acceptance of proposals, the revocation of proposals and 

acceptances”. It holds that such contract “shall not be deemed to be unenforceable solely on the 

ground that such electronic form or means was used for that purpose”. 

 

INFORMATION TECHNOLOGY AMENDMENT ACT, 2008 

The IT Act, 2000 successfully laid a structure for the sphere of cyber space and cyber security to 

build on. However, the need for amendments was felt after just a couple of years of the passing of the 

IT Act, 2000 due to technological advancements and a few lacunae in the Act. When the Information 

Technology Amendment Act of 2008 (hereinafter referred to as the Amendment Act), was 

introduced, it was met with widespread concerns and allegations of being too  vague and lenient. It 
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was the first act which would frame specific and detailed rules; procedures related to computers, 

technology and e-commerce and also broaden the purview of the cyber crimes and their penalties. 

The Information Technology Amendment Act, 2008 received presidential assent on the 5th of Feb, 

2009 and was made effective from 27th of October, 2009. The Amendment Act vests a number of 

powers with the government which were previously not with anyone. The Amendment Act also 

introduces a spectrum of crimes under some of the sections of the IT Act, 2000. 

SOME OF THE HIGHLIGHTS OF THE ACT  

From the e-governance perspective, one of the most important amendments was made to the Section 

3 of the IT Act, 2000. Prior to the passing of the Amendment Act, the section provided only for 

“digital signatures”, this was restrained to the “asymmetric crypto system”. By the new Amendment 

Act, the term “electronic signature” was also added alongside “digital signatures”.  The addition of 

electronic signature broadened the ambit  of legally valid methods of executing signatures by 

covering other technologies such as biometrics and other new technology. By this amendment, digital 

signature became one of the ways in which signatures could be authenticated but was no more the 

only way, under the IT Act. 

The Amendment Act, 2008 introduced a new section “43A”, which provides for “compensation for 

failure to protect data”. It is of huge significance from the perspective of corporate bodies and it casts 

a corporate responsibility of not to be negligent about data protection and security that could cause 

damage or wrongful gain to any person. The section gives special emphasis to the phrase “body 

corporate” and then defines what is it and what would count as “sensitive personal data” 

Then, the next major amendment was brought to section 66 of the It Act, 2000. The section talks 

about computer related offences. Along with redefining the offences related to computers in order to 

bring the unethical contemporary practices under the purview of this Act, there were a number of 

clauses inserted in S.66. They are as follows: 

S. 66A: “Sending offensive messages through communication service”. This includes a variety of 

micro crimes such as causing annoyance through electronic communication, IP Spoofing and email 

spamming, which are all punishable with an imprisonment up to three years or fine. 

S. 66B: “Dishonestly receiving stolen computer resource or communication device”, punishable with 

fine of 1 lakh rupees or imprisonment for three ears 

S. 66C: “Electronic Signature or other Identity theft”, which includes stealing or cracking passwords, 
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using someone else’s accounts or electronic signatures etc. This was made punishable with the same 

punishment as provided in the above section. 

S. 66D: “Cheating by personation using computer resource or a communication device” shall be 

“punished with imprisonment of either description for a term which extend to three years and shall 

also be liable to fine which may extend to one lakh rupee” 

S. 66E: “Privacy violation – Publishing or transmitting private area of any person without his or her 

consent etc.” was made punishable by fne of upto 2 lakh Rs.  And /or imprisonment of upto three 

years or both. 

S. 66F: “Cyber terrorism – Intent to threaten the unity, integrity, security or sovereignty of the nation 

and denying access to any person authorized to access the computer resource or attempting to 

penetrate or access a computer resource without authorization”. Keeping in mind the importance of 

the said section, the punishment for the same is Life Imprisonment. (All acts under S.66 were made 

cognizable and non-bailable offences) 

The next addition was made in the form of S.67A in order to prohibit publication and transmission of 

sexually explicit material. 

A separate section S.67B was inserted to provide for the offence of Child Pornography and its 

punishment. 

The newly inserted Section 69A gave the government the power to issue order to block any 

information or website for public access, along with the power to “monitor and collect traffic data or 

information through any computer recourse” (Section69B). 

 

AMENDMENTS IN IPC, THE INDIAN EVIDENCE ACT & OTHER ACTS 

In order to inculcate E-Governance with the existing framework of governance, certain laws required 

amendments. In most laws, amendment is done to acknowledge and provide for “electronic” method 

to the existing laws and procedures (previously consisting of paper based method only). 

Indian Penal Code’s (IPC) section 29A recognizes the word “electronic record” and assigns to it the 

same meaning as in the clause (t) of sub section (l) of section 2 of the IT Act, 2000. 

Section 167 of the IPC provides for punishment in case a public servant, in the course of his work, 

intentionally frames, prepares or translates any document or electronic record incorrectly, in the 

manner which he knows to be incorrect or having the potential to cause injury to any person. 
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Sections 172 and 173 have also been amended to include the summoning of a person to produce 

electronic records in a court of justice, in case the person absconds in order to not furnish the said 

document or record (s.172), the court has the power to punish the person absconding with simple 

imprisonment up to six months or fine or both. In case a person doesn’t abscond but prevents the 

serving of summons by a lawful authority (s.173) to produce electronic documents/records, he/she 

would be liable to the same punishment as provided in s.172. 

Section175 has been amended to provide for punishment in case any person fails or omits to produce 

an electronic record in a court of justice. 

Section 192 has been amended to include the term “electronic record” in the list of documents prone 

to fabrication and being false evidence. 

Section 204 has been amended to insert “electronic record” in the list of documents, if destroyed to 

prevent its production as evidence, as punishable. 

Section 354 has been amended to insert “online/ electronic communication” as a ground for stalking. 

Section 463 has been amended to include “electronic record” under the purview of forgery. 

Sections 464, 466, 468, 470, 471 and 474 have also been amended to bring the same effects in IPC for 

electronic records in addition to paper based documents incase of forgery and fraudulent affixing of 

digital signatures. 

The Indian Evidence Act, 1872 has also been amended to bring “electronic record” as an official 

mode of evidence. Section 3 gives the terms, “electronic record” “Certifying Authority”, “electronic 

signature”, Electronic Signature Certificate, “electronic form”, “electronic records”, “information”, 

“secure electronic record”, “secure digital signature” and “subscriber”, the same meaning as in the IT 

Act, 2000. 

Sections 17, 22A,34 ,35, 39, 45A, 47A, 59, 81A, 85A, 85B, 85C, 88A, 90A, 131 have been 

amended to insert “electronic records” and/or “electronic signatures” for the same treatment as for 

the paper based records and signatures, in context of each of the sections. 

Section 65A and 65B recognize electronic records/documents as admissible secondary evidence. 

Section 65B is the section which contains provisions with regards to admissibility of electronic 

evidence such as audio or visual recordings and records etc. and the procedure for admitting them as 

evidence. 

Section 67A and 73A pertain to provisions for verification of digital signatures. 

In Bankers Books Evidence Act, amendments were made to include “make the printout from a 
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computer system or a floppy or disc or a tape as a valid document and evidence”. 

A few clauses were also added to the “Reserve Bank of India Act, 1934”. Under Section 58 of the 

Act, a new clause was added to provide for the “regulation of funds transfer through 15 electronic 

means between banks” (for instance, RTGS and NEFT). This gave legal recognition to a number of 

methods of facilitating electronic transfer of funds and admission of the same both in documents and 

records therein. 

The abovementioned amendments reshaped the government’s approach to electronic 

transactions and e-commerce. 

 

*Copyright of Times of India 

 

CONCLUSION 

Since the start of the century, a major chunk transactions and communication has shifted to  the 

virtual world. The government, in order to regulate the virtual world, rolled out a new form of 

governance, called as E-Governance. The IT Act of 2000 acted as the moderator for introducing e-

governance in the way of recognizing and defining e-commerce and related concepts into the 

functioning of the government. It did so by recognizing and introducing the filing, acceptance, 

issuance, licensing, creating and retaining documents, information or any other matter in the 

electronic form, in both the private affairs and the governmental matters. It also provided the manner 

and procedure to be followed for the abovementioned tasks. The act also recognized the electronic 

(signatures prior to the Amendment Act, only digital signatures), records and documents as an 

alternative to paper based methods for usage, storage and authentication in governmental agencies 

and bodies. The Information Technology Act further strengthened the Act of 2000 by inserting much 

specific definitions and new crimes, such as the offence of child pornography and cyber terrorism. 
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The Amendment Act was also subject to criticism as it conferred wide ranging powers to the 

government, which some opine as oppressive, intrusive and as having the potential to breach the 

privacy of any citizen. 

However, with each passing day, technological and virtual innovations are reaching new heights, 

which, over these years, have again made a huge lacuna between the modern day technology and the 

laws prevalent in the country. Many scholars and critics have also stated that the modern day 

capitalistic global society along with the politics is majorly influenced by multinational and wealthy 

corporate organizations which lobby and mould the legislation, when it is still in its elementary 

stages, according to their preference. This leads to these private companies misusing personal data 

and building virtual data sets and sub-sets of each individual using their service or product, which are 

eventually, sold to other  private companies for their use. Nowadays, Social Media and Networking 

companies around the globe are facing allegations of influencing national elections of many countries 

along with exploiting the personal data or information of their users in order to illegally make data-

sets ( a virtual personality of the individual, consisting of his choices, his preferences, his ideologies, 

his relationships among other things) and then sell the data sets to other companies or directly use 

and sell the user products and services which matches his/her choices, with an overwhelming 

accuracy. This malpractice has become a genuine but intangible threat to the national security of the 

country at large. At an individual level, there are allegations/ proof of mass infringement of privacy 

by companies in many countries including India. The privatization of certifying authorities also have 

the potential of committing breach of privacy and exploiting user data due to no or negligible fear of 

repercussions. There has been observed, a need for new and updated laws which have major deterrent 

punishments for corporate private sector, with a dynamic system of adaptation to the technological 

advancements of the 21st Century. 
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FREEDOM OF SPEECH AND EXPRESSION OVER INTERNET 

 

 

 

 

WHAT IS SOCIAL MEDIA? 

 

Social media comprises primarily internet and mobile phone based tools for sharing 

and discussing information. It blends technology, telecommunications, and social interaction 

and provides a platform to communicate through words, pictures, films, and music. Social 

media includes web- based and mobile technologies used to turn communication into 

interactive 

dialogue. 

 

Social media can be defined as any web or mobile based platform that enables an 

individual or agency to communicate 

interactively and enables exchange of user generated content. Andreas Kaplan and Michael 

Haenlein define social media as “a group of internet-based applications that build on the 

ideological and technological foundations of Web 2.0, and that allow the creation and 

exchange of user- generated content.” “Web 2.0” refers to Internet platforms that allow for 

interactive participation by users. “User generated content” is the name for all of the ways in 

which people may use social media. The Organization for Economic Cooperation and 

Development (OECD) specifies three criteria for content to be classified as “user 

generated:” (1) it should be available on a publicly accessible website or on a social 

networking site that is available to a select group, (2) it entails a minimum amount of 

creative effort, and (3) it is “created outside of professional routines and practices.” Another 

variant of social media is mobile social media i.e. when social media is used in combination 

with mobile devices it is called mobile social media. Due to the fact that mobile social media 

runs on mobile devices, it differentiates from traditional social media as it incorporates new 

factors such as the current location of the user (location-sensitivity) or the time delay 
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between sending and receiving messages(time-sensitivity). 

FREEDOM OF SPEECH AND EXPRESSION: 

Freedom of speech and expression is broadly understood as the notion that every 

person has the natural right to freely express themselves through any media and frontier 

without outside interference, such as censorship, and without fear of reprisal, such as threats 

and persecutions. Freedom of expression is a complex right. This is because freedom of 

expression is not absolute and carries with it special duties and responsibilities therefore it 

may be subject to certain restrictions provided by law. 

The term freedom of expression itself had existed since ancient times, dating back at least to 

the Greek Athenian era more than 2400 years ago. The following are some of the most 

commonly agreed upon definitions of freedom of expression that are considered as valid 

international standards: 

 “Everyone has the right to freedom of opinion and expression; this right includes 

freedom to hold opinions without interference and to seek, receive and impart 

information and ideas through any media and regardless of frontiers.” [Article 19, 

Universal Declaration of Human Rights, 1948 (UDHR)] 

 

 “Everyone shall have the right to hold opinions without interference. Everyone shall 

have the right to freedom of expression; this right shall include freedom to seek, 

receive and impart information and ideas of all kinds, regardless of frontiers, either 

orally, in writing or in print, in the form of art, or through any other media of his 

choice.” [Article 19 (2), International Covenant on Civil and Political Rights, 1966 

(ICCPR)] 

Similarly, Article 19 (1) (a) of the Constitution of India also confers on the citizens of India 

the right “to freedom of speech and expression”. The freedom of speech and expression 

means the right to express one’s convictions and opinions freely by word of mouth, writing, 

printing, pictures or any other mode. It also includes the right to propagate or publish the 

views of other people. The term ‘freedom of speech and expression’ includes any act of 

seeking, receiving and imparting information or ideas, regardless of the medium used. Based 

on John Milton’s arguments, freedom of speech is understood as a multi- faceted right 
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including not only the right to express or disseminate information and ideas but also 

including the right to seek, receive and impart information and ideas. 

The notion of freedom of speech and expression is intimately linked to the concept of 

democracy. Alexander Meiklejohn, one of the proponents of this link argues that democracy 

means self-government by the people and for the proper functioning of which, an informed 

electorate is indispensable which, in turn, requires that there be no constraints on the free 

flow of information and ideas. Democracy will not be true to its essential ideal if those in 

power are able to manipulate the electorate by withholding information and stifling criticism. 

Again, Richard Moon argues that the value of freedom of speech and expression lies within 

social interactions. He says “by communicating an individual forms relationships and 

associations with others-family, friends, co-workers, church congregation, and countrymen, 

by entering into discussion with others an individual participates in the development of 

knowledge and in the direction of the community.” In the light of Moon’s argument, the 

importance of freedom of speech and expression while using social media can be better 

understood. 

FREEDOM OF SPEECH AND EXPRESSION AND INTERNET: 

The Internet and Social Media has become a vital communications tool through 

which individuals can exercise their right of freedom of expression and exchange 

information and ideas. In the past year or so, a growing movement of people around the 

world has been witnessed who are advocating for change, justice, equality, accountability of 

the powerful and respect for human rights. In such movements, the Internet and Social 

Media has often played a key role by enabling people to connect and exchange information 

instantly and by creating a sense of solidarity. 

Emphasizing the importance of internet, the UN Special Rapporteur on the promotion 

and protection of the right to freedom of opinion and expression in his Report, which was 

submitted to the Human Rights Council, stated that the internet has become a key means by 

which individuals can exercise their right to freedom and expression and hence, internet 

access is a human right. Report further stressed that States should ensure that internet access 

is maintained at all times, even during times of political unrest. The States were also reminded 

of their positive obligation to promote or to facilitate the enjoyment of the right of freedom 

of expression and the means necessary to exercise this right, including the Internet. The 
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States were also asked to adopt policies to make the Internet widely available, accessible and 

affordable to all. 

The UN Human Rights Committee has also tried to give practical application to 

freedom of opinion and expression in the radically altered media landscape, the centre stage of 

which is occupied by the internet and mobile communication. Describing new media as a 

global network to exchange ideas and opinions that does not necessarily rely on the 

traditional mass media, the Committee stated that the States should take all necessary steps to 

foster the independence of these new media and also ensure access to them.16 Moreover, 

Article 19 of the UDHR and Article 19(2) of the ICCPR also provides for freedom of 

speech and expression even in case of internet and social media. 

Thus, it is seen that freedom of speech and expression is recognized as a 

fundamental right in whatever medium it is exercised under the Constitution of India and 

other international documents. And in the light of the growing use of internet and social 

media as a medium of exercising this right, access to this medium has also been recognized 

as a fundamental human right. 

RESTRICTIONS ON FREEDOM OF SPEECH AND EXPRESSION: 

The freedom of speech and expression does not confer on the citizens the right to 

speak or publish without responsibility. It is not an unbraided license giving immunity for 

every possible use of language and prevents punishment for those who abuse this freedom. 

Article 19(3) of the ICCPR imposes restrictions on the following grounds: 

 For respect of the rights of reputations of others 

 For protection of national security, or public order, or public health or morals. 

As per Article 19(2) of the Constitution of India, the legislature may enact laws to impose 

restrictions on the right to speech and expression on the following grounds: 

 Sovereignty and integrity of India 

 Security of the State 

 Friendly relations with foreign States 

 Public order 

 Decency or morality 
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 Contempt of court 

 Defamation 

 Incitement to an offence 

CENSORING SOCIAL MEDIA: 

Information is a buzz word today. It is essential to march along with the progressive 

trends in today’s world. Technology savvy world with an increasing capacity for 

communicating, simplifying and storing information with amazing speed has put 

information at the core of development. There can be no democratic participation in decision 

making without transparency and sharing information. Social media has the power to reach 

the masses and distribute information, which in turn has resulted in everyone acting as a 

watchdog, scrutinizing the powerful and exposing mismanagement and corruption. 

Till recently, governments across the globe have tried to withhold information from 

the common man on one pretext or another. And, now with the advent of social media with 

immense power of delivering information to the masses, is perceived as a threat by 

Governments who are carefully trying to regulate it. Internet has become the basis of modern 

civilization due to its limitless possibilities and widespread reach. As it is quite instrumental 

in the storage and dissemination of information and opinion, it has acquired a unique role in 

the functioning of democracies all over the world. Through social media and internet, the 

citizens can unite despite territorial limitations. Although everyone is not physically present, 

the force of the protest is not diminished in any way. Thus, it is evident as to why 

Governments across the world seek to censor the internet. 

Again, apart from its beneficial role, Internet is open to misuse as well, which gives 

the State a justification to regulate online content in the interests of the public at large. 

Several cyber-crimes, defamation, invasion of privacy, incitement of offences, racist 

remarks, stalking, abuse, hacking, harassment and many more can be easily committed 

through social media and once such objectionable content is uploaded, it becomes viral and 

consequently, very difficult to contain. Hence, the importance of the State regulating social 

media also cannot be denied. 
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As long as the interests of people, either individually or collectively are taken care of, 

there can be no objection to government regulation but the problem arises when, in the name 

of regulation, it starts censoring i.e. encroaching upon the civil rights of the people viz. 

freedom of speech and expression etc. Although there are safeguards in this regard, every 

State tends to surpass them in some way though its magnitude may vary from State to State. 

China is the leader in Internet censorship. It has an elaborate mechanism in place to effect 

censorship known as “Great Firewall of China” and officially as “Golden Shield Project”. Blocking 

web- pages with objectionable content is the regular mode of internet censorship. Although the 

Information Technology Act was in force since 2000, India did not police the cyber space with 

much vigour before the 2008 terrorist attack on Mumbai. After the attacks, the Information 

Technology Act, 2000 was amended to expand and strengthen the monitoring and censoring 

capacity of the Government. The cyber law of India now contains provisions relating to blocking of 

websites, monitoring and collecting internet traffic data, interception or decryption of such data, 

unhindered access to sensitive personal data, holding intermediaries’ viz. social media websites 

liable for hosting user- generated objectionable content, etc. In this backdrop, India has been 

considered as a country engaged in ‘selective’ Internet filtering.23 

ISSUES ON PRE – SCREEMIMG CONTENT ON SOCIAL MEDIA: 

In December, 2011, the Indian Government asked the internet companies like Google, Facebook, 

Microsoft, etc. to create a framework to pre-screen the data before it goes up on the website. Some 

defamatory content was found on a social networking site and on that pretext, Government has asked 

the companies to chalk out a way to ensure that such content is screened before it goes online. As a 

major debate broke out on the matter and it was portrayed in a negative light, Kapil Sibal told media 

that the Government was not trying to censor the freedom of speech and expression online; it merely 

wanted to stop offensive material from being uploaded on social networking sites. The companies 

also informed that it is not possible to meet with the demand due the volume of user-generated content 

in India and that they cannot be responsible for determining what is or is not defamatory. 

     In the Secretary, Ministry of Information and Broadcasting, Government of India and others vs.   

Cricket Association of Bengal  and  others, the Supreme Coureld that “for ensuring the free speech 

right of the citizens of his country, it is necessary that the citizens have the benefit of plurality of 

views and a range of opinions on all public issues. A successful democracy posits an aware citizenry. 

Diversity of opinions, views, ideas and ideologies is essential to enable the citizens to arrive at 
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informed judgment on all issues touching them. This cannot be provided by a medium controlled by a 

monopoly- whether the monopoly is of the State or any other individual, group or organization.” 

In the light of the above, it can be opined that rather than censoring of social media, its regulation is 

desirable in a way which maintains the rights of users and also protects that of the victims 

simultaneously. This brings us to discussing the cyber laws of India which are intended to regulate 

social media, albeit in an indirect manner. 

CYBER LAWS OF INDIA: 

Although there is no specific legislation in India which deals with social media, there are several 

provisions in the existing so-called cyber laws which can be used to seek redress in case of violation 

of any rights in the cyber space, internet and social media. The legislations and the relevant 

provisions are specifically enumerated as under: 

The Information Technology Act, 200027 

 Under Chapter XI of the Act, Sections 65, 66, 66A, 6C, 66D, 66E, 66F, 67, 67A and 67B 

contain punishments for computer related offences which can also be committed through 

social media viz. tampering with computer source code, committing computer related 

offences given under Section 43, sending offensive messages through communication 

services, identity theft, cheating by personation using computer resource, violation of 

privacy, cyber terrorism, publishing or transmitting obscene material in electronic form, 

material containing sexually explicit act in electronic form, material depicting children in 

sexually explicit act in electronic form, respectively. 

 Section 69 of the Act grants power to the Central or a State Government to issue directions 

for interception or monitoring or decryption of any information through any computer 

resource in the interest of the sovereignty or integrity of India, defence of India, security 

of the State, friendly relations with foreign States, public order, for preventing incitement 

to commission of any cognizable offence, for investigation of any offence. 

 Section 69A grants power to the Central Government to issue directions to block public 

access of nay information through any computer resource on similar grounds. 

 Section 69B grants power to the Central Government to issue directions to authorize 

any agency to monitor and collect traffic data or information through any computer 

resource for cyber security. 
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 Section 79 provides for liability of intermediary. An intermediary shall not be liable 

for any third party information, data or communication link made available or hosted 

by him in the following cases- 

o His function is limited to providing access to a communication system over 

which such information is transmitted, stored or hosted. 

o He does not initiate, select the receiver and select or modify the information 

contained in the transmission. 

o He observes due diligence and other guidelines prescribed by the Central 

Government while discharging his duties. 

 Again, an intermediary shall be liable in the following cases: 

 He has conspired, abetted, aided or induced by threats, promise or otherwise in 

the commission of the unlawful act. 

 He fails to expeditiously remove or disable access to the material which is 

being used to commit the unlawful act, upon receiving actual knowledge or 

on being notified by the Government. 

 (f) If any intermediary fails to assist, comply with direction and intentionally 

contravenes provisions under Sections 69, 69A and 69B respectively, he shall be 

liable to punishment. 

 (g) Section 43A provides that where a body corporate possessing, dealing or handling 

any sensitive personal data or information in a computer resource owned, controlled or 

operated by it, is negligent in implementing and maintaining reasonable security 

practices and procedures thereby causing wrongful loss or wrongful gain to any 

person, it shall be liable to pay damages by way of compensation to the affected 

person. 

 (h) Section 70B provides for an agency of the Government to be appointed by the 

Central Government called the Indian Computer Emergency Response Team, which 

shall serve as the national agency for performing functions relating to cyber security. 

The Central Government has also enacted rules to give effect to various provisions of this Act 

which are as follows: 

The Information Technology (Procedure and Safeguards of Interception, Monitoring 
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and Decryption of Information) Rules, 2009 

 These rules are made by the Central Government in exercise of its powers under 

Section 87(2) (y) with regard to the procedure and safeguards for monitoring and 

collecting traffic data or information under Section 69B (3). 

 Rule 3 provides that the interception or monitoring or decryption of information under 

Section 69 shall be carried out by an order issued by the competent authority. 

 Rule 2(d) defines competent authority as the Secretary in the Minister of Home 

Affairs, in case of Central Government and the Secretary in charge of the Home 

Department, in case of a State Government or Union territory. 

 Rule 4 provides for an agency of the Government authorized by the competent 

authority to carry out the functions. 

 Rule 10 requires the name and designation of the officer of the authorized \agency to 

whom such information should be disclosed. 

 Rule 13 requires the intermediary to provide all facilities, co- operation and assistance 

for interception or monitoring or decryption of information. 

The Information Technology (Procedure and Safeguards for Blocking for Access of 

Information by Public) Rules, 2009 

These rules are made by the Central Government in exercise of its powers under 

Section 87(2) (z) with regard to the procedure and safeguards for blocking for access by the 

public under Section 69A (2). Rules 3, 4, 5, 6, 7 and 8 contain the regular method of sending 

request for blocking to the Nodal officer of concerned organization who shall examine it and 

forward it to the Designated Officer of the Central Government who shall further examine it 

along with a Committee and then, their recommendation shall be sent to the Secretary, 

Department of IT for his approval, upon which the Designated Officer shall direct such 

blocking. 

However, Rule 9 grants power to the Designated Officer to take a decision regarding 

blocking in cases of emergency where delay is unacceptable. Rule 13 provides that every 

intermediary shall designate a person to receive and handle directions for blocking of 

information, who shall acknowledge receipt of the directions to the Designated Officer 

within two hours of receipt through acknowledgment letter or fax or e- mail. Rule 10 

provides that the Designated Officer, on receipt of a court order directing blocking of any 
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information, shall submit it to the Secretary, Department of Information and Technology and 

initiate action immediately. 

The Information Technology (Procedure and Safeguard for Monitoring and Collecting 

Traffic Data or Information) Rules, 2009 

 These rules are made by the Central Government in exercise of its power under 

Section 87(2) (za) with regard to the procedure and safeguards for monitoring and 

collecting traffic data or information under Section 69B (3). 

 Rule 3 provides that directions for monitoring and collection of traffic data or 

information under Section 69B (3) shall be issued by an order made by the 

competent authority. 

 Rule 2(d) defines competent authority as the Secretary of the Government of India in 

the Department of Information Technology under the Ministry of Communications 

and Information Technology. 

 Rule 3 further provides that the competent authority may issue directions for 

monitoring for purposes related to cyber security. 

 Rule 4 provides that the competent authority may authorize any agency of the 

Government for monitoring and collection of traffic that or information who shall 

designate a nodal officer to send requisition conveying direction under Rule 3 to the 

Designated Officer of the intermediary. 

The Information Technology (Intermediaries Guidelines) Rules, 2011 

These rules are made by the Central Government in exercise of its powers under Section 

87(2) (zg) with regard to the guidelines to be observed by the intermediaries under Section 

79(2). 

Section 2(w) of the Information Technology Act, 2000 defines “intermediary” with respect to 

any particular electronic records as any person who on behalf of another person who on behalf 

of another person receives, stores or transmits that record or provides any service with 

respect to that record and includes telecom service, network service, internet service, web- 

hosting service providers, search engines, online payment sites, online auction sites, online 

market places and cyber cafes. 

Rule 3 makes it mandatory for the intermediary to inform the users by clearly sating that 

under the rules and regulations, privacy policy and user agreement, which are published on 
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the website, they are not to host, display, upload, modify, publish, transmit, update or share 

any information that is objectionable under Rule 3(2). 

 

Once a violation under Rule 3(2) is noticed by or is brought to actual knowledge of any 

intermediary by an affected person in writing or through e-mail, Rule 3(4) requires the 

intermediary to remove the objectionable content within 36 hours. 

The Information Technology (Reasonable Security Practices and Procedures and 

Sensitive Personal Data or Information) Rules, 2011 

 These rules are made by the Central Government in exercise of its powers under 

Section 87(2) (ob) read with Section 43A with regard to the reasonable security 

practices and procedures and sensitive personal data or information under Section 

43A. 

 Rule 6 provides that the disclosure of sensitive personal data or information by body 

corporate to any third party shall require prior permission from the provider of such 

information. However, the information can be shared with Government agencies, 

without obtaining prior consent, for the purpose of verification of identity, or for 

prevention, detection, investigation including cyber incidents, prosecution, 

prosecution, and punishment of offences. 

Section 66A of the Information Technology Act, 2000 

Of all these provisions, Section 66A has been in news in recent times, albeit for all the 

wrong reasons. Before discussing the issue in detail, it is desirable to first have a look at 

Section 66A, the provision itself. Section 66A of the Information Technology Act, 2000 

inserted vide Information Technology 

(Amendment) Act, 2008 provides punishment for sending offensive messages through 

communication service, etc. and states: 

Any person who sends, by means of a computer resource or a communication device,— 

 any information that is grossly offensive or has menacing character; 

 

 any information which he knows to be false, but for the purpose of causing annoyance, 

inconvenience, danger, obstruction, insult, injury, criminal intimidation, enmity, 
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hatred, or ill will, persistently by making use of such computer resource or a 

communication device, 

 

 Any electronic mail or electronic mail message for the purpose of causing annoyance 

or inconvenience or to deceive or to mislead the addressee or recipient about the 

origin of such messages shall be punishable with imprisonment for a term which may 

extend to three years and with fine. 

Explanation: For the purposes of this section, terms "electronic mail" and "electronic mail message" 

means a message or information created or transmitted or received on a computer, computer system, 

computer resource or communication device including attachments in text, images, audio, video and 

any other electronic record, which may be transmitted with the message. Section 66A was inserted 

through an amendment to the Act in 2008. The Amendment Bill, which was introduced in 

Parliament in 2006, had only the first two sub-clauses under Section 66A. Section 66A was 

originally intended to tackle spam, defined as unwanted and unwarranted e-mails. The Department 

of Information Technology told the committee that sub-clause (b) of Section 66A and Clause (i) of 

Section 43 of the Act sufficiently addressed the issue of spam. However, the Standing Committee on 

Information Technology, in its 2007 report, recommended that the Bill be made more stringent. 

Thus, sub-clause (c) was added to the provision, besides increasing the punishment for violation to 

three years imprisonment from up to two years. 

A minute perusal of the provision clearly indicates that there is an inherent inconsistency between the 

phraseology of Section 66A and Article 19 (1) (a) of the Constitution, which guarantees freedom of 

speech and expression to every citizen. Under Article 19(2), restrictions on freedom of speech and 

expression are reasonable if they pertain to any of the listed grounds, such as sovereignty and 

integrity of India, security of the state, friendly relations with foreign states, public order, decency or 

morality, or in relation to contempt of court, defamation or incitement to an offence. But under 

Section 66A, restrictions have been placed on freedom of speech and expression on several other 

grounds, apart from those mentioned in the Constitution. There are several anomalies in the 

provision, which are inconsistent with free speech requirements. Words like “grossly offensive”, 

“menacing character”, “annoyance”, “danger”, “obstruction”, “insult” and “injury” do not have any 

precise definition. A prominent question that has been left unanswered is whether these words are to 

be construed with regard to the sensibilities of the particular person the words are addressed to or as 
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per that of a reasonable man. Going by the sensibilities of particular individuals, it is most likely that 

even authors of innocent communication through e-mail could be accused of having violated the law. 

To add to the fear that this provision could be hugely misused, several incidents in the recent past 

bear testimony to the same. A chronological order of such events is as follows: 

 In April 2012, Ambikesh Mahapatra, a professor of chemistry in Jadavpur University in West 

Bengal, was arrested for posting a cartoon on West Bengal Chief Minister Mamata Banerjee on 

social networking sites. 

 

 In May 2012, two Air India employees were arrested by the Mumbai Police for putting up on 

Facebook and Orkut content that was against a trade union leader and some politicians. They were in 

custody for 12 days. 

 

 In October 2012, Ravi Srinivasan, a businessman, was arrested by the Puducherry Police for 

tweeting that Kartik Chidambaram (son of Union Finance Minister P. Chidambaram) appears to have 

amassed more wealth than Robert Vadra, son-in-law of Congress president Sonia Gandhi. 

 

 In November 2012, Shaheen Dhada was arrested for questioning the shutdown of Mumbai 

following the death of Shiv Sena supremo Bal Thackeray in her Facebook post, which was “liked” 

and shared by her friend, Renu, who was also arrested by the Thane Police in Maharashtra. 

In the face of widespread abuse of Section 66A, a writ petition has been filed in the form of a public 

interest litigation in the Supreme Court challenging the section’s constitutionality wherein it has 

been submitted that the phraseology of impugned Section is so wide and vague and incapable of 

being judged on objective standards, that it is susceptible to wanton abuse and hence falls foul of 

Article 14, 19 (1) (a) and Article 21 of the Constitution. Admitting the writ petition, Division Bench 

of Supreme Court, comprising Chief Justice Altamas Kabir and Justice J. Chelameswar, noted that 

the “wording of Section 66A is not satisfactory. It is made very wide and can apply to all kinds of 

comments.” To prevent the misuse of Section 66A, however, Ministry of Communications and 

Information Technology, Government of India has issued Advisory to State/UT Governments on 

implementation of Section 66A. They have been advised that with regard to the arrest of any person 

in connection with a complaint registered under Section 66A, the concerned police officer of a police 

station under the State’s jurisdiction may arrest any person only with prior approval of such arrest 
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from an officer not below the rank of the Inspector General of Police in the Metropolitan cities or an 

officer not below the rank of Deputy Commissioner of Police or Superintendent of police at the 

district level, as the case may be. 

CONCLUSION: 

It is clearly evident that social media is a very powerful means of exercising one’s freedom of speech 

and expression. However, it is also been increasingly used for illegal acts which has given force to 

the Government’s attempts at censoring social media. Where on the one hand, the misuse of social 

media entails the need for legal censorship, on the other hand, there are legitimate fears of violation of 

civil rights of people as an inevitable consequence of censorship. 

What is therefore desirable is regulation of social media, not its censorship. However, the present 

cyber laws of India are neither appropriate nor adequate in this respect. An analysis of the existing IT 

laws shows that there is unaccountable and immense power in the hands of the Government while 

dealing with security in the cyber space. Even then, it is not sufficient to check the misuse of social 

media. Hence, a specific legislation is desirable to regulate social media. However, there are many 

practical difficulties which may arise while doing so. There is a very thin line which demarcates the 

enjoyment of one’s right and the violation of the enjoyment of else’s right in the process. In social 

media, the exercise of freedom of speech and expression by one may result in the invasion of privacy 

and defamation. Again, the idea of objectionable content varies from one person to another. A 

cartoon is a harmless way of having fun but offence may be taken by the person concerned. Similarly, 

hate speech, racist remarks, religious sentiments have different meanings for different people. 

Keeping all this in mind, it is suggested that the Government should form a Committee including 

technical experts to look into all the possible facets of the use and misuse of social media and 

recommend a suitable manner in which it can be regulated without hindering the civil rights of 

citizens 
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OFFENCES UNDER IT ACT 

 

ABSTRACT 

Information Technology Act, 2000 was enacted on 17th May, 2000 to provide legal 

recognition for electronic transactions and facilitate E-Commerce. It was later amended by 

passing Information Technology (Amendment) Act, 2008.Cyber offences are the unlawful 

acts which are carried in a very sophisticated manner in which either the computer is the tool 

or target or both. Cyber crime usually includes: 

(a) Unauthorized access of the computers 

(b) Data diddling 

(c) Virus/worms attack 

(d) Theft of computer system 

(e) Hacking 

(f) Denial of attacks 

(g) Logic bombs 

(h) Trojan attacks 

(i) Internet time theft 

The offences included in the IT Act 2000 are as follows: 

1. Tampering with the computer source documents. 

2. Hacking with computer system. 

3. Publishing of information which is obscene in electronic form. 
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4. Power of Controller to give directions 

5. Directions of Controller to a subscriber to extend facilities to decrypt information 

6. Protected system 

7. Penalty for misrepresentation 

8. Penalty for breach of confidentiality and privacy 

9. Penalty for publishing Digital Signature Certificate false in certain particulars 

10. Publication for fraudulent purpose 

11. Act to apply for offence or contravention committed outside India 

12. Confiscation 

13. Penalties or confiscation not to interfere with other punishments. 

14. Power to investigate offences. 

 

 

Section 65. Tampering with computer source documents: 

Whoever knowingly or intentionally conceals, destroys or alters or intentionally or 

knowingly causes another to conceal, destroy or alter any computer source code used for a 

computer, computer Programme, computer system or computer network, when the computer 

source code is required to be kept or maintained by law for the being time in force, shall be 

punishable with imprisonment up to three year, or with fine which may extend up to two 

lakh rupees, or with both. 

 

Explanation: For the purpose of this section “computer source code” means the listing of 

programmes, computer commands, design and layout and programme analysis of computer 

resource in any form. 
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Penalties: Section 65 is tried by any magistrate. This is cognizable and non- bailable offence. 

Penalties: Imprisonment up to 3 years and / or 

Fine: Two lakh rupees. 

Parliament Attack Case: 

Facts: In this case several terrorist attacked on 13 December, 2001Parliament House. In this 

the Digital evidence played an important role during their prosecution. The accused argued 

that computers and evidence can easily be tampered and hence should not be relied. 

 

In Parliament case several smart device storage disks and devices, a Laptop were recovered 

from the truck intercepted at Srinagar pursuant to information given by two suspects. The 

laptop included the evidence of fake identity cards, video files containing clips of the 

political leaders with the background of Parliament in the background shot from T.V news 

channels. In this case design of Ministry of Home Affairs car sticker, there was game “wolf 

pack” with user name of ‘Ashiq’. There was the name in one of the fake identity cards used 

by the terrorist. No back up was taken therefore it was challenged in the Court. 

 

Held: Challenges to the accuracy of computer evidence should be established by the 

challenger. Mere theoretical and generic doubts cannot be cast on the evidence. 

 

Section66. Hacking with the computer system: 

(1) Whoever with the intent to cause or knowing that he is likely to cause wrongful loss or 

damage to the public or any person destroys or deletes or alters any information residing in a 

computer resource or diminishes its value or utility or affects it injuriously by any means, 

commits hacking. 

 

(2) Whoever commits hacking shall be punished with imprisonment up to three years, or 

with fine which may extend up to two lakh rupees, or with both. 

 

Explanation: The section tells about the hacking activity. 



 

209 
 

 

 

Penalties: Punishment: Imprisoned up to three years and 

Fine: which may extend up to two lakh rupees.Or with both. 

 

Case Laws: 

1. R v/s Gold & Schifreen 

In this case it is observed that the accused gained access to the British telecom Prestl Gold 

computers networks file amount to dishonest trick and not criminal offence. 

 

Section 67. Publishing of obscene information in electronic form: 

Whoever publishes or transmits or causes to be published in the electronic form, any 

material which is lascivious or appeals to the prurient interest or if its effect is such as to 

tend to deprave and corrupt persons who are likely, having regard to all relevant 

circumstance, to read see or hear the matter contained or embodied in it, shall be punished 

on first conviction with imprisonment of either description for a term which may extend to 

five years and with fine which may extend to one lakh rupees and in the event of a second or 

subsequent conviction with imprisonment of either description for a term which may extend 

to ten years and also with fine which may extend to two lakh rupees. 

 

Penalties: Punishment: (1) On first conviction --- imprisonment which may extend up to 

five years. 

Fine: up to on first conviction which may extend to one lakh rupees. 

 

(2) On second conviction ----------- imprisonment up to which may extend to ten years 

and Fine which may extend up to two lakh rupees. 

 

Case Laws: 

1. The State of Tamil Nadu v/s Suhas Katti. 
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Facts: This case is about posting obscene, defamatory and annoying message about a 

divorcee woman in the Yahoo message group. E-mails were forwarded to the victim for 

information by the accused through a false e- mail account opened by him in the name of the 

victim. These postings resulted in annoying phone calls to the lady. Based on the complaint 

police nabbed the accused. He was a known family friend of the victim and was interested in 

marrying her. She married to another person, but that marriage ended in divorce and the 

accused started contacting her once again. And her reluctance to marry him he started 

harassing her through internet. 

Held: The accused is found guilty of offences under section 469, 509 IPC and 67 of IT Act 

2000 and the accused is convicted and is sentenced for the offence to undergo RI for 2 years 

under 469 IPC and to pay fine of Rs.500/-and for the offence u/s 509 IPC sentenced to 

undergo 1 year Simple imprisonment and to pay fine of Rs.500/- and for the offence u/s 67 

of IT Act 2000 to undergo RI for 2 years and to pay fine of Rs.4000/- All sentences to run 

concurrently.” 

 

The accused paid fine amount and he was lodged at Central Prison, Chennai. This is 

considered the first case convicted under section 67 of Information Technology Act 2000 in 

India. 

 

Facts: There were three accused first is the Delhi school boy and IIT Kharagpur Ravi Raj 

and the service provider Avnish Bajaj. 

 

The law on the subject is very clear. The sections slapped on the three accused were Section 

292 (sale, distribution, public exhibition, etc., of an obscene object) and Section 294 

(obscene acts, songs, etc., in a public place) of the Indian Penal Code (IPC), and Section 67 

(publishing information which is obscene in electronic form) of the Information Technology 

Act 2000. In addition, the schoolboy faces a charge under Section 201 of the IPC 

(destruction of evidence), for there is apprehension that he had destroyed the mobile phone 

that he used in the episode. 

These offences invite a stiff penalty, namely, imprisonment ranging from two to five years, 

in the case of a first time conviction, and/or fines. 



 

211 
 

 

Held: In this case the Service provider Avnish Bajaj was later acquitted and the Delhi school 

boy was granted bail by Juvenile Justice Board and was taken into police charge and 

detained into Observation Home for two days. 

Section 68. Power of controller to give directions: 

(1) The Controller may, by order, direct a Certifying Authority or any employee of such 

Authority to take such measures or cease carrying on such activities as specified in the order 

if those are necessary to ensure compliance with the provisions of this Act, rules or any 

regulations made there under. 

 

(2) Any person who fails to comply with any order under sub-section (1) shall be 

guilty of an offence and shall be liable on conviction to imprisonment for a term not exceeding 

three years or to a fine not exceeding two lakh rupees or to both. 

 

Explanation: Any person who fails to comply with any order under sub section (1) of the above 

section, shall be guilty of an offence and shall be convicted for a term not less then three years or 

to a fine exceeding two lakh rupees or to both. 

 

The under this section is non-bailable & cognizable. 

Penalties: Punishment: imprisonment up to a term not exceeding three years 

Fine: not exceeding two lakh rupees. 

Section 69. Directions of Controller to a subscriber to extend facilities to decrypt information: 

(1) If the Controller is satisfied that it is necessary or expedient so to do in the interest of the 

sovereignty or integrity of India, the security of the State, friendly relations with foreign States or 

public order or for preventing incitement to the commission of any cognizable offence; for reasons to 

be recorded in writing, by order, direct any agency of the Government to intercept any information 

transmitted through any computer resource. 

 

(2) The subscriber or any person in charge of the computer resource shall, when called upon 

by any agency which has been directed under sub-section (1), extend all facilities and 
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technical assistance to decrypt the information. 

 

(3) The subscriber or any person who fails to assist the agency referred to in subsection 

(2) shall be punished with an imprisonment for a term which may extend to seven years. 

 

Penalties: Punishment: imprisonment for a term which may extend to seven years. 

 

The offence is cognizable and non- bailable. 

Section 70. Protected System: 

(1) The appropriate Government may, by notification in the Official Gazette, declare that 

any computer, computer system or computer network to be a protected system. 

 

(2) The appropriate Government may, by order in writing, authorize the persons who are 

authorized to access protected systems notified under sub-section (1). 

 

(3) Any person who secures access or attempts to secure access to a protected system in 

contravention of the provision of this section shall be punished with imprisonment of either 

description for a term which may extend to ten years and 

shall also be liable to fine. 

 

Explanation: This section grants the power to the appropriate government to declare any 

computer, computer system or computer network, to be a protected system. Only authorized 

person has the right to access to protected system. 

Penalties: Punishment: the imprisonment which may extend to ten years and fine. 

 

Section 71. Penalty for misrepresentation: 

(1) Whoever makes any misrepresentation to, or suppresses any material fact from, the 

Controller or the Certifying Authority for obtaining any license or Digital Signature 

Certificate, as the case may be, shall be punished with imprisonment for a term which may 

extend to two years, or which fine which may extend to one lakh rupees, or with both. 



 

213 
 

 

Penalties: Punishment: imprisonment which may extend to two years 

Fine: may extend to one lakh rupees or with both. 

 

Section 72. Penalty for breach of confidentiality and privacy: 

Save as otherwise provide in this Act or any other law for the time being in force, any person 

who, in pursuance of any of the powers conferred under this Act, rules or regulation made 

there under, has secured assess to any electronic record, book, register, correspondence, 

information, document or other material without the consent of the person concerned 

discloses such material to any other person shall be punished with imprisonment for a term 

which may extend to two years, or with fine which may extend to one lakh rupees, or with 

both. 

 

Explanation: This section relates to any to nay person who in pursuance of any of the 

powers conferred by the Act or it allied rules and regulations has secured access to any: 

Electronic record, books, register, correspondence, information, document, or other material. 

 

If such person discloses such information, he will be punished with punished. It would not 

apply to disclosure of personal information of a person by a website, by his email service. 

Penalties: Punishment: term which may extend to two years. 

Fine: one lakh rupees or with both. 

 

Section 73. Penalty for publishing Digital Signature Certificate false in certain 

particulars: 

(1) No person shall publish a Digital Signature Certificate or otherwise make it available to 

any other person with the knowledge that- 

(a) The Certifying Authority listed in the certificate has not issued it; or 

(b) The subscriber listed in the certificate has not accepted it; or 

(c) The certificate has been revoked or suspended, unless such publication is for the purpose 

of verifying a digital signature created prior to such suspension or revocation. 
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(2) Any person who contravenes the provisions of sub-section (1) shall be punished with 

imprisonment for a term which may extend to two years, or with fine which may extend to 

one lakh rupees, or with both. 

 

Explanation: The Certifying Authority listed in the certificate has not issued it or, The 

subscriber listed in the certificate has not accepted it or the certificate has been revoked or 

suspended. 

The Certifying authority may also suspend the Digital Signature Certificate if it is of the 

opinion that the digital signature certificate should be suspended in public interest. 

 

A digital signature may not be revoked unless the subscriber has been given opportunity of 

being heard in the matter. On revocation the Certifying Authority need to communicate the 

same with the subscriber. Such publication is not an offence it is the purpose of verifying a 

digital signature created prior to such suspension or revocation. 

 

Penalties: Punishment imprisonment of a term of which may extend to two years. 

Fine: fine may extend to 1 lakh rupees or with both. 

 

Case Laws: 

1. Bennett Coleman & Co. v/s Union of India. 

In this case the publication has been stated that ‘publication means dissemination and 

circulation’. In the context of digital medium, the term publication includes and transmission 

of information or data in electronic form. 

 

Section 74. Publication for fraudulent purpose: 

Whoever knowingly creates, publishes or otherwise makes available a Digital Signature 

Certificate for any fraudulent or unlawful purpose shall be punished with imprisonment for a 

term which may extend to two years, or with fine which extend to one lakh rupees, or with 

both. 
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Explanation: This section prescribes punishment for the following acts: 

 

Knowingly creating a digital signature certificate for any 

i. fraudulent purpose or, 

ii. unlawful purpose. 

 

Knowingly publishing a digital signature certificate for any 

i. fraudulent purpose or 

ii. unlawful purpose 

Knowingly making available a digital signature certificate for any 

i. fraudulent purpose or 

ii. unlawful purpose. 

 

Penalties: Punishment: imprisonment for a term up to two years. 

Fine: up to one lakh or both. 

 

Section 75. Act to apply for offence or contravention committed outside India: 

(1) Subject to the provisions of sub-section (2), the provisions of this Act shall apply also to 

any offence or contravention committed outside India by any person irrespective of 

hisnationality. 

(2) For the purposes of sub-section (1), this Act shall apply to an offence or Contravention 

committed outside India by any person if the act or conduct constituting the offence or 

contravention involves a computer, computer system or computer network located in India. 

(3) Case Laws: 

R v/s Governor of Brixton prison and another. 

Facts: In this case the Citibank faced the wrath of a hacker on its cash management system, 

resulting in illegal transfer of funds from customers account in to the accounts of the hacker, 

later identified as Valdimer Levin and his accomplices. 

After Levin was arrested he was extradite to the United States. One of the most important issues 
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was jurisdictional issue, the ‘place of origin’ of the cyber crime. 

 

Held: The Court helds that the real- time nature of the communication link between Levin and 

Citibank computer meant that Levin’s keystrokes were actually occurring on the Citibank 

computer. 

 

(4) Section 76. Confiscation: 

Any computer, computer system, floppies, compact disks, tape drives or any other accessories 

related thereto, in respect of which any provisions of this Act, rules, orders or regulations made 

there under has been or is being contravened, shall be liable to confiscation : 

 

Provided that where it is established to the satisfaction of the court adjudicating the confiscation 

that the person in whose possession, power or control of any such computer, computer system, 

floppies, compact disks, tape drives or any other accessories relating thereto is found is not 

responsible for the contravention of the provisions of this Act, rules orders or regulations made 

there under, the court may, instead of making an order for confiscation of such computer, 

computer system, floppies, compact disks, tape drives or any other accessories related thereto, 

make such other order authorized by this Act against the person contravening of the provisions 

of this Act, rules, orders or regulations made there under as it may think fit. 

 

Explanation: The aforesaid section highlights that all devices whether computer, computer 

system, floppies, compact disks, tape drives or any other storage, communication, input or 

output device which helped in the contravention of any provision of this Act, rules, orders or 

regulations made under there under liable to be confiscated. 

77. Penalties or confiscation not to interfere with other punishments: 

No penalty imposed or confiscation made under this Act shall prevent the imposition of any 

other punishment to which the person affected thereby is liable under any other law for the 

time being in force. 

 

Explanation: The aforesaid section lays down a mandatory condition, which states the 

Penalties or confiscation not to interfere with other punishments to which the person affected 
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thereby is liable under any other law for the time being in force. 

 

78. Power to investigate offences: 

Notwithstanding anything contained in the Code of Criminal Procedure, 1973, a police 

officer not below the rank of Deputy Superintendent of Police shall investigate any offence 

under this Act. 

 

Explanation: The police officer not below the rank of Deputy Superintendent of police shall 

investigate the offence. 

 

Conclusion: 

Due to the increase in the digital technology various offences has also increased. Since new-

new technology come everyday, the offences has also increased therefore the IT Act 2000 

need to be amended in order to include those offences which are now not included in the 

Act. 

In India cyber crime is of not of high rate therefore we have time in order to tighten the 

cyber laws and include the offences which are now not included in the IT Act 2000. 
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PATENT IN IT ACT 

 

ABSTRACT 

The word “patent” is referred from a Latin term “patere” which means “to lay open,” i.e. to 

make available for public inspection. 

Under the Indian patent law, a patent can be obtained only for an invention which is new 

and useful. The invention must relate to the machine, article or substance produced by a 

manufacturer, or the process of manufacture of an article. A patent may also be obtained for 

innovation of an article or of a process of manufacture 

Sections 3 and 4 of the Indian Patents Act, 1970 clearly mentioned the exclusions regarding 

what can be patented in India. There are certain criteria which have to be fulfilled to obtain a 

patent in India. 

An application for a patent may be opposed by either a prior grant or a subsequent grant by 

any person on the grounds specified in s 25 (1) and 25 (2) of the former Act. No other 

grounds stated in the Act can be taken to oppose the patent. 

Key Words :- Patent, Invention, manufacture, exclusion, obtain, article 

 

 

Meaning of patent 

A patent is an exclusive right granted by the Government to the inventor to exclude others 

to use, make and sell an invention is a specific period of time. A patent is also available for 

improvement in their previous Invention. The main motto to enact patent law is to 

encourage inventors to contribute more in their field by awarding them exclusive rights for 

their inventions. In modern terms, the patent is usually referred to as the right granted to an 

inventor for his Invention of any new, useful, non-obvious process, machine, article of 

manufacture, or composition of matter. The word “patent” is referred from a Latin term 
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“patere” which means “to lay open,” i.e. to make available for public inspection. There are 

three basic tests for any invention to be patentable: 

 

 Firstly, the invention must be novel, meaning thereby that the Invention must not be in 

existence. 

 Secondly, the Invention must be non- obvious, i.e. the Invention must be a 

significant improvement to the previous one; mere change in technology will not give 

the right of the patent to the inventor. 

 

 Thirdly, the invention must be useful in a bonafide manner, meaning thereby that the 

Invention must not be solely used in any illegal work and is useful to the world in a 

bonafide manner. 

 

An invention considered as new if, on the date of filing the application, any such invention 

is not known to the public in any form, i.e. oral, writing, or any other form. Anything shall not 

be termed as inventive if such a thing is already known to the public domain. The patent has 

a limited term of 20 years, which is counted from the date of filing of the patent application. 

A patent is a territorial right. Thus it can only be applied in the country where it has been 

granted. A patent is a territorial right. Thus it can only be applied in the country where it has 

been  granted. Therefore, any legal action against infringement or infringement of patent 

rights can only be taken in that country. To obtain patent protection in different countries, 

each country must apply for a patent. The Patent Cooperation Treaty (PCT) provides a way 

to file an international patent application in which a patent can be filed through a single 

patent application in a large number of countries. However, the PCT of a patent remains 

discretionary of the individual patent office only after the application is filed. 

 

Under the Indian patent law, a patent can be obtained only for an invention which is new 

and useful. The invention must relate to the machine, article or substance produced by a 

manufacturer, or the process of manufacture of an article. A patent may also be obtained for 

innovation of an article or of a process of manufacture. In respect to medicine or drug and 

certain classes of chemicals, no patent is granted for the substance itself even if it is new, 

but the process of manufacturing and substance is patentable. The application for a patent 

must be true and the first inventor or the person who has derived title from him, the right to 

apply for a patent being assignable. 
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Some inventions cannot be patented. In the European Patent Convention (EPC) law there is 

the list of non-patentable subject-matter which includes methods of medical treatment or 

diagnosis, and new plant or animal varieties. Further information on such fields can be 

obtained from a patent attorney. Nor many patents be granted for inventions whose 

exploitation would be contrary to public order or morality (obvious examples being land-

mines or letter-bombs).The following are not regarded as inventions, discoveries, 

innovations, scientific theories and mathematical methods, aesthetic creations, such as art or 

literature works or art of writing, schemes, rules and methods for performing mental acts, 

playing games or doing business, presentations of information, computer software. 

History of Patent 

The first step of the patent in India was Act VI of 1856. The main objective of the 

legislation was to encourage the respective inventions of new and useful manufactures and 

to induce inventors to reveal their inventions and make available for public. The Act was 

repealed by Act IX of 1857 as it had been enacted without the approval of the British 

Crown. Fresh legislation was enacted for granting ‘exclusive privileges’ was introduced in 

1859 as Act XV of 1859. This legislation undergoes specific modifications of the previous 

legislation, namely, grant of exclusive privileges to useful inventions only, an extension of 

priority period from 6 months to 12 months. The Act excluded importers from the definition 

of an inventor. The Act was then amended in 1872, 1883 and 1888. 

 

The Indian Patent and Design Act, 1911 repealed all previous acts. The Patents Act 1970, 

along with the Patent Rules 1972, came into force on 20 April 1972, replacing the Indian 

Patent and Design Act 1911. The Patent Act is basically based on the recommendations of 

the report Justice Ann. The Ayyangar Committee headed by Rajagopala Iyengar. One of the 

recommendations was the allowance of process patents in relation to inventions related to 

drugs, drugs, food and chemicals. Again The Patents Act, 1970 was amended by the Patents 

(Amendment) Act, 2005 regarding extending product patents in all areas of technology 

including food, medicine, chemicals and microorganisms. Following the amendment, 

provisions relating to exclusive marketing rights (EMR) have been repealed, and a 

provision 
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has been introduced to enable the grant of compulsory licenses. Provisions related to pre-

grant and anti-post protests have also been introduced. 

 

What can be patented? 

 

Sections 3 and 4 of the Indian Patents Act, 1970 clearly mentioned the exclusions regarding 

what can be patented in India. There are certain criteria which have to be fulfilled to obtain a 

patent in India. They are: 

 

 Patent subject: 

 

The most important consideration is to determine whether the Invention relates to a patent 

subject matter. Sections 3 and 4 of the Patents Act list non-patentable subject matter. Unless 

the Invention comes under any provision of Section 3 or 4, it means that it consists of a 

subject for a patent. 

 

 Novelty: 

 

Innovation is an important criterion in determining the patent potential of an invention. 

Under Section 2(l) of the Patent Act, a novelty or new Invention is defined as “no invention 

or technology published in any document before the date of filing of a patent application, 

anywhere in the country or the world”. The complete specification, that is, the subject 

matter has not fallen into the public domain or is not part of state of the art”. 

 

Simply, the novelty requirement basically states that an invention that should never have 

been published in the public domain. It must be the newest which have no same or similar 

prior arts. 

 

 Inventive steps or non-clarity: 

 

Under Section 2(ja) of the Patents Act, an inventive step is defined as “the characteristic of 

an invention that involves technological advancement or is of economic importance or both, 
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as compared to existing knowledge, and invention not obvious to a person skilled in the art.” 

This means that the invention should not be obvious to a person skilled in the same field 

where the invention is concerned. It should not be inventive and obvious for a person skilled 

in the same field. 

 

 Capable of industrial application: 

 

Industrial applicability is defined in Section 2 (ac) of the Patents Act as “the invention is 

capable of being made or used in an industry”. This basically means that the Invention 

cannot exist in the abstract. It must be capable of being applied in any industry, which 

means that it must have practical utility in respect of patent. 

 

These are statutory criteria for the patent of an invention. In addition, other important 

criteria for obtaining a patent is the disclosure of a competent patent. A competent patent 

disclosure means a patent draft specification must adequately disclose the Invention, so as to 

enable a person skilled in the same field related to carrying out the Invention with undue 

efforts. 

Rights and obligations of the patentee 

 

Rights of Patentee 

 

 Right to exploit patent: A patentee has the exclusive right to make use, exercise, sell or 

distribute the patented article or substance in India, or to use or exercise the method or 

process if the patent is for a person. This right can be exercised either by the patentee 

himself or by his agent or licensees. The patentee’s rights are exercisable only during 

the term of the patent. 

 Right to grant license: The patentee has the discretion to transfer rights or grant 

licenses or enter into some other arrangement for a consideration. A license or an 

assignment must be in writing and registered with the Controller of Patents, for it to 

be legitimate and valid. The document assigning a patent is not admitted as evidence 

of title of any person to a patent unless registered and this is applicable to assignee not 

to the assignor. 

 Right to Surrender: A patentee has the right to surrender his patent, but before 
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accepting the offer of surrender, a notice of surrender is given to persons whose name 

is entered in the register as having an interest in the patent and their objections, if any, 

considered. The application for surrender is also published in the Official Gazette to 

enable interested persons to oppose. 

 Right to sue for infringement: The patentee has a right to institute proceedings for 

infringement of the patent in a District Court having jurisdiction to try the suit. 

Obligations of patentee 

 

 Government use of patents: A patented invention may be used or even acquired by 

the Government, for its use only; it is to be understood that the Government may also 

restrict or prohibit the usage of the patent under specific circumstances. In case of a 

patent in respect of any medicine or drug, it may be imported by the Government for 

its own use or for distribution in any dispensary, hospital or other medical institution 

run by or on behalf of the Government. The aforesaid use can be made without the 

consent of the patentee or payment of any royalties. Apart from this, the Government 

may also sell the article manufactured by patented process on royalties or may also 

require a patent on paying suitable compensation. 

 Compulsory licenses: If the patent is not worked satisfactorily to meet the 

reasonable 

requirements of the public, at a reasonable price, the Controller may grant 

compulsory licenses to any applicant to work the patent. A compulsory license is a 

provision under the Indian Patent Act which grants power to the Government to 

mandate a generic drug maker to manufacture inexpensive medicine in public interest 

even as a patent in the product is valid. Compulsory licenses may also be obtained in 

respect of related patents where one patent cannot be worked without using the 

related patent. 

 Revocation of patent: A patent may be revoked in cases where there has been no work 

or unsatisfactory result to the demand of the public in respect of the patented invention. 

 Invention for defence purposes: Such patents may be subject to certain secrecy 

provisions, i.e. publication of the Invention may be restricted or prohibited by 

directions of Controller. Upon continuance of such order or prohibition of 

publication or communication of patented Invention, the application is debarred for 

using it, and the Central Government might use it on payment of royalties to the 



 

224 
 

applicant. 

 Restored Patents: Once lapsed, a patent may be restored, provided that few limitations 

are imposed on the right of the patentee. When the infringement was made between 

the period of the date of infringement and the date of the advertisement of the 

application for reinstatement, the patent has no authority to take action for 

infringement 

 

Procedure of Patent  

 

 Step 1: Write about inventions (idea or concept) with each and every detail. 

 

Collect all information about your Invention such as: 

 

1. Field of Invention 

2. What does the Invention describe 

3. How does it work 

4. Benefits of Invention 

 

If you worked on the Invention and during the research and development phase, you should 

have some call lab records which are duly signed with the date by you and the concerned 

authority. 

 

 Step 2: It must involve a diagram, drawing and sketch explains the Invention 

 

Drawings and drawings should be designed so that the visual work can be better explained 

with the invention work. They play an important role in patent applications. 

 

 Step 3: To check whether the Invention is patentable subject or not. 
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Not all inventions can be patentable, as per the Indian Patent Act there are some inventions 

which have not been declared patentable (inventions are not patentable). 

 

 Step 4: Patent Discovery 

 

The next step will be to find out if your Invention meets all patent criteria as per the Indian 

Patent Act- 

 

1. The invention must be novel. 

2. The Invention must be non- obvious. 

3. The Invention must have industrial applications. 

 

 Step 5: File Patent Application 

 

If you are at a very early stage in research and development for your Invention, then you can 

go for a provisional application. It offers the following benefits: 

 

1. Filing date. 

2. 12 months time for filing full specification. 

3. Lesser cost. 

 

After filing a provisional application, you secure the filing date, which is very important in 

the patent world. You get 12 months to come up with the complete specification; your 

patent application will be removed at the end of 12 months. 

When you have completed the required documents and your research work is at a level 

where you can have prototypes and experimental results to prove your inventive move; you 

can file the complete specification with the patent application. 

 

Filing the provisional specification is an optional step if you are in the stage where you have 

complete knowledge about your Invention you can go straight to the full specification. 

 

 Step 6: Publication of the application 
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Upon filing the complete specification along with the application for the patent, the 

application is published 18 months after the first filing. 

 

If you do not wish to wait until the expiration of 18 months from the filing date to publish 

your patent application, an initial publication request may be made with the prescribed fee. 

The patent application is usually published early as a one-month form request. 

 

 Step 7: Request for Examination 

 

The patent application is scrutinized only after receiving a request for an RFE examination. 

After receiving this request, the Controller gives your patent application to a patent 

examiner who examines the patent application such as the various patent eligibility criteria: 

1. Patent subject 

2. Newness 

3. Lack of clarity 

4. Inventory steps 

5. Industrial application 

6. By enabling 

The examiner makes the first examination report of the patent application upon a review for 

the above conditions. This is called patent prosecution. Everything that happens for a patent 

application before the grant of a patent is usually called patent prosecution. 

 

The first examination report submitted to the Controller by the examiner usually includes 

prior art (existing documents prior to the filing date) that are similar to the claimed invention 

and is also reported to the patent applicant. 

 

 Step 8: Answer the objections 

 

Most patent applicants will receive some type of objections based on the examination 

report. The best thing is to analyze the examination report with the patent professional 

(patent agent) and react to the objections in the examination report. 
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This is an opportunity for an investor to communicate his novelty over the prior art in 

examination reports. Inventors and patent agents create and send a test response that tries to 

prove that their Invention is indeed patentable and meets all patent criteria. 

 

 Step 9: clearance of objections 

The Controller and the patent applicant is connected for ensuring that all objections raised 

regarding the invention or application is resolved and the inventor has a fair chance to prove 

his point and establish novelty and inventive steps on other existing arts. 

 

Upon receiving a patent application in order for grant, it is the first grant for a patent 

applicant. 

 

 Step 10: 

 

Once all patent requirements are met, the application will be placed for the grant. The grant 

of a patent is notified in the Patent Journal, which is published periodically. 

 

Grounds for opposition  

 

An application for a patent may be opposed by either a prior grant or a subsequent grant by 

any person on the grounds specified in s 25 (1) and 25 (2) of the former Act. No other 

grounds stated in the Act can be taken to oppose the patent. Some major opposition grounds, 

common to both pre-grant and post-grant opposition, are mentioned below: 

 

1. The Invention was published previously in India or elsewhere or was claimed 

previously in India. 

2. The Invention is the formation of a part of the prior public knowledge or prior public 

use or traditional knowledge of any community. 

3. The Invention is obvious and lacks an inventive step. 

4. The Invention does not constitute an invention within the meaning of the Act, or the 

Invention is not patentable under the Act. 

5. Failure to disclose information or furnishing false information relating to foreign by 

the applicant. 
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Pre-Grant Protest: Section 25 (1) of the Patent  Act and Rule  55  of  the  Patent  Rules,  

2003 provide the procedure to be followed for pre-grant opposition. Pre-grant opposition 

can be initiated by anyone after the application is published and before the patent is granted. 

If a request for examination is filed to oppose the application, the Controller considers 

representation only. If a request for examination has not been made by the applicant, it is 

possible for the opponent as an interested person to first file a request for examination under 

Section 11B, and then file a pre-grant opposition. 

 

Post-grant opposition: The procedure is followed to oppose the grant under Section 25 (2) of 

the Patents Act, 1970 and Rule 55A to 70 of the Patent Rules, 2003. A Post-grant 

opposition can be filed by any person interested in any of the specific grounds before a period 

of one year from the date of publication of the grant of the patent. Unlike a pre-grant protest, 

a pre-grant protest must be filed by an individual and not by a person. The expression 

(people interested) is defined under section 2(t) of the Patents Act, 1970 wherein a 

person/party is engaged, or is conducting research in the same field with which the 

Invention (which is to be opposed) is concerned. 

 

LANDMARK JUDGEMENTS 

 

1. Bajaj Auto Limited Vs. TVS Motor Company Limited JT 2009 (12) SC 103:- 

 

Speedy disposal of Intellectual property rights cases 

This case involved the controversy regarding the unauthorized application of the patent of the 

DTSi technology. The case became very vital regarding not only the financial stakes of the 

parties but also regarding the application of the doctrine of pith and marrow also termed as 

Doctrine of Equivalents. 

This case was filed before the Madras High Court in 2007. The plaintiffs (Bajaj Auto Ltd), along 

with the state of Maharashtra alleged the defendants (T.V.S. Motor Company Ltd.) of infringement 

of the patents of the plaintiffs, which apprehended the invention of the technology of advanced 

internal combustion engine. The case engaged the questions of patent infringement by the 

defendant and the damages for the same. Furthermore, the case threw light upon the argument 

regarding justification of the risks issued by the defendant of the same case. 
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The plaintiffs sought remedy of permanent injunction for obstructing the defendants from using the 

technology or invention prescribed in the patents of the plaintiffs; and for obstructing them from 

marketing, selling offering for sale or exporting 2/3 wheelers (including the proposed 125cc TVS 

FLAME motorcycle) that consisted of the disputed internal combustion engine or product that 

infringed the patent. Damages for infringement of the patent were also claimed by the Plaintiffs. 

The Supreme Court of India by this landmark judgement directed all the courts in India for speedy 

trial and disposal of intellectual property related cases. In this two- year-old dispute involving two 

companies, which had been locked in a patent dispute over the use of a twin-spark plug engine 

technology, the Supreme Court observed that suits relating to the matters of patents, trademarks 

and copyrights are pending for years and years and litigation is mainly fought between the parties 

about the temporary injunction. The Supreme Court directed that hearing in the intellectual 

property matters should proceed on day to day basis and the final judgment should be given 

normally within four months from the date of the filing of the suit. The Supreme Court further 

directed to all the courts and tribunals in the country to punctually and faithfully carry out the 

aforesaid orders. 

2. Novartis v. Union of India (2013) 6 SCC 1 :- 

Rejection of a patent for a Drug which was not ‘inventive’ or had an superior ‘efficacy’- 

Novartis filled an application to patent one of its drugs called ‘Gleevec’ by covering it under the 

word invention mentioned in Section 3 of the Patents Act,1970. The Supreme Court rejected their 

application after a 7 year long battle by giving the following reasons: Firstly there was no 

invention of a new drug, as a mere discovery of an existing drug would not amount to invention. 

Secondly Supreme Court upheld the view that under Indian Patent Act for grant of pharmaceutical 

patents apart from proving the traditional tests of novelty, inventive step and application, there is a 

new test of enhanced therapeutic efficacy for claims that cover incremental changes to existing 

drugs which also Novartis’s drug did not qualify. This became a landmark judgment because the 

court looked beyond the technicalities and into the fact that the attempt of such companies to 

‘evergreen’ their patents and making them inaccessible at nominal rates. 
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3. F. Hoffmann-La Roche Ltd vs Cipla Ltd., Mumbai Central,:- 

First Patent Litigation in India post India’s 2005 Product Patent Regime which included 

public interest and pricing issues. 

Over the years India has seen many patent disputes between Foreign Multinational 

Pharmaceutical companies and Indian generic drug companies. But the suit between Roche 

and Cipla has surely set the standards when it comes to a patent infringement suit. 

In this case, two plaintiffs, namely, F. Hoffmann-La Roche Ltd. and OSI Pharmaceuticals 

Inc., filed the suit for permanent injunction restraining infringement of patent, rendition of 

accounts, damages and delivery against Cipla Ltd. Mumbai. Indian Generic manufacturer 

Cipla won this landmark case in the Delhi High Court. The case is the first Patent Litigation 

in India post India’s 2005 Product Patent Regime which included public interest and pricing 

issues in addition to India’s Section 3d that prevents evergreening. The case was followed 

by Pharma Giants worldwide. 

 

 

Roche sued Cipla in 2008 before Delhi High Court claiming that Cipla’s generic product 

Erlocip violates former’s Indian ‘774 patent claiming “Erlotinib Hydrocloride”. The trial 

Judge rejected Roche’s appeal to grant interim injunction restraining Cipla from selling 

generic version of Tarceva on the grounds of public interest and the fact that there was an 

ongoing patent revocation proceedings against ‘774 patent. Cipla’s generic version costs 

about 1/3rd of Roche’s patented drug. Roche’s subsequent appeal to Division Bench also 

failed when not only did the bench uphold the findings of Trial Judge but also imposed costs 

on Roche for suppression of material patent information about Roche’s later filed 

application in India (IN/PCT/2002/00507/DEL). This was the Patent Application which was 

actually on Polymorph Form B of Erlotinib Hydrocloride but was rejected in 2008 following 

the opposition filed by Cipla primarily on Section 3d. Cipla argued that Tarceva corresponds 

to Polymorphic Form B (which is not a product of ‘774 patent but a ‘507 rejected 

application) and that it is Form B which is more stable and suitable for solid oral dosage 

form than the compound disclosed in ‘774 patent comprising a mixture of Forms A and B. 

Roche’s subsequent appeal 
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before the Supreme Court (SC) challenging the order passed by the division bench got 

dismissed due to the ongoing trial at the Delhi High Court. 

 

 

4. Dr Snehlata C. Gupte v. Union of India & Ors (W.P. (C) No 3516 and 3517 of 2007) 

Delhi HC) :- 

What Shall Be The Actual Date Of Grant Of A Patent? 

This case was instrumental in determining when a patent can said to be granted under the 

Patent Act 1970 (the Act). This lack of clarity led to a scrutiny of the relevant provisions the 

Act and also the existing process with a time gap between the grant and the issuance of the 

patent certificate. The Delhi High Court, while holding that the date of grant of a patent is the 

date on which the Controller passes an order to that effect on the file, noted that the language, 

“a patent shall be granted as expeditiously as possible” (u/s 43) does point out that a patent 

has to be granted once it is found that either the application is not refused in a pre-grant 

opposition or otherwise is not found in contravention of any provision of the Act. 

At the core of the legal challenge was the existing process, which resulted in a time gap 

between the grant of a patent and the issue of the patent certificate. The court held that the 

date of the grant of a patent is the date on which the controller passes an order to that effect 

on the file i.e. on the day in which the Controller makes a decision to grant a patent. The issue 

of a certificate at a later date is then nothing more than a mere formality. 

The court also came down strongly against the practice of filing serial pre-grant oppositions. 

through aliases, a practice now fairly common in most pharmaceutical patent cases. 

Therefore, the decision taken by the Controller on the file is the determining event for 

ascertaining the date of grant of patent and the acts of sealing of the patent and entering the 

same in the Register are ministerial acts evidencing the grant of patent. 

 

 

5. Bayer Corporation vs Union Of India :- 

India’s First Compulsory License 

On March 9, 2012, the Indian Patent Office granted its first Compulsory License to Natco 

Pharma Ltd. for producing generic version of Bayer Corporations’s patented medicine 
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Nexavar (Sorafenib Tosylate), which is used in the treatment of Liver and Kidney cancer. 

While the multinational giant was selling the drug at INR 2.80 lakh for a month’s course, 

Natco promised to make available the same at a price of about 3 % (INR 8800) of what was 

charged by Bayer. Natco was directed to pay 6 percent of the net sales of the drug as royalty 

to Bayer. Among other important terms and condition of the non assignable, non exclusive 

license were directions to Natco to manufacture the patented drug only at their own 

manufacturing facility, selling the drug only within the Indian Territory and supplying the 

patented drug to at least 600 needy and deserving patients per year free of cost. 

Aggrieved by the Controller’s decision, Bayer immediately moved to the Intellectual 

Property Appellate Board (IPAB) for stay on the orderalleging that the grant of compulsory 

license was illegal and unsustainable. The Board rejected Bayer’s appeal holding that if stay 

was granted, 

it would definitely jeopardize the interest of the public who need the drug at the later stage of 

the disease. It further held that the right of access to affordable medicine was as much a matter 

of right to dignity of the patients and to grant stay at this juncture would really affect them. 

Bayer then filed an appeal challenging the compulsory licence granted to Natco by the 

Controller-General. The Board stated that the invention must be available to the public at a 

reasonably affordable price and if not, compulsory licence can be issued and observed that the 

Sub-sections (a), (b) and (c) of Section 84(1) are separated by the disjunctive ‘or’ and therefore, 

even if one conditionis satisfied, the Controller will be well within his rights to order 

compulsory licence. 

The Board further noted that The R&D costs and the prices of other drugs do not assist in 

deciding what the public can afford reasonably. It stated that the reasonably affordable price 

necessarilyhas to be fixed from the view point of the public and the word ‘afford’ itself 

indicates whether the public can afford to buy the drug. 

It also stated that even if it takes the appellant’s own number (i.e. the number of affected 

patients) it finds that the supply made by it cannot be said to be adequate and the price 

definitely is the factor that will determine whether the public will reach out for a 

particularinvention. 
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The Board held that the Controller was right in holding that the sales of the drug by the 

appellant at the price of about 280,000/- wasalone relevant for the determination of public 

requirement and he was also right in considering the purchasing capacity of the public and 

the evidence available to conclude that the invention was not reasonably affordable to the 

public. 

On the percentage of royalty that was to be paid by the Respondent to the Appellant (6% 

that was fixed by the Controller), IPAB increased it by 1 percent but did not change any other 

terms and conditions of the licence. 

The IPAB dismissed the appeal and confirmed the grant of Compulsory license stating that 

it has dealt with each of the issue indetail in view of the significance of the order of 

compulsory licence made in India for the first time. 

 

 

Conclusion 

Patents can provide great value and increased returns to individuals and companies on the 

investment made in developing new technology. Patenting should be done with an 

intelligent strategy that aligns business interests to implement the technology with a wide 

range of options in the search for how, where and when to patent. As an example, with a 

focus on international considerations and regulations in specific countries, it is possible for a 

company to achieve significant savings and improve the rights gained using patents. 
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criminaloffence. 

The Act is supplemented by a number of rules which includes rules for cyber cafes, electronic 

service delivery, data security, blocking of websites. It also has rules for observance of due 

diligence by internet intermediaries (ISP's, network service providers, cyber cafes, etc.). Any 

person affected by data theft, hacking, spreading of viruses can apply for compensation from 

Adjudicator appointed under Section 46 as well as file a criminal complaint. Appeal from 

adjudicator lies to Cyber AppellateTribunal. 

The Role Of Adjudicating Officers Under The IT Amendment Act, 2008 

Section 46 (1A) : The scope of power in hands of the Adjudicating officer 

under the amended Act in Section 46 (1A) is limited as claims for injury or 

damage not exceeding 5 crores are under their jurisdiction. Beyond Rs. 5 

crore the jurisdiction shall now vest with a competent or higher court. 

Section 46(2): As per this subsection the quantum of compensation that may 

be awarded is left to the discretion of Adjudicating officers which suggests 

huge subjectivity on what should be the penalty keeping in view the factors of 

unfair advantage gained by the amount of loss caused to a person by the 

offender. 

The Information Technology (qualification and experience of adjudicating 

officers and manner of holding enquiry) Rules,2003 lay down the scope and 

manner of holding inquiry including reliance on documentary and other 

evidence gathered in investigations. 

Section 46(5): In this section, authority of the Adjudicating officers have 

been stretched conferred by including order of attachment and sale of 

property, arrest and detention of the accused and appointment of the receiver 

which leads to better enforceability and effectiveness of its orders and 

working. 

Penalties, Compensation and Adjudication under Information 

Technology Act, 2000 

Section 43: Where a person without the permission of owner or any other 

person-in-charge damage the Computer, or Computer System, or Computer 

Network, the he shall be liable for Penalty and Compensation to such person 

so affected. 

Section 44: Where a person fails to furnish any document, return, report to 

the controller, or certifying authority, then he shall be liable to pay penalty 

upto Rs.1,50,000/- per failure. Further where a person fails to furnish any 

information, books or other documents within time specified, then he shall be 
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liable to pay penalty upto Rs.5,000/- per day. Further provided that where a 

person fails to maintain books of accounts or other records, then he shall be 

liable to pay penalty upto Rs.10,000/- per day. 

Offences under Information Technology Act, 2000 

Section 65: Any person tamper, conceal, destroy, or alter any computer 

source document intentionally, then he shall be liable to pay penalty upto 

Rs.2,00,000/-, or Imprisonment upto 3 years, or both. 

Section 66: Any person dishonestly, or fraudulently does any act as referred 

in Section 43, then he shall be liable to pay penalty upto Rs.5,00,000/-, or 

Imprisonment upto 3 years, or both. 

Section 66B: Any person dishonestly, or fraudulently receives or retains any 

stolen computer resource or communication device, then he shall be liable to 

pay penalty upto Rs.1,00,000/-, or Imprisonment upto 3 years, or both. 

Section 66C: Any person dishonestly, or fraudulently make use of Electronic 

Signature, Password or any other Unique Identification Feature of any other 

person, then he shall be liable to pay penalty 

upto Rs.1,00,000/-, or Imprisonment upto 3 years, or both. 

Section 66D: Any person dishonestly, or fraudulently by means of any 

communication device or computer resource cheats by personating, then he 

shall be liable to pay penalty upto Rs.1,00,000/-, or Imprisonment upto 3 

years, or both. 

Section 66E: Any person intentionally captures, publishes, or transmits image 

of private area of any person without consent, then he shall be liable to pay 

penalty upto Rs.2,00,000/-, or Imprisonment upto 3 years, or both. 

 

Section 66F: Any person does any act electronically, or with use of computer 

with intent to threaten unity, integrity, security, or sovereignty of India, then 

he shall punishable with Imprisonment for Life. 

 

Section 67: Any person publishes, or transmits in electronic form any 

material which appeals to prurient interest, or if its effect is such as to tend to 

deprave and coorupt persons who are likely to read, see, or hear matter 

contained in it, then he shall be liable to pay penalty upto Rs.5,00,000/-, or 

Imprisonment upto 3 years, or both, And in the event of second or subsequent 

conviction, he shall be liable to pay penalty upto Rs.10,00,000/-, or 

Imprisonment upto 5 years, or both. 
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Section 67A: Any person publishes, or transmits in electronic form any 

material which contains sexually explicit act, or conduct, then he shall be 

liable to pay penalty upto Rs.10,00,000/-, or Imprisonment upto 5 years, or 

both, And in the event of second or subsequent conviction, he shall be liable 

to pay penalty upto Rs.10,00,000/-, or Imprisonment upto 7 years, or both. 

• Section 68: The Controller may, by order, direct a Certifying Authority 

or any employee of such Authority to take such measures or cease 

carrying on such activities as specified in the order if those are necessary 

to ensure compliance with the provisions of this Act, rules or any 

regulations made thereunder and if any person who intentionally or 

knowingly fails to comply with the order, then he shall be liable to pay 

penalty upto Rs.1,00,000/-, or Imprisonment upto2 years, or both. 

• Section 69: Where the Central Government or a State Government or 

any of its officers specially authorized by the Central Government or the 

State Government, as the case may be, in this behalf may, if satisfied 

that it is necessary or expedient so to do, in the interest of the 

sovereignty or integrity of India, defense of India, security of the State, 

friendly relations with foreign States or public order or for preventing 

incitement to the commission of any cognizable offence relating to 

above or for investigation of any offence, it may with reasons to be 

recorded in writing, by order, direct any agency of the appropriate 

Government to intercept, monitor or decrypt or cause to be intercepted 

or monitored or decrypted any information generated, transmitted, 

received or stored in any computer resource, Any person who fails to 

comply with the order, then he shall be liable to Imprisonment of 7 

years, along with the fine (amount of fine is not specified in theact). 

• Section 70: The appropriate Government may, by notification in the 

Official Gazette, declare any computer resource which directly or 

indirectly affects the facility of Critical Information Infrastructure, to be 

a protected system, Any person who fails to comply with the 

notification, then he shall be liable to Imprisonment of 10 years, along 

with the fine (amount of fine is not specified in the act). 

• Section 71: Whoever makes any misrepresentation to, or suppresses any 

material fact from the Controller or the Certifying Authority for 

obtaining any License or Electronic Signature Certificate,as the case 

may be, then he shall be liable to pay penalty upto Rs.1,00,000/-, or 

Imprisonment upto 2 years, orboth. 
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Section 72: If any person who has secured access to any electronic record, 

book, register, correspondence, information, document or other material 

without the consent of the person concerned discloses such electronic record, 

book, register, correspondence, information, document or other material to 

any other person, then he shall be liable to pay penalty upto Rs.1,00,000/-, or 

Imprisonment upto 2 years, or both. 

Section 72A: If any person who has secured access to any material containing 

personal information about another person, with the intent to cause or 

knowing that he is likely to cause wrongful loss or wrongful gain discloses, 

without the consent of the person concerned, or in breach of a lawful contract, 

then he shall be liable to pay penalty upto Rs.5,00,000/-, or Imprisonment 

upto 3 years, or both. 

 

Section 73: If any person publishes a Electronic Signature Certificate, or 

make it available to any other person with the knowledge that Certifying 

Authority has not issued it, or Subscriber has not accepted it, or Certificate 

has been revoked or suspended then he shall be liable to pay penalty upto 

Rs.1,00,000/-, or Imprisonment upto 2 years, or both. 

 

Section 74: If any person knowingly creates, publishes, or otherwise makes 

available Electronic Signature Certificate for any fraudulent or unlawful 

purpose, then he shall be liable to pay penalty upto Rs.1,00,000/-, or 

Imprisonment upto 2 years, or both. 

• Section 75: If any person have committed an offence, or 

contravention committed outside India, and if the act or conduct 

constituting the offence or contravention involves a computer, 

computer system or computer network located in India, then the 

provisions of this Act shall apply alsoto any offence or 

contravention committed outside India by any person irrespective 

of his nationality. 

• Section 76: Any computer, computer system, floppies, compact 

disks, tape drives, or any other accessories related thereto, in respect 

of which any provision of this Act, rules, orders, or regulations made 

thereunder has been, or is being contravened, shall be liable to 

confiscation. However, if it is proved that such resources were not 

used in committing fraud then only person in default will bearrested. 
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Case ReferenceSecti on 66 

• In February 2001, in one of the first cases, the Delhi policearrested two 

men Referral a web- 

Hosting company. The company had shut down a website over non-payment 

of dues. The owner of the site had claimed that he had already paid and 

complained to the police. The Delhi police had charged the men for hacking 

under Section 66 of the IT Act and breach of trust under Section 408 of the 

Indian Penal code. 

The two men had to spend 6 days in Tihar Jail waitingg for bail. Bhavin 

Turakhia, chief executive officer of directi.com, said that this interpretation 

of the law would be problematic for web-hosting companies. 

In February 2017, M/s Voucha Gram India Pvt. Ltd, owner of Delhi based 

Ecommerce Portal www.gyftr.com made a Complaint with Hauz Khas Police 

Station against some hackers from different cities accusing them for IT Act / 

Theft / Cheating / Misappropriation / Criminal Conspiracy / Criminal 

Breach of Trust / Cyber Crime of Hacking / Snooping / Tampering with 

Computer source documents and the Web Site and extending the threats of dire 

consequences to employees, as a result four hackers were arrested by 

South Delhi Police for Digital Shoplifting. 

Section 66A 

• In September 2012, a freelance cartoonist Aseem Trived was arrested under the 

Section 66A of the IT Act, Section 2 of Prevention of Insults to National 

Honour Act, 197 and for sedition under the Section 124 of the Indian 

Penal Code.His cartoons depicting widespread corruption in India were 

consideredoffensive. 

• On 12 April 2012, a Chemistry professor from JadavPur University, Ambikesh 

Mahapatra, was arrested for sharing a cartoon of West Bengal Chief Minister 

Mamata Banarjeeand 

then Railway Minister Mukul Roy.The email was sent from the email address 

of a housing society. Subrata Sengupta, the secretary of the housing society, was 

also arrested. They were charged under Section 66A and B of the IT Act, for 

defamation under Sections 500, for obscene gesture to a woman under 

Section 509, and abetting a crime under Section 114 of the Indian Penal 

Code. 
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On 30 October 2012, a Puducherry businessman Ravi Srinivasan was arrested 

under Section 66A. He had sent tweet accusing Karti Chidambaram, son of 

then Finance Minister P. Chidambaram, of corruption. Karti Chidambaram 

had complained to the police. 

On 19 November 2012, a 21-year-old girl was arrested from Palghar for 

posting a message on Facebook criticising the shutdown in Mumbai for the 

funeral of Bal Thackeray. Another 20-year-old girl was arrested for "liking" 

the post. They were initially charged under Section 295A of the Indian Penal 

Code (hurting religious sentiments) and Section 66A of the IT Act. Later, 

Section 295A was replaced by Section 505(2) (promoting enmity between 

classes). A group of Shiv Sena workers vandalised a hospital run by the uncle 

of one of girls. On 31 January 2013, a local court dropped all charges against 

the girls. 

On 18 March 2015, a teenaged boy was arrested from Bareilly, Uttar Pradesh, 

for making a post on Facebook insulting politician Azam Khan. The post 

allegedly contained hate speech against a community and was falsely 

attributed to Azam Khan by the boy. He was charged under Section 66A of 

the IT Act, and Sections 153A (promoting enmity between different 

religions), 504 (intentional insult with intent to provoke breach of peace) and 

505 (public mischief) of Indian Penal Code. After the Section 66A was 

repealed on 24 March, the state government said that they would continue the 

prosecution under the remaining charges. 

Section 69A 

On 29 June 2020, the Modi government banned 59 Chinese mobile apps, most notably TikTok, 

supported by Section 69A and citing national security interests. 

On 24 November 2020, another 43 Chinese mobile apps were banned supported by the same 

reasoning, most notably AliExpress. 

Conclusion 

Computers add a new dimension to criminal law, presenting many issues for law enforcement. At 

the front of law enforcement concern is the necessity to secure adequate training to combat these 

crimes. This requires additional resources. The technical sophistication needed to follow 

new methods surpassing traditional methods of investigation. In some cases data are encrypted, 

making it difficult for police authorities to get the contents of the information. Corporations may 

fear the negative publicity that might result as a consequence of their systems being compromised. 

In many cases, unauthorized computer access may go undetected by the individual or entity 

whose computer system had been invaded. Though not all the peoples are victims to cyber crimes 

but they are still at risk. Everyday a 10/1 person becomes the victim of cybercrime. Rape 
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threats are so common nowdays, People leak their partners intimate pictures if they refused to do 

what they are asked for. They was social sites are useful in the same way they are risky. For that 

it’s our responsibility to take precautions while using such sites, least we can do is never share 

personal details with anyone and do not post private pictures and videos and neither send them to 

anyone.. 

 

References: 

 

 

1. https://en.m.wikipedia.org/wiki/Information_Technology_Act,_2000 

 

2. https://www.meity.gov.in/content/information-technology-act-2000 

 

3. https://www.termsfeed.com/blog/india-it-act-of-2000-information-

technology-act/ 

 

4. https://www.ques10.com/p/48988/penalties-compensation-and-

adjudication-under-in-1/ 



 

242 

SUBSCRIBER AND ITS DUTIES 

 

 

 

ABSTRACT 

 

The following article talks about the role and legal status of a subscriber/intermediaries 

under the cyber laws of India and also explains their liabilities and duties. The Information 

Technology Rules draft of 2018 are also discussed with respect to the intermediaries. Some 

relevant case laws are also discussed regarding the same. 

KEY WORDS – Subscribers, duties, cyberlaw, internet, cyber, intermediaries 

 

INTRODUCTION 

 

Internet based law is one of the newest sections of legal research and lawsuits, also known 

as cyber law. It is possible to date the roots of this area of law back to the mid-1990s, 

around the time the Internet became open to the general public. Regulation did not appear 

important when the Internet appeared. However, Internet-related practices cannot do without 

legislation and control of ever-increasing numbers of users, and the wide range of online 

activities. This entry also explains cyber law and addresses the Internet's constitutionally 

applicable functionality. The numerous aspects of cyber law are then discussed: Internet 

regulation, intellectual property, e-commerce, cybercrime, and cyber security, and data 

protection and privacy. 

 

It is possible to briefly define cyber law as the area of law in which the Internet plays a 

central role in legal study. Established regulation is sometimes used to address problems of 

cyber law, often after clarification. While the Internet did not exist, or at least not in the 
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manner it does today, several rules were written. These laws were never designed for the 

Internet, where a single click can have enormous effects and can potentially reach an 

apparently unlimited number of individuals. New regulations, such as those concerned with 

email, cookies, electronic contracting, and cybercrime, have also been drafted especially for 

the Internet. The legislative system in place is in a constant state of growth. 

The means of expressing the right to freedom of speech on the Internet are generally 

accepted as critical cogs in the wheel. In order to ensure that this wheel does not stop 

turning, most large jurisdictions worldwide have enacted laws to restrict intermediary 

liability. 

Intermediaries are organizations that offer resources that allow web content to be distributed 

to the end user. Internet intermediaries are governed by the IT Act using the specified word 

'intermediaries', which implies, “with respect to any particular electronic records, any person 

who on behalf of another person receives, stores or transmits that record or provides any 

service with respect to that record and includes telecom service providers, network service 

providers, internet service providers, web hosting service providers, search engines, online 

payment sites, online-auction sites, online market places and cyber cafes.”1 

The IT (Amendment) Act, 20082, which repealed the former definition as provided in the 

original Act, added this definition of intermediaries. 

WHO IS A SUBSCRIBER? 

 

In Section 2(w) of the Act, an "intermediary" is defined as any person who receives, stores or 

transmits that record or provides any service in relation to that record on behalf of another 

person and includes telecom service providers, web-housing service providers, search 

engines, online payment sites, online auction sites, online marketplaces and cyber cafes."  

A narrow construction has belied this term. Intermediaries are usually people who promote 

the use of the internet. Interestingly, cyber cafes are included in the concept of an 

intermediary, and are not limited to internet intermediaries. While intermediaries serve a 

different variety of tasks, typical roles include hosting content, gathering information, 

analysing dispersed information, promoting contact and sharing of information, aggregating 

information, providing internet access, etc. Both the intermediaries are Internet access 

providers, search engines, social media sites, cloud service providers, cyber cafes. 
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1 IT (Amendment) Act, 2008 

 
2 Information Technology Act | Ministry of Electronics and Information Technology, Government of 

India, , https://www.meity.gov.in/content/information-technology-act (last visited Jan 23, 2021). 

LEGAL STATUS OF A SUBSCRIBER 

 

 

Section 79 of the Act is a 'safe harbour' clause which grants intermediaries partial immunity 

from liability for actions by third parties. Section 79(1) of the Act provides intermediaries 

with conditional protection from any content, data or contact links made available to or 

hosted by third parties. Parts 79(2) and 79(3) of the Act are entitled to this immunity. 

 

Essentially, Section 79(2) includes situations where the intermediary's operation is of a 

scientific, automatic and passive type. In order to be applicable to section 79(2), 

intermediaries must also have neither awareness nor power over the information that is 

communicated or processed. 

In addition, Section 79(3)(b) allows for a 'notice and take down' scheme, in which the 

intermediary is forced to take down illegal material following receipt of real knowledge of 

its presence. In Shreya Singhal vs. UOI, the Supreme Court read down Section 79(3)(b) to 

mean that an "intermediary shall not promptly remove or disable access to such material 

after receiving actual knowledge from a court order or notifying the appropriate government 

or its agency that unlawful acts relating to Article 19(2) are to be committed." 

Thus, an intermediary is only expected to operate upon receipt by the relevant government or 

its entity of a judicial order or a notice. The intermediary shall not be obligated to exercise its 

own discretion with respect to the content to be excluded or disabled. 

DUTIES OF A SUBSCIBER 

 

Intermediaries are becoming big data repositories; expecting that world nations are bound to 

view intermediaries from a particular viewpoint is nothing but normal. Consequently, there 

has been a tremendous change in terms of shifting viewpoints on how governments of the 

world look at intermediaries from the previous avatar of an innocuous utility provider that 
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simply offers access to a pipe. Today, intermediaries will increasingly play an important role 

in the hands of national sovereign governments with their vast data on the cloud. Not 

unexpectedly, Turkey has set a new precedent in that direction. Turkey has signalled the 

arrival of a new intermediary avatar. A contentious Internet Bill has just been implemented in 

Turkey. Currently, this bill in Turkey forces intermediaries to impose censorship. The 

Internet bill stands simply as a tangible sign of deepening regression, according to knowledge 

in the public domain. Obviously, this has produced great heartburn and people have been 

publicly protesting against the rule of Turkey. In many other parts of the planet, this has 

also started warning signals going. 

As a result, stakeholders are now increasingly looking at the whole intermediary liability 

issue. While there is no uniform international framework for dealing with intermediary 

liability, it is also a common fact that various countries around the world use different 

criteria and requirements to analyse the entire dynamic problem of intermediary liability. 

This entire intermediary liability problem is a different branch of cyber-law jurisprudence, 

which will continue to grow as time progresses. As a result, a great deal of controversy has 

already started all over the globe. A continuously shifting model is the whole dilemma of 

intermediary liability. 

With the emergence of the Snowden disclosures, though, the picture has drastically shifted 

as far as intermediary liabilities are concerned. When an intermediary and its computing 

services are physically situated within a sovereign jurisdiction, compliance with the relevant 

laws is an obligation to be assured. In such a case, if the intermediaries are ordered by the 

sovereign government to satisfy certain duties or execute certain roles, they would be 

obliged to comply with the same. 

INFORMATION TECHNOLOGY RULES 

 

In compliance with the powers under Section 87(2) of the Act read with Section 79(2) of the 

Act, the Information Technology (Intermediary Guidelines) Rules 2011 is notified by the 

Central Government. Among other items, the 2011 Regulations prescribed due diligence 

procedures for intermediaries to follow. In Shreya Singhal, Rule 3(4) of the 2011 Rules was 

read down to the degree that only knowledge relating to Article 19(2) of the Constitution 

will have to be disabled by an intermediary. 

The draft 2018 Regulations on Information Technology (Intermediary Guidelines) aim to 
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amend the rules of 2011. The suggested revisions, however, suffer from infirmities that are 

set out below 

Rule 3(2)(j) allows users of computer services to be told by the Privacy Policy/User 

Agreement not to host, view, upload or alter, post, send, upgrade or exchange any 

information that: 

"threatens public health or safety; the promotion of cigarettes or any other tobacco products 

or the consumption of intoxicants, including alcohol and the Electronic Nicotine Delivery 

System (ENDS) and like products that allow the delivery of nicotine, except for the purpose 

and in the manner and to the extent that may be approved pursuant to the Drugs and 

Cosmetics Act, 1940 and its Rules." 

There is an overly vague word for 'public health or welfare.' Moreover, such a constraint 

does not carry any relation to Article 19. (2). It is also probable that such a provision would 

fall foul of Article 19. (1). In addition, it is troublesome to forbid the exchange or 

dissemination of any information related to the ingestion of toxicants or Finishes. There is 

no ban on the use of ENDS in India and regulations that forbid the advertisement of liquor 

and cigarette products are still in effect, irrespective of the medium used to influence such 

advertising. 

Rule 3(4) allows intermediaries to alert their users at least once a month that failure to 

comply with rules and regulations, user agreements and privacy policies would allow 

intermediaries to revoke their access or usage rights automatically and to delete non- 

compliant content. It is onerous and difficult to enforce such a condition. 

Significantly, in the parent legislation or in the proposed regulations, 'consumer' was not 

described anywhere. Without any users logging, several websites are accessed, which makes 

it impossible to enforce such a regulation. It is possible that such a compulsory enforcement 

provision would put an unfair burden on smaller intermediaries. In addition, because it is 

likely to lead to notification fatigue among consumers, the efficacy of such a regulation is 

doubtful. 

Rule 3(5) allows the intermediary, if necessary by lawful order, to provide, within 72 hours 

of contact, the information or assistance sought by any government department or assistance 

relating to state or cybersecurity security; or investigation or identification or prosecution or 

prevention of crime(s); defence or cybersecurity; and matters relevant to or incidental 

thereto; Any such request must be made in writing or by electronic means, specifically 
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identifying the reason for which such information or assistance is requested. In addition, an 

intermediary is necessary to allow such an information originator to be tracked. 

This law presents the intermediary with an exceptionally onerous duty. Any traceability 

provision would lead to end-to-end encryption being breached. By exposing users to cyber 

security risks and cybercrimes, such a requirement will impact user experience in India. 

In addition, information protection was held to be a critical feature of the universal right to 

privacy in Puttaswamy. It would also have to comply with the criteria of the three-pronged 

test laid down in Puttaswamy, i.e., legality, necessity and proportionality, for any order 

under this law to survive the scrutiny of the courts. 

It must be noted that Section 69 of the Act already provides the power to capture, track or 

decode any information from any computer resource to the central or state government. In 

addition, Section 69A requires the Centre to provide instructions for blocking any 

information via any computing resource for public access. These laws have, however, been 

made subject to procedural and legislative protections. They can be invoked only for the 

purposes laid down in Article 19. (2). 

In addition, an order pursuant to these provisions demands that the grounds be laid down in 

writing. The present law does not include any of the procedural and constitutional 

protections listed above It is much more profound and amounts to needless delegation. The 

present law is thus ultra vires the parent Statute. 

Law 3(7) mandates that any intermediary of more than 50 lakh users in India, or on any 

other list notified by the government, be incorporated in compliance with the Companies 

Act 2013 and have a permanent registered office in India. Such a regulation is in keeping 

with the data localisation strategy of the government. Ambiguity over who a 'consumer' is, 

though, makes enforcement complicated. The implementation of such a clause by means of 

delegated laws under Section 79 of the Act, which is effectively a safe harbour provision, is 

often controversial. 

Rule 3(8) allows an intermediary to delete or disable access to illegal actions pertaining to 

Article 19(2) within 24 hours without vitiating any proof upon receipt of actual information 

in the form of a judicial order or upon notice by the relevant government authority or its 

organization pursuant to Section 79(3)(b) of the Act. Furthermore, the intermediary shall 

hold those details for investigation purposes for a period of at least 180 days or for a longer 

time as 
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may be demanded by the court or government departments which are constitutionally 

allowed to do so. 

ata preservation for a span of 180 days poses a huge financial and technological obstacle for 

multiple intermediaries at a realistic level. Although there is little clarification as to the outer 

limit to which such data protection can be applied, certain intermediaries can find 

compliance challenging. 

Rule 3(9) includes the implementation of technology-based automated tools or suitable 

processes by intermediaries to proactively detect and disable public access to unauthorized 

information or content. 

The most troublesome one is this clause. In order to take advantage of the 'safe harbour' 

clause, a quick reading of Section 79 makes it clear that an intermediary must be passive. 

This clause, however, changes the nature of an intermediary from passive to active, thereby 

negating the safe harbour that the intermediary has been granted. No meaning for the word 

'unlawful material or knowledge' was also given. 

It is not only contradictory to the spirit of Shreya Singhal and international jurisprudence 

that intermediaries are allowed to self-censor on the basis of ambiguous requirements, but 

also contrary to the clear language of Section 79 itself. 

1) CASE LAWS  

Super Cassettes Industries Ltd. v. Myspace Inc. & Anr3 

 

In 2011, in the case of Super Cassettes Industries Ltd. v. Myspace Inc. & Anr., by its interim 

order, a single judge bench of the Delhi High Court ('Delhi HC') held that intermediaries 

were required, as soon as they received a complaint from any third-party claiming violation, 

to remove content from their websites. It also held that, before such information is 

communicated to the public, a preliminary search should be carried out on all materials 

being posted to their websites. 

 

On appeal, the decision of the Delhi HC single judge bench was overruled by a division 

bench of the same court on December 23, 2016. The division bench held that only where 

they have real or relevant information and not positive knowledge of the presence of illegal 

material on their website, and do not take any action to have such content deleted, could 

intermediaries be held accountable. It held that when I ads were placed on the website and 
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(ii) adjustments were made to the content structure, both by an automatic process and 

without human interference, these did not lead to Myspace possessing legitimate power, 

actual awareness or a 'reason to think' that third-party rights could be infringed by the content 

posted on its website. In addition, the Delhi HC also ruled that intermediaries were not 

required to recognise and delete each and every piece of content posted to their websites on 

an ongoing basis. The Delhi HC claimed that they are not prepared and cannot be obliged to 

pre-screen and check all such information / material that is stored on their websites as 

intermediaries only serve the function of being a portal for the exchanging of information 

between users. 

 

On eBay.in, belonging to eBay India Private Limited ('eBay'), such product listings, such as 

those of water purifier systems claimed by Kent RO Systems Ltd. ('Kent RO Systems') to 

breach its licensed designs under the Designs Act, 2000 ('Designs Act'), is hosted on 

eBay.in. One of the many others that allegedly breached the licensed water purifier designs 

of the Kent RO Systems was the products sold on the platform by a trader, Mr. Amit Kotak 

("Merchant"). 

3 Super Cassettes Industries v. Myspace Inc and Anr. | BananaIP Counsels, , 

https://www.bananaip.com/ip-news-center/super-cassettes-industries-v-myspace/ (last visited Jan 23, 

2021). 

An injunction against the retailer was requested by Kent RO Systems to prohibit him from 

selling the allegedly infringing items on eBay.in. Kent RO Systems also argued that eBay 

had been intimated by numerous written complaints about some supposedly infringing 

products hosted on the eBay website and asking eBay to withdraw such products from the 

platform by various written complaints. The fact that eBay took instant action upon receipt of 

the complaints was not challenged by Kent RO Systems. 

 

The bone of contention of Kent RO Systems before Delhi HC was that the responsibility of 

an intermediary applies not merely to a successful response to a complaint involving 

infringing information. The intermediary was, however, to proactively check all the 

products 

/ details hosted on its website after the case was settled in order to protect the complainant's 

intellectual property rights. 
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1) Christian Louboutin SAS v Nakul Bajaj and Ors4 

 

The Delhi High Court's judgment in Christian Louboutin SAS v Nakul Bajaj and Ors, dated 2 

November 2018. It was a landmark moment in India's intermediary liability jurisprudence 

and contained a broader examination than any of the prior rulings of the criteria for 

qualifying as an intermediary. In what would become a foundational application of the 

exception under Section 79 of trade mark infringements, the High Court listed 26 potential 

services that could be offered by an intermediary and whether any site offering such 

services could be deemed a mere medium or an active participant in the process of trading. 

Under Sections 79(2) and 79(3), the court explained the requirements and preconditions for 

an individual to claim intermediary status and for an intermediary to be exempt from 

liability. It was held that the exemptions under Section 79 could be waived for an 

intermediary actively engaging in the transaction. The court also found that, under Section 

79 of the IT Act, the expansion of the due diligence provision for an intermediary to be able 

to assert safe harbour suggests that this could also go beyond the scope specified in the 

applicable guidelines under the IT Act. 

In order to claim immunity from liability from any transaction that may breach the rules of 

the Trade Marks Act, the Christian Louboutin judgment considerably lifted the threshold 

that e-commerce-based intermediaries ought to follow and it has turned out to have far-

reaching implications on intermediary liability jurisprudence in India. 

1) Skullcandy Inc. v Shri Shyam Telecom & Ors. v L’Oréal v Brand world & Anr 5 

 

In CS (COMM) 980/2016, Skullcandy Inc. v Shri Shyam Telecom & Ors. v L’Oréal v 

Brand world & Anr., CS (COMM) 979/2016 (Shop clues), and CS (COMM) 453/2016 M/s 

Luxottica Group S.P.A & Another v M/s Mify Solutions Pvt Ltd & Ors., to decide whether 

or not the e-commerce sites claiming to be exempted under Section 79 of the IT Act will 

currently qualify as intermediaries, the Delhi High Court applied the tests set out in 

Christian Louboutin. 

In its CS(OS) 410/2018, CS(OS) 453/2018, CS(OS) 480/2018, CS(OS) 531/2018, CS(OS) 

550/2018, CS(OS) 75/2019 and CS(OS) 91/2019 Comprehensive Judgment Amway India 

Enterprises Pvt. Ltd. and with Ors. Pvt v 1MG Innovations. The Delhi High Court carried 

out a thorough analysis of the involvement of major e-commerce players such as Amazon 
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and Flipkart in the e-commerce lifecycle and kept them to be directly engaged in the 

distribution phase, in addition to finding many malpractices in their business models, 

thereby disqualifying the above as intermediaries worthy of benefiting from the exemption 

from liability for IPR violations under Section 79 of the IT Act. 

 

In addition, the court also investigated, in addition to scrutinizing the e-commerce chain, 

whether the intermediary had stepped into the seller's own shoes, fixed its own sale rates, 

incentives, return/refund policy, etc., and thus defied the Direct Sale Guidelines issued by 

the government under which the claimant had undertook to be obliged. In doing so, the 

intermediary threatened the interests of the right-holder claimant and was thus unable to 

obtain asylum under the exception provided for in Section 79. 

CONCLUSION 

It is not only contradictory to the spirit of Shreya Singhal and international jurisprudence 

that intermediaries are allowed to self-censor on the basis of ambiguous requirements, but 

also contrary to the clear language of Section 79 itself. Again, it is difficult for such a law to 

be applied considering the broad concept of 'intermediaries'. How would such a condition be 

followed by a cybercafé or a small start-up? 

It is clear that, by means of constitutional reform, certain far-reaching clauses must be 

accounted for. 

In addition, the provisions shall abjure the use of ambiguous words such as 'consumer',' 

unauthorized content' and 'order of government'. Alternatively, those requirements must be 

established by the Act itself. It is proposed that a white paper on the various types of 

intermediaries should be developed. It is also possible to discuss the idea of extending 

preferential treatment to multiple types of intermediaries. 
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AN INTRODUCTION TO TRADE MARK LAW IN INDIA 

 

 

I. INTRODUCTION 

 

The concept of trademark protection plays a crucial role in the development and protection of the 

free market system of an economy. The term “Trade mark” essentially describes any object, 

symbol or words which is provided protection under law as it has a distinctive and unique 

meaning attached to it, by virtue of it being used to “indicate the source of the goods, a signature, 

the name, a device, a label or any other article of commerce to distinguish it from other similar 

goods or services originating from another”. A trademark is a unique symbol or mark which 

differentiates and identifies the goods and services of one company/person or enterprise from 

another’s goods and services. The system of trademarks has evolved from centuries old custom 

of inscribing the initials or unique signs over the object or tool the person created to being a 

global (and uniform) system of protecting the rights of the owner of the trademark and more 

inclusively, to promote the development of society at large.  

Trademark confers certain rights on the owner of the mark, in respect of its use, assignment and 

sale. In contemporary times, a trademark is provided protection in India in harmony with the 

global or regional agreements (such as the Paris Convention1 and the TRIPS Agreement2) of 

which the country is a signatory. However, it was not always so and major amendments were 

brought to the law of trade marks in the year 1999. Since then, India has seen a tremendous 

growth in registration of trademarks (134% in the year 2016) which has consequentially 

contributes significantly to the country’s economic growth and international trade.3 The latest 

major changes have been introduced only a few years back when the Trademark Rules, 2017 
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were enacted. 

 

I. IMPORTANT DEFINITIONS AND SCOPE OF TRADEMARKS AND RELATED 

 

 

The Trademark Act, 1999 (hereinafter referred to as “TM Act, 1999”) contains the definitions of 

trademark and other related marks such as collective mark, certification trade mark, and well 

known trademark. 

 

Trade mark: 

Section 2 (1)(zb) defines it as “a mark capable of being represented graphically and which is 

capable of distinguishing the goods or services of one person from those of others and may 

include shape of goods, their packaging and combination of colours”. The section has been 

broadened to cover marks which are graphically represented and which could distinguish goods 

and services of one person from those of others. It could also include the shape of good, the 

colours used and the type of packaging used for both, goods and services. 

 

Mark: 

According to Section 2 (1)(m) of the Trade marks Act, a mark covers a “ device, brand, heading, 

label, ticket, name, signature, word, letter, numeral, shape of goods, packaging or combination of 

colours or any combination thereof” which basically leaves a broad scope for including any mark 

which could be a) be graphically representable; b) would be distinguishable from those of others. 

Certification Trade Mark: 

Section (1) (e) describes “certification trade mark” as a mark which distinguishes between 

certified and uncertified goods and services. A certification trade mark assures the 

consumer/customer of the goods having met the necessary standards of compliance with national 

or international regulatory bodies which regulate and certify the origin, material, mode of 

manufacture, quality, accuracy or other characteristics of the said goods and services. 

A “certification mark”, is used “to certify that the goods or services in relation to which it is 

applied are certified by the proprietor of the mark as to certain characteristics of the goods or 
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services. The presence of a certification mark on a product or service will give the consumer 

guidance and the resulting confidence in deciding whether to make a particular purchase or not. A 

certification mark is used by various merchants to indicate that their products and services have 

certain characteristics, such as a specific level of product quality or a certain geographic origin.”4 

 

Collective Mark: 

A “collective mark” is a trade mark on goods and services rendered by an association of 

persons (section 2 (1) (g)); this has been added in order to let family businesses and various 

other associations to have the option to get a “trade mark” for their product or service. 

Well Known Trade Mark: 

 

A “well known trade mark” means any mark which, in the eyes of general public, is so concretely 

attached to a good or service, that the use of such mark for any other goods or services owned by 

another would likely be assumed that the latter has some connection to the person or company 

owning the trade mark which is well known. It has been described in Section 2(1)(zg) of the 

Trade Mark Act. 

 

(1) Associated Trade Mark:  

When a registration of trademark is done for products or services “identical with another trade 

mark’ which is already registered or is in the name of the same proprietor in respect of the same 

goods and services or description of services or nearly resemble it, as to cause confusion or 

deception if used by some other person, the Registrar can put the said “trademarks” as “associated 

trade marks”. 

(2) All trademarks registered in as a “series of trade marks” in accordance with the provisions of 

sub-section (3) of Section 15 of the Trade Mark Act are to be called as “associated trade marks” 

 

II. RIGHTS CONFERRED BY TRADEMARK 

 

 

Before proceeding to the procedure of registration and infringement of trademarks, it is essential 

to understand what benefits one receives from getting a trade-mark registered with the Trade 
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Mark Registry (Registry and Register of Trade mark is discussed under Procedure of 

Registration). The following are the rights which a ‘registered’ “trade mark” confers on its owner 

(as per Section 17 of the Trade Mark Act): 

1. The exclusive right to use the mark [Section 28 (20), TM A,1999]. 

2. Prohibits any other person to register a similar trade mark and use it. 

3. The right to move to court in case of infringement. 

4. The registration of a “trade mark” is “prima facie evidence of validity of the trademark in all 

legal proceedings (Section 31 of the Act). 

5. The power to assign any or all of the rights vested in him as the owner of the “trademark”. 

6. The right to restrict the import of goods marked with similar “trade mark”. 

7. The right to restrict any one else from using the “trade mark” in their business or even in their 

“trade name”. 

Note: Unregistered trade mark owners in India are not entitled to institute legal proceedings for 

the violation of any of the rights listed above (as per section 27 of the Act). However, a 

registered trade mark has all rights vested in an unregistered trade mark. 

 

I. PROCEDURE FOR REGISTRATION OF TRADEMARK 

In India, registration of trademarks is done on a “first come-first serve” basis, i.e the protection is 

granted to the first person who files an application to register a particular/unique trade mark. The 

process usually consumes about 2 to 3 years, however, it is subject to additional factors such as facing 

opposition in the later stages of the registration process. As per Section 6 of the Trade Mark Act, The 

Register of Trade Mark is to contain all registered trademarks which is to be kept at the head office of 

the Trade Mark Registry. 

The applications for registrations are filed to the Office of the Controller General of patent, Designs 

and Trade Marks, (who is also the Registrar of Trade Marks as per S.3 of the Act). The Trade Marks 

Rules, 2017 ( Hereinafter referred to as TM Rules,2017) give an updated and detailed procedure for 

registration of Trade Marks 

A) Filing the Application for Registration of Trademark 

1. The first step towards obtaining a registered trade mark in India is the filing of the application form 
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in the prescribed format (form TM-A, given in First Schedule of the Rules, 2017) along with the 

prescribed fee. The application may be filed in any of the five Trade Mark Registry offices in India. 

An applicant has to make sure that the application is in compliance with the provisions of Rules 23 

and 24 of the TM Rules, containing the following:  

2. picture or ‘graphical representation’ of the trademark, which should be clear and legible 

and not exceeding 8cm x 8cm in size [as per Rule 23 and 26(1)] . 

3. State as many class or a classes of goods or services, the single trademark is filed for, not 

being a series trademark. 

[Note: It is on the Registrar’s discretion whether to grant or refuse the application for any, 

some or all classes depending on his satisfaction of the specifications/ justifications provided 

by the applicant for the same and he may also, if he deems fit, may also direct the applicant 

to file additional classes not mentioned in the application, based on this direction, the 

applicant has to amend or add the additional classes by filing an application in the form of 

TM-M along with the requisite fee, as per Rule 23 (4) (5) (6) ] 

4. A statement disclosing the use of the trademark and the person using the same, prior to filing 

the application (if it is not a new or proposed trademark). The applicant is also required to 

attach an affidavit testifying the same [as per Rule 25 (1) and (2)]. 

5. In case trademark claiming different colours or a combination of colours, a statement 

clarifying the same along with pictures or graphical representations showing the trademark in 

the said colours or combinations thereof [as per Rule 26 (2)]. 

In case of a three dimensional trademark, a statement clarifying the same. It should also be 

accompanied with two dimensional pictures or ‘representations’ from at least three different 

views of the Trademark, subject to the satisfaction of the Registrar (he may call for additional 

pictures of up to five different views of the Trademark or furnish a specimen of the same, within 

two months) [as per Rule 23 and 26 (3)]  

A reasonable description in words, of the trademark (and which could also describe the rights the 

applicant wishes to claim). 1 Paris Convention for the Protection of Industrial Property, 20th 

March,1883 
2 The Agreement on Trade-Related Aspects of Intellectual Property Rights, 1st January,1995 3 

WIPO, World Intellectual Property Indicators 2017 Trademarks, Chapter 3, Pg.100, 

https://www.wipo.int/edocs/pubdocs/en/wipo_pub_941_2017-chapter3.pdf 
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4 https://www.mondaq.com/india/trademark/295156/certification-marks-an-indian-perspective 

6. Application under a Convention arrangement: When an application is filed in India, which 

has already been filed in another country who is also a signatory to a convention India is part 

of too, in addition to the above mentioned specifications, the application has to : 

1. File an additional certificate by the Registrar or equivalent authority of the country already 

applied in, which shall include the “particulars of the trademark, the country or countries 

and the date or dates of filing the application and such other relevant particulars as may be 

required by the Registrar” [Rule 24 (1)]. 

2. File the said certificate within two months of filing the domestic application, if not filed 

with the application in the first instance itself. 

3. The application shall clearly state all the countries (if more than one) in which the trademark 

application has been already filed, the serial number, the priority date (the first filing date) 

along with a statement claiming priority. The earliest filed (in case of more than one 

priority date) priority date has to be taken as the priority date for the purposes of the current 

application for registration. 

A few other particulars need to be paid attention to while filing an application under a convention 

country which are stated in Rule 24 to Rule 30. 

If an applicant fails to satisfy all the requirements in Rules 23 to 30, the Registrar may send a 

notice to the applicant to rectify or omit the necessary deficiencies. Failure on part of the 

applicant to rectify the same would render the application as abandoned [Rule 31]. 

 

Acknowledgement of the Application of Registration is conveyed by giving an electronic receipt 

or by sending a receipt to the email address of the applicant. 

B) Examination 

A thorough examination is conducted by the Registry in which the a complete search of all 

existing trademarks (both registered and applied) is conducted in order to check whether the 

proposed trademark in the application is similar or identical to any other in the records. The 

2) Registrar has the power to order re-search of all trademarks at any time before the 

application is accepted. 

3) The Rules of 2017 also provide for an expedited processing of Applications if the necessary 
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fee is paid for the same. 

A) Acceptance of the Application 

There can be two situations at this stage: 

1. If the Registrar is satisfied with the examination and finds no objections in the application, 

he/she/they may accept the application, communicate the same to the applicant and advertise 

the accepted trademark in accordance with the International Classification, in the Trade 

Marks Journal [as per section 33 (3) read with Section 20 (1)]. 

2. However, it is not always the case that the application is accepted absolutely, in the first 

instance itself. If the Registrar has “any objection to the acceptance of the application or proposes 

to accept it subject to such conditions, amendments modifications or limitations as he may think 

fit to impose….” The Registrar shall communicate the same in the Examination Report which is 

then sent to the applicant. 

3. The applicant is given a period of 1 month to reply to the objections/modifications/amendments 

sought by the Registrar, stated the examination report. In the response to the examination report, 

if the applicant is able to satisfy the Registrar , the application is accepted and treated in the same 

manner as per the above mentioned procedure in point (1) [as per Rule 33 (4) & (5)]. 

4. If in response to the examination report, the applicant requests a hearing or where the registrar is 

not satisfied and calls for a hearing, the applicant is given a date for hearing by the Registrar and 

has to appear on the scheduled date to submit his pleadings. The Registrar shall pass “an 

appropriate order” based on the hearing [as per Rule 33(8)]. 

5. In case the applicant fails to respond to the examination report, or fails to appear for the hearing, 

the application is treated as abandoned. 

Sample Trade mark Journal in which accepted trademarks are published: 

 

Advertisement and Opposition by Third party 

Subsequent to the acceptance of the application, the trademark is advertised in the Trade Marks 
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journal in accordance with S. 20 (1) of the T.M.A, 1999.  A window of 4 months from the date  

of publication of the trademark is provided for any person to oppose the registration of the 

trademark. In case there is no opposition, the trademark would proceed for registration and the 

certificate thereof. 

1. In case any person wants to oppose a trademark published in the Trademark Journal, he is to send 

a “Notice of Opposition” to the Registrar, in accordance with the particulars specified in  Rule 

43 (within four months of publication). A copy of the Notice is then sent to the applicant within 

three months of receipt of the same by the registrar. A notice of opposition should include (but 

not to be limited to) the following particulars: 

(i) In relation to the application opposed: (a) the “application number”, (b) description or 

indication of the goods or services listed in the trademark, (c) the name of the applicant [as per 

Rule 43(1) (a)].  

(ii) Where the new/ proposed trademark is opposed with regard to an earlier trademark or prior 

right, (a) statement clarifying the earlier trademark and/ or the rights, (b) the “application or 

registration number”, where relevant, (c) a picture or graphical representation of the opponent’s 

trademark and a description, (d)  if opposition is based on a well known trademark, a statement  

to that effect, specifying the countries it is well known in, (d) where the opposition is in relation 

to an earlier trademark with a reputation, “an indication to that effect” [As per Rule 43 (1) (b)]. 

 

(iii) In relation to the opposition party if there is an existing trademark, whether it is held by a 

proprietor, a successor in title or a foreign party; the name and address of the party along with a 

indication of authority to enter into opposition is required to be given. 

 

2. The applicant is then given two months from the date of receipt of the copy of “Notice of 

Opposition” to “send to the Registrar in the prescribed manner a counter-statement of the 

grounds on which he relies for his application, and if he does not do so he shall be deemed to have 

abandoned his application” [as per Rule 45]. 

 

3. The Registrar then calls for evidence in support for the respective cases/arguments of both the 

parties and delivers copies of the same to the opposing parties in accordance with the Rules 45 & 

46, 47 and 48 of the TM Rules 2017. 
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The Trademark Act, 1999 provides for Absolute and Relative Grounds for Refusal of 

Registration in Section 9 and 11. These grounds could be argued upon by the opposition party are 

to be considered while adjudicating on the same. 

 

4. After the evidence stage is concluded, the Registrar then takes up the matter of hearing and 

subsequently considers the written arguments of both the parties. He finally decides on the matter 

and conveys the decision in writing which is sent to both the parties 

B) Registration and Certificate of Registration 

After going through the due process explained above, in case of opposition and consequent 

decision in favor the applicant or in case there is no opposition at all, the final stage of 

Registration is reached. 

The Registrar enters the trademark in the “Register of Trademarks”, specifying the following: 

a) “The date of filing the application, 

b) The actual date of registration 

c) The goods or services and the class or classes in which the trademark is registered 

d) All particulars required under S.6 of the T.M.A, 1999. 

e) The address of the proprietor and/or the address of business in India 

f) The particulars and other description of the trade/business/profession or occupation of the 

proprietor. 

g) Particulars affecting the scope of registration or the rights conferred by the registration 

f) Convention application/priority date, if in case of existing foreign trademark 

g) Clarification of whether it is a collective or certification mark 

h) The fact that the earlier proprietor or right holder has consented to the present mark and 

i) The appropriate office of the Trade Mark Registry in relation to the trademark” [As per S. 6 of 

the TM Act, 1999 and the Rule 53 of the TM Rules,2017] 
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Certificate of Registration 

Along with entering the Trademark in the Register, a certificate bearing the seal of the Trade 

Mark Registry(with the picture of trade mark), certifying the same, is also sent by the Registrar  

to the proprietor of the trademark, in accordance with S. 23 of the Trademarks Act, 1999. 

 

II. INFRINGMENT OF TRADEMARK 

 

 

The law on trademark infringement is broad and covers a number of circumstances in which it 

would be violation of the trademark rights of a person. Simply put, a “trade mark” is said to be 

infringed when any person other than the proprietor or a “permitted user” uses for commercial 

purposes, a mark very similar or deceptively identical to the registered trademark with regard to 

the goods or services the trademark is registered in and “in such a manner as to render the use of 

the mark likely to be taken as being used as a trade mark” (Section 29(1) ,TM Act,1999) 

Infringement by being Deceptively Similar and Causing Confusion in Public 

 

Any person, other than the proprietor (or any person whom the proprietor has permission), who 

uses a “registered trade mark” for his business so that his good or service would be construed to 

be perceived as the same as the said “registered trademark” or the similarity of which, in most 

circumstances, would cause a confusion or an association to the said “ registered trademark” in 

the minds of general public [as per Section 29(2), TM Act,1999]. 

Infringement by Taking Unfair Advantage of a Reputed Trademark 

 

The trademark act also covers the situation in which the infringement of the “registered 

trademark” is said to be done when the person infringing uses the trademark in such a manner that 

the good or service is so identical that it would make possible taking undue advantage of a 

trademark with a good reputation in India or is detrimental to distinctive character of the trade 

mark and it’s repute [as per Section 29 (4), TM Act, 1999]. 

Infringement by using Trade Name or a Business Concern’s name in the Trademark 
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Another circumstance in which there is said to be infringement of “registered trademark” is in 

which the person infringing the said “registered trademark by using the trademark as his “trade 

name or part of his trade name, or name of his business concern or part of the name, of his 

business concern dealing in goods and services in respect of which the trade mark is registered” 

[Section 29(5), TM Act, 1999]. 

Infringement by illegally Importing, Exporting, Advertising and Affixing Registered 

Trademark to Goods or for Packaging for Commercial Gain 

All situations in which there is use of a “registered trademark” by a person other than the 

proprietor to affix it to goods or on packaging material in order to sell them in a market or  “stocks 

them those purposes under the registered trademark, or offers or supplies services under the 

registered trademark”. Even advertising, importing and exporting of good under the mark is 

counted as an infringement of trademark. [Section 29 (6), TM Act,1999] 

Infringement by using registered Trademark on a material intended for Labeling &Packaging 

 

A case of trademark infringement can be when a person, despite knowing his lack of authority or 

had reason to believe that the application of the mark was not duly authorized by the proprietor or 

a licensee, applies the registered trade mark on a material mean for labeling and packaging goods 

or for advertising those goods or services [Section 29(7), TM Act, 1999]. 

Infringement by Advertising in order to take Unfair Advantage Contrary to Honest practices 

 

Advertising the trademark can also be an infringement of the registered trademark if such 

advertising “takes unfair advantage of and is contrary to honest practices in industrial or 

commercial matters” and if it “is detrimental to its distinctive character” or is “against the 

reputation of the trade mark”.[ Section 29 (8), TM Act,1999] 

Infringement by Oral Use and Visual Representation of Distinctive elements of a registered 

Trademark 

The circumstances in which a trade mark can be infringed is not limited to this provision but is the 
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last of the ones already provided for in the TM Act, 1999. Under this provision, a registered trade 

mark is said to be violated if a person uses a distinctive element or elements of a registered 

trademark consisting or including words, by speaking as well as by making visual representations 

and references. [Section 29(9), TM Act,1999] 

CASES OF TRADEMARK INFRINGEMENT 

A plethora of landmark cases have further broadened the scope of trademark infringement under 

Indian Law and have elaborated on a number of issues corncerning the law of trade marks in 

India. 

In one of the landmark cases passed by the Supreme Court is the “Parle Products” Case5 in 

which the Court held that “the packets are practically of the same size, the colour scheme of the 

two wrappers is almost the same; the design on both, though not identical, bears such close 

resemblance that one can easily be mistaken for the other. The essential features of both are that 

5 Parle Products v. J P & C, AIR 1972 SC 1359 

there is a girl with one arm raised and carrying something in the other with a cow or cows near 

her and hens or chickens in the foreground. In the background there is a farm house with a fence. 

The words “Gluco Biscuits” on one and “Glucose Biscuits” on the other occupy a prominent 

place at the top with a good deal of similarity between the two writings. Anyone, in our opinion, 

who has a look at one of the packets on a day, may easily mistake the other if shown on another 

day as being the same article which he had seen before. If one was not careful enough to note the 

peculiar features of the wrapper on the plaintiffs’ goods, he might easily mistake the defendant’s 

wrapper for the plaintiffs’ if shown to him some time after he had seen the plaintiffs. After all, an 

ordinary purchaser is not gifted with the powers of observation of a Sherlock Holmes.”  

Therefore the defendant was held liable for trade mark infringement as his  products’ wrapper was 

“deceptively similar to the plaintiffs’ registered trade mark” and it is sufficient to be an 

infringement. 

 

The Delhi Court in a Case6 held that once the plaintiff proves that the impugned trade mark is 

“identical or deceptively similar to the registered trademark, then it matters little whether the 

defendant is using the impugned mark/label in respect of the goods and services which are not 
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similar to those in respect of which the trade mark is impugned. Basically implying that the 

liability is fixed once it the similarity is proved and that it doesn’t matter if the infringer is using 

the trademark in respect of the same goods or services which the trademark being infringed is 

registered for. 

However, there have also been cases where the Supreme Court was of the view that the prima 

facie dissimilarities between the two products were much clear than the similarities and therefore, 

the defendant was not held liable for infringement of trademark. In the infamous “Cadbury India” 

Case7, the apex court was of the view that the dissimilarities appear to be clear and more striking 

to the naked eye than any similarity between the marks, and on the whole the essential features of 

two marks are different”. It upheld the High Court’s decision that if the totality of impression 

produced by the mark is not confusing even though there are many similar parts in the trade 

mark, it would not be a violation of trademark 

6 M/s J K Oil Mills v. M/s Adani Wilmar Ltd., 2010 (42) PTC 639 (Del.) 
7 S.M. Dychem v. Cadbury India 2000 PTC 297 (SC) 

In Brooke Bond India Case8, the Court held that “application by the defendants of the trade mark 

Taj Tea in India on the packets of tea is an infringement of the registered trademark of the 

plaintiff”. Due to the fact that the trade mark was a reputed and well known one, even though the 

defendant was ready to alter the colour and features of his packaging, the court issued an 

injunction stopping him from using the trademark. 

 

The facts in a Case9 before the Calcutta High Court were such that the defendant was using the 

plaintiff’s registered trademark “DIPLOMAT” in his logo and print by the name of “COX 

DIPLOMAT” in the same of business of production and selling of whiskey. The court prohibited 

the defendant from using the said infringing name as it was very similar to the registered 

trademark in the eyes of an unquestioning person. 

 

In another landmark case, “T.V. Venugopal v. Ushodaya Enterprises Ltd”10, the Court noted that 

“the respondent’s mark “Eenadu” had acquired extraordinary reputation and goodwill in  the 

State of Andhra Pradesh”. It was held that the “Appellant was clearly attempting to utilise the 
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reputation and goodwill of the Respondents”. The Court elaborated that allowing the same to be 

used would cause confusion in the minds of general public leading them to form misconception 

about the source and quality of the defendant’s products. 

 

The Delhi High Court in the infamous Infosys Case observed that by using the trademark 

“INFOSYS” as the key feature of the defendant’s corporate name (“Adinath Infosys pvt. Ltd.), 

the defendant has clearly infringed the registered trademark and prohibited them from using the 

same or any other expression which is identical or deceptively similar to Infosys or for providing 

any services in which the plaintiff- company is engaged. 

 

It is to be noted that the subject of trademark law in India is having a significant increase in its 

operation and the no. of cases being litigated, this is due to the proliferation in trademark 

registration, which has been the growing trend globally, for the last decade. 

 

8 Brooke Bond India v. C. Patel & Co., 1993 IPLR 220 (Cal.), 
9 Brooke Bond India v. C. Patel & Co., 1993 IPLR 220 (Cal.) 
10 T.V. Venugopal v. Ushodaya Enterprises Ltd (2011) 4 SCC 85 
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